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WINS

» Historie:
* Ur&eni:

— Zajistuje pfeklad nebtios jmen na ip
adresy. Jeho pouZiti omezi broadcasty
na siti.

PING IRIDIUM

dotaz na wins

vrati se 10.1.220.6

7. prednaska 456-541/1: Sprava pocitacovych
systému (SPS)

WINS — instalace

* WINS se instaluje jako sluzba

* Doporuduje se nainstalovat dva servery na
organizaci pro zajisténi dostupnosti

» Pokud je vice WINS server( nastavuje se mezi
nimi replikace (PUSH, PULL)

+ Databaze WINS by se méla pravidelné
zalohovat a provadét jeji defragmentace.
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What Is a NetBIOS Node Type?

A NetBIOS node type determines the method that a
computer uses to resolve a NetBIOS name

Node Description RegIStry
type value
Uses broadcasts for name registration
B-node and resolution 1
Uses a NetBIOS name server such as WINS to
P-node resolve NetBIOS names 2
Combines B-node and P-node, but functions as a
M-node B-node by default 4
Combines P-node and B-node, but functions as a
H-node P-node by default 8
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How a WINS Client Registers

and Releases NetBIOS Names
--x 1/ Ve egisered|

Name Released

-

« WINS client sends request to register

« WINS server returns registration message with TTL
value, indicating when the registration expires

> & WINS client sends request to release name
& WINS server sends a positive name release response
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How Burst Handling Works

Burst handling allows a WINS server to handle a high number
of simultaneous name registration requests

WINS client registrations
exceed the burst queue
threshold

registrations with a
short renewal interval
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How a WINS Server Resolves

NefRiaaNames

Client makes three attempts to contact WINS server, but does
not receive a response

If name is resolved, IP address is returned to the client ‘
7. prednaska

Client attempts to contact all WINS servers until contact is made ‘

systému (SPS)

Client Records

A WINS client record includes the following information:

<2 wiNs

Active Registrations  Records filtered: 7 — Records scanned: 7

Recard Name [ ype [ 1P pddress [ State [ Static [ owner [ versian [ Expiratian

- _MsEROWSE_ [00h] WarkStation IS7.56.172.171  Active 157.56.177.17L 4 10/2/2002 11:32:50 AM
(= FaaciPc [20h] File Server IS7.56.177.171  Active 157.56.177.071 2 10/2/2002 11:32:50 AM
(= EsaciPc [00k] Warkgroup IS7.56.172.171  Active 157.56.177.17L 3 10{2/2002 11:32:50 AM
= EsaciPc [{ER] Mormal Group Name  157.56.177.171  Active 157.56.077.07L 1 10{2/2002 11:32:50 AM
TanwTRADERS  [00h] WarkStation 12.3.4 Adive x  IS7TEGITZATL 5 Infirite
%NWTRADERS [03h] Messenger 1.2.3.4 Active X 157.56.177.171 & Infinite
%VAN[DUVER [20h] File Server 1.2.3.4 Active % 157.56.177.171 7 Irfinite
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What Is a Static Mapping?

‘ A static mapping is a manual entry in the WINS database ‘

Administrator enters

computer name-to-
IP address entry

Non-WINS Clients > WINS Database
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How WINS Replication Works

WINS replication occurs between two WINS servers to
maintain consistent WINS data

e | L sewem |

erverA
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How Push Replication Works
; )

(o A push partner notifies replication partners based on the number of
changes in its database

| « Push replication maintains a high level of synchronization

ServerA reaches set threshold of 50 changes in its database

ServerA notifies ServerB that the threshold is reached

ServerB responds to ServerA with a replication request ‘

7. | — ServerA sends replicas of its new database entries

SyStEniu (or o)

How Pull Replication Works
g .

'y pull partner requests replication based on a time interval
© Pull replication limits frequency of replication traffic across slow links

.

Subnet 2

ServerA requests database changes every 8 hours ‘

ServerB sends replicas of its new database entries ‘

systému (SPS)




What Is Push/Pull Replication?

Push/pull replication ensures that the databases on
multiple WINS servers are nearly identical at any
given time by:

« Notifying replication partners whenever the database
reaches a set threshold of changes

- And -
© Requesting replication based on a set time
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How Scavenging Works

\ Scavenging removes extinct entries from the WINS database

C

DEN-OCE [10.100.2] Properties = 2ix
Ganersl Irierval | Datshase Venlcaton | Asvanced |
Cok tha il o which acsids s sanased, delsind and vweilfind
Davs Houss Miruies
Benew inbervat = 5‘ 3 3
Estrton mterval 4 & Jo 5‘ 7] 3
Eptrcher el s = |0 5—‘ d 5—‘
Yubewmmimea [ 2 [T 3
Firshosn [l
| |
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Why Use DHCP?

DHCP reduces the complexity and amount of administrative work by ‘
using automatic TCP/IP configuration

Manual TCP/IP Configuration Automatic TCP/IP Configuration

¢ [P addresses are entered ¢ |P addresses are supplied

manually automatically

« [P address could be entered « Correct configuration information
incorrectly is ensured

« Communication and network « Client configuration is updated

issues can result automatically

« Frequent computer moves
increase administrative effort

« A common source of network
problems is eliminated
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What Is Automatic Private IP
Addressinag?

[APIPA automatically self-configures addresses when there is no

DHCP server available

Advantages

Disadvantages

« Serves as a DHCP server failover
mechanism for small networks

« Automatically assigns an IP
address in a specific range

« Forces assignment of addresses
typically not used

« Conceals possible connectivity
problems

« Does not work outside 169.254.x.x
subnet

« Is not routable
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How DHCP Allocates IP
Addresses

ﬂ B ” DHCP Client2:

Non-DHCP Client: IP configuration
Static IP from DHCP server
configuration g

Lease Renewal

DHCP Clientl:
IP configuration

from DHCP server IP AddressL: Leased to DHCP ClientL
IP Address2: Leased to DHCP Client2

IP Address3: Available to be leased
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How the DHCP Lease Generation
Process Works

pHCP || I
Server2 | = | |

P
DHCP | DHCP
Serverl || © Client

DHCP client broadcasts a DHCPDISCOVER packet

|
DHCP servers broadcast a DHCPOFFER packet ‘
|
|

DHCP client broadcasts a DHCPREQUEST packet
@ DHCP Serverl broadcasts a DHCPACK packet

794
systému (SPS)

How the DHCP Lease Renewal
P/__r_g_c_:ess Works

T
|

el

50% of lease
duration has

expired

DHCP client sends a DHCPREQUEST packet ‘

DHCP Serverl sends a DHCPACK packet ‘
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Domain | -
Controller |

Active &
Directory

Authorized
R Services DHCP
‘;ﬂ Unauthorized

If DHCP Serverl finds its IP
address on the list, the service
starts and supports DHCP clients | __
= DHCP Serverl
requests
‘;g Does not service

How a DHCP Server Service Is
] | é;'r’Authorized
r--_%_ % /_.-_----__DHCP Server2
DHCP requests

DHCP client receives IP address
from authorized DHCP Serverl

-

DHCP authorization is the process of registering the DHCP Server service in the W
| Active Directory domain to support DHCP clients
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What Are DHCP Scopes?

\ A scope is a range of IP addresses that are available to be leased l

DHCP Server

- -

Scope Properties

*Network  <Lease * Scope
ID duration name
7 e oUbNEt  «Network IP < Exclusion
mask aduitessts range

What Are Superscopes and

[ Scope A and Scope B L

DHCP Server

T T
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What Is a DHCP Reservation?

“/A reservation is a specific IP address, within a scope, that is
permanently reserved for lease to a specific DHCP client

| Workstation 1 Fileand | .=
'i i — Print Server ||,

: _ 4 =
> F T

( SubnetA
DHCP Server

IP Address1: Leased to Workstation 1
IP Address2: Leased to Workstation 2
IP Address3: Reserved for File and Print Server

'
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What Are DHCP Options?

DHCP options are configuration parameters that a DHCP
server assigns to clients

DHCP Client

‘,, DHCP Client IP Configuration Data
7
L

|

¢ Client’s IP address

¢ Client’s subnet mask

« DHCP options

DHCP Server
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Reserved-Client Optiohs Are
Applied

DHCP Server File and
= Windows 98 Print Server

/</ soe? /

~

Windows XP

7.*,;_/'3 Ea 456-541/1: Sprava pocitacovych

systému (SPS)

How DHCP Class-Level Options
Are Annlied

DHCP Server File and
——— Windows 98 Print Server

y

Windows XP Windows XP

DHCP option applied at the

class level
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What |Is a DHCP Relay Agent?

A DHCP relay agent is a computer or router that listens for DHCP/BOOTP
broadcasts from DHCP clients and then relays those messages

K
DHCP Relay Agent
i esmr—) ‘
// 42 i
/ Broadcast @ Broadcast \
| Subnet A P </ SubnetB |
S Routers .\ [
(Non-RFC 1542 |
Compliant) [ -
o s
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How a DHCP Relay Agent Works

Router
(Non-RFC 1542 Compliant)

y A

,,
|

Client1 broadcasts a DHCPDISCOVER packet

Relay agent forwards the DHCPDISCOVER message to the DHCP server
Server sends a DHCPOFFER message to the DHCP relay agent

m Relay agent broadcasts the DHCPOFFER packet

Client1 broadcasts a DHCPREQUEST packet

@ Relay agent forwards the DHCPREQUEST message to the DHCP server
rver sends a DHCPACK message to the DHCP relay agent

Relay agent broadcasts the DHCPACK packet
ST, (8] Rty agentbroscasts _—

=P

systému (SPS)

Client3 |mac_.




How a DHCP Relay Agent Uses
Hoo Count

The hop count threshold is the number of routers through which the
packet can be transmitted before it is discarded

-
o

= DHCP Relay Agent 2
Hop Count =2 ETTTI y o

. ®e ( [
DHCP Relay Age'r_lt 11 L -

PPT L

Ry

v

I/\"
<
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How a DHCP Relay Agent Uses
Boot Threshold

| The boot threshold is the time the DHCP relay agent will wait for a
DHCP server response before forwarding the request

e

i )
o ® e000 e, * ;
Boot Threshold e ° = DHCP Server 2
=10 seconds o* pi= \

. ...-..--.-"'.“%7 “ -

D
0
0
D

=

/A 3 [
( :
DHCP Server 3 !
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* prvni funkéni web server 1991.
* 1992 — 50 serveru
» 2005 - 59,100,880 sajt

Apache - 40681140 (68.83%)
IS - 12322111 (20.85%)

Sun - 1835718 (3.11%)

Zeus - 618599 (1.05%)

Porty :

— 80 Standard Web Traffic

— 443 SSL Web Traffic

— 81, 8080, ... a spousta dalSich, 0-65535!
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Windows 2000 5.0 Windows 2003 6.0

£ Imternot Infarmation Services

Bhe feton vew e
% nmFhE &

R ntemet Information Servces Desorption [ staee Mot Heasder Nane | B Address [ Port [ Stotus

= B e (el conrpusec) N T — YT Tr—r——
0 weh Sees

=l el s 52
+ & b

IIS mUZe béZet i na XP i na serveru. PouZiti na XP je spiSe
vhodnéjsi pro vyvoj nebo pro malé pracovni skupiny. Je totiz
funkéné omezeno a ma omezeny pocet pfipojeni (10).
Xp nema: multiple site, web site operatory, internet service
manager HTML, process and bandwith throttling, limit pfistupu
podle jména klienta nebo IP.
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[IS History

IIS 2.0 Installed by NT 4.0

IIS 3.0 followed by more common IIS 4.0
* Quickly gained reputation for (in)security
IIS 5.0 Installed by Windows 2000
Microsoft releases Hfnetchk

Closely followed by IIS Lockdown and

* URL Scan
* |IS 6.0 Installed by Microsoft 2003 Server

systému (SPS)

Novinky v 6.0

Zména Popis

Dva médy provozu IIS 5.0 isolation mode

Worker process isolation mode

Bezpecénost IIS 6.0 se na serveru neinstaluje

defaultné

Pokud se nainstaluje je vysoce
zabezpecen a defaultné v
,zaméeném"“ médu.

Metabase Metabase jsou nyni dva textové

soubory v xml formatu.
MetaBase.xml a MBSchema.xml
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XML metabase

XML Metabase

Drivéjsi verze ukladala svoje konfigura¢ni nastaveni do binarni databaze
zvané Metabase. II1S 6.0 nyni pouziva XML format. XML soubory jsou
prosty text takZe je mozné je editovat v ja66kémkoliv text editoru. Navic
ma IS 6 funkci editace za béhu. Pro aplikaci zmén v konfiguraci
nepotrebujete restartovat IS, pokud neménite schema — samostatny
XML soubor ktery Fidi strukturu zaznamu do metabase.

Tato zména podstatné urychlila start a stop 11S. Nyni je vS§echno rychle
pfistupné v XML souborech.

Metabase.xml. — XML dokument s konfiguraci, napf. Detaily web sajt, a
detaily virtudlnich adresari.

MBSchema.xml. XML ktery obsahuje Metabase XML schema. Schema
slouzi jako kontrolni nastroj pro zajisténi spravnych tdaji v metabazi.
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Default Lock-down Status

Pokud nainstalujete defaultné 11S server, nainstaluje se v
,light modu“. Standardné jsou dostupné jen sluzby pro
staticky obsah (napf. Htm soubory). Toto omezeni funkce
se nazyva: Default Locked Down status, a nuti adminy aby
ruéné pridavali ty vlastnosti které potfebuji pro svoje
aplikace.
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Doporuceny postup

IIS — instalace

Sut

— Instalovat IS naNTFS | *

— Nastavit interni firewall
na potfebné porty
(zpravidla: HTTP,
HTTPS, FTP, and
SMTP ), nebo jej

vypnout a spoléhat na | °* CrTETT— A
.

korporatni firewall .

— Pokud instaluji vice IS | «
servert muzu pouzit
unattended setup

— Pozor v XP je pfimo v
add programs -
windows components —
1IS. V serveru je to pod
Application server

5 T akd o devraien & comguomnt, ¢k the chack b A shasdid bow rosars st only vt
e ok el

noHE =]
DO HE
Ll ]
00ME

W Acokcation Server Contols
SEPHET

B
ESHE

sl 115 bwddos Wiek, FTP. SHTE, arsd HNTP sugoent, skorsg vl suppest
a0 5 "aget 451

Tensd itk space seduired: 13HB )
Sipace mesible on chik V406 T HE N—‘I
o |
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Instalace

 Vlastni server:
%SystemRoot%\System32\InetSrv

« Admin aplikace:
%SystemRo0t%\System32\lIsAdmin

* Webové sajty:

* %SystemRoot%\InetPub

- Ugty:
IUSR_jmenopocitace — pro anonymni pfistup
IWAM_jmenopocitace — pro béh aplikaci
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Sluzby I1S

FTP

IS Admin

SMTP

WWW Publishing service

NNTP

Internet printing

BITS — background inteligent transfer
Frontpage 2002 extension
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BITS

« Background Intelligent Transfer Service
* sluzba ktera pro stahovani spotfebovava

nevyuzitou Sifku pasma, takze
nezpomaluje jinou praci uzivatele na
internetu, a umi navazat prerusené
spojeni.

* Vyuziva ji napf. Windows update
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Jak provozovat vice sajt na jednom
serveru?

* Rlzné Cisla porta

* ROzné ip adresy

* Ruzné host headers (HTTP 1.1.)

Napf. hitp://sales.com
http://research.com

7. prednaska 456-541/1: Sprava pocitacovych
systému (SPS)

Virtualni adresare

UTF-8

Unicode Transformation Format-8 (UTF-8)

Drivéjsi verze IIS zapisovaly do logu jenom v angli¢tiné. To byl problém
pro vicejazykové saijty. IIS 6.0 to fesi podporou UCS Transformation
Format (UTF) 8. MuZete nastavit HTTP.sys aby logoval v pfislusné
jazykovém formatu. Podpora UTF-8 je pro URL i pro nazvy soubord.
Active Server Pages (ASP) jsou podporovany rovnéz. V tomto pfipadé se
unicode pfevadi do UTF.

Tato podpora neni pro FTP sajty.
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 Virtualni Fyzicky Virtualné
adresar Je c:\sales http://sales
adresar ktery : :
odkazuje na C:\sales\marketing http://sales/marketing
jiné misto na
J L, C:\sales\orders http://sales/orders
stejném nebo
Jinem \Server2\customers http://sales/customers
pocitaci.
\\Server2\PR http://sales/pr
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Sprava obsahu
W bt e alluist 57 drivers - Microsoll Interel Explores. =101 =]
Ble Eot Yew Fgwmes Toos Heb >
Ok ~ 3 - (¥ | semch i Foders | [ X )| [T
d FTP agiress | 1 bt focshast B2/ drivers Bl s
* Tradiéni metoda L’r‘e‘lugm Jmﬁwﬁmmlw«u . hl:::ma,
«  Potfebuje daldi porty [Tk e v oo
« Neumi file lock St bt dmapioe3 e
soubory je nutné = pEeEe= s
stahnout a pak editovat |—=e= e e
a I 2

WebDav (Web-based Distributed Authoring and Versioning)
Je tfeba zprovoznit na serveru
Na klientovi spustit sluzbu webclient
U &astych polozek Add Network Place
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IIS — web page extensions

ASP.NET executions
* ASP executions

2002

CGl and ISAPI applications
Front Page Server Extensions 2000 and

WebDAYV support for IIS directories
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IS — zaloha metabase

* IS 6.0 pouziva pro

zalohu metabase o
XM L SOou bOf' ‘_Lucatmn ‘ Versmn‘ Date/Time
=] Inkia Barkup - crested o, 1 L1[Z4/2005 9:0134 840 4|
* V konzole server, all Aummaticazm 1[24]2005 4536 P
task — backup/restore "

i
i
g Automatic Backup [24)7005 7:19:13PM
g Automatic Backup [24)7005 10:3549 PH
i
i
I

S5 AN T

. H = Automatc Backup 5
Conflg u ratlon Autumatit Bachup 11[25/2005 7:17:13 AW
E Automatic Backup 2512005 7:29:35 A j
Hestore: | Defte |
Close Help
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Hon Web Serviees
Inutinfo.exe

115 asmin

World Wide Web Publishing Servies (WISVE)

Surchost axs Administration
| + +
Web Worker Worker Webs
Administration Process Process Garden
Service (WAS)
r -1 Single Muhiple Single
Cunfiguration Appbcation Appbcatiors Avplicatum
Manager
158 15481 rSavi
Application Extensins Extensinng Lxtensisng
Poul Manager |
18AFL 18AP1 ISARL
Fikers. Fiters. Filters.
User Hode I T
Kernel Mode * ——
HTTR.s7s
Ustenes |4 PEIPINSE bl sanger

Cache

IIS 5.0 Isolation Mode
IIS 5.0 isolation mode manages
application processes in a
similar fashion to the process
management in IS 5.0: all in-
process applications run inside
Inetinfo.exe, and out-of-
process applications run in
separate DLL hosts. Some
existing applications may not
have been written to run
concurrently, or store state
separately from the application.
Therefore, running processes
in IS 5.0 isolation mode
ensures compatibility for most
existing applications.

1. prounasna “oumUt 11 1. Vprava puuiacovych
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Worker Process Isolation Mode

When configured to execute in worker process isolation
mode, all application code runs in an isolated
environment. This design removes some of the existing
bottlenecks. Worker process isolation mode allows the
administrator to isolate anything from an individual Web
application to multiple sites in their own self-contained
World Wide Web Publishing Service (WWW service)
process. This prevents one application or site from
stopping another. In addition, separating applications or

sites into their own process space simplifies a number of

management tasks, such as restarts (independent of all
other sites or applications running on the system),
changing a component used by the application,
debugging, monitoring counters, throttling resources,
and so forth.
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World Wide Web Publishing Service {(W35VC) and Non-Web Services

Administration

1S

+ Health Detection
Automaticka detekce zjednodusSuje spravu IS
web sajt. IIS déla detekci pro vSechny worker
procesy. Coz pfidava dalsi stupen spolehlivosti
web aplikaci. Proces inetinfo.exe (lIS)
pravidelné kontroluje dostupnost procesu.
Interval kontroly jde nakonfigurovat. Timto déla
IIS "heart beat" mezi svymi worker procesy, coz
je néco podobného jako ping. BEhem kazdé
kontroly 1IS server zkousi komunikovat s worker

procesy, aby se presvedcil jestli ziji.
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ra '\I I ™ _/' '\_
Web | Inetinfo.exe W3scv.dll | DLLHost.exe
ation - ~ | [——
Service (WAS) 115 Admin Worker TSAPI
1 Process Extensions
Configuration 1 —_—
Manager FTP In-Process - 4
Application _t
Application SMTP (T
Pool Manager ‘ ISAPT ‘
\_ J NNTP Filters 15,;\?1
\_ /; Extensions
User Mode
Kernel Mode st
' ™
[ HTTP.sys |
Listener | < blsraE -+ Sender
Cache
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»  Diky app pool bé&zi 2
aplikace samostatné, Pecyeng | Rerfermance | Heoakh | 1ty |
jedna nesestfeli ostatni ? e me s B
procesy. Navic bé&zi — . oo
v - . . Becyde process (number of requests):
oddélené od inetinfo :
I™ Bimcycle worker processes af the Folowing tmes:
*  Recycling — automaticky -
restart
-po Case [ ]
-po urcitém poctu e T
pozadavkl
-V uréitou dobu ™ Wi ity ooy (i ogatytes): E E
-Podle paméti [Vl o O el B
o | | |
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App pool - Performance

ExchangeApplicationsool Properties x|
Rscyeing  Performance: | eakh | enesy |
Tde timeont

™ e n sk
Fequest quous et
F Limk: the ke recuest queus (number of requests): E ]
T e CPU mortorrg

Masskruan CPU e (psconbane: B

Bsfresh CRL age numbers (1 e E C
Web gerden

M (b of peorker roosssss: B L

@ | e : | we |
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App pool —
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Web site - vlastnosti

2|
Web Site — moznosti nastaveni Documerts | Drectory Securky | HTTPHosders || Custom Ervors
webste | puformance | DSetPRes | omsDrsctory
IP adresa | Wb sk reddication
Drgerviim: [T 000
TCP port 1P acickess: [eaunassigrna) =] Advarced...
o 15 part: e = [
Connection timeout
[ Connactions
Logovani — razné formaty SuEmat.. 0 e
¥ Enabis HTTP Eeeg-Alives
[ Enable laggng
Auctiye bog Format
|»m Eaterchad Lig Fim Format o
o T I N |
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Web site —

Home directory

Umisténi stranky

Prava — ¢teni, zapis, spousténi

skriptt, prochazeni adresare

home directory

2%
oocumerts | DrectorySeorty | HiTRHesders | customEmors
websts | Peformance | ISAPIFRa o Earmctony

The coreee. for this resionrcs shoukd come from:
A drectiry locabad on this conrputer
1 & ghars lsestad en srctha conpubic
T A redrectionto a LFL

Logal path: [ Te— frgwen..
i apli I s I
Nastaveni aplikace [ oy saam et A
. i T e
Jméno aplikace 1™ Exectary browsng
, . e . Bpphe st artnge
Opravnéni pro spusténi Mpkesenrag [k
Starting ponk: <Defauk Web She
App. Pool Expeute permessons:  [sorets oy g
Tady se da nastavit pfesmérovani Poicatan b _ [
na jiny web.
o T I N |
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Autentikace

+ ANONYMOUS e .

Lk the fiskimarey Weiiows. irier acccast for anormyrrans acosss:

* BASIC - nekryptuje hesla, pouze Wporrmne:  [WE e | gowse |
koduje N T a—

* INTEGRATED WINDOWS

neposila hesla, je bezpe¢né, nefunguje
pres proxy a fw. Dva typy NTLM a
Kerberos. O tom ktery rozhoduje browser. O el e

iai = aooews i restrickod using NTFS acoess contrel kts.
Funguije jen s IE. [ s

| Autbwrtxdhed soess

r Feor

* DIGEST - neposila heslo pres sit I s o oo s i

ale jen Ihash, fungluje phles fvi/I i proxy, VAD e

uzivatel musi mit logon locally pravo. Defek [ | = |

musi bgt nastaveno store password using

reversible encryption (a to neni bezpeéne). i |
* .NET PASSPORT el |
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FTP

2

o vzdy zvazitjegho o

voagr pesopton: | OPMEmmEm
pouZiti, pozorna e fEews 4

odchyceni hesel == °
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. Corrmtn treca (e [
ftp jen pro peee
-1 [WorEtended ogFieFomar =]
anonymni pfistup L
Curperd Sedkorm.. . I
o | el | 2 | we |
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Podpora skriptovani

* ISRESET /RESTART
* ISRESET /START
+ [ISRESET /STOP

* Reboot,
rebootonrttot,noforce,timeout,status,
enable, disable
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API

+ ISAPI

* Pro vyvoj rozSifeni IIS. Vétsi vykon nez ASP a
CGl, low-level pfitup na MS Win32 API

ISAPI extensions — runtime dll|

ISAPI filters — napf. HTTP compression (nebo
enkrypce dat, custom logging, custom

authentication).
+ ASP
« CGI
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HTTPS

+ Potfebujeme certifikat z certifikacni autority

+ Certifikat bud od vlastni CA tomu neduvéruji
venkovni klienti nebo od standardni CA jako
Verisign nebo Thawte, ten je ale drahy. Lze
vyuzit i certifikat od ICA.

+ CTL — cert trust list. CA kterym véfime

* CRL - cetr. Revocation list — odvolané certifikaty

7. pfednaska 456-541/1: Sprava pocitacovych
systému (SPS)
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Monitoring a optimalizace

- Connection limits

- HTTP comprese

- Bandwith throttling

- NLB clustering

- Web Application stress tool

- Monitoring standardnimi prostredky
Windows — vytvofit si ,baseline”

- Convlog — konverze logu
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SMTP

* |IS jde nastavit jako SMTP server
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BezpecCnost

Patche a service packy
* Bezpec€nostni audit

* PenetracCni test
Firewally

* IDS
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Utoky

+ Socialni inz. — tady helpdesk feknéte mi heslo

+ Vyuziti standard bezpecnostnich konfiguraci —
default hesla atd.

+ |P spoofing — pfedstirani jiné ip adresy

« Utoky na nevyuzivané sluzby — co nepotfebuii
zastavim

+ Vyuziti zadnich vratek — backdoor — cesty které
jsou ur€eny pro pfistup kdyz jsou poSkozeny
puvodni admin ucty

+ Session takover — prete¢enim bufferu

7. pfednaska 456-541/1: Sprava pocitacovych
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DOS utoky

* Diskovy prostor

« Sitka pasma

Buffery — utoky na specifické porty
CPU cykly
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Port scannig

« Utoénik si analyzou portt udéla piehled
které sluzby bézi a ktery os bézi

Nastavte firewall

Nastavte aby vam pfiSlo upozornéni na PS
Zastavte zbytecné sluzby
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Vysoka dostupnost

* Windows clustering
» Network load balancing
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Securing lIS

Run 1IS Lockdown Tool

Run URL Scan

+ Remove test, development and example
files from the public webserver

Set NTFS ACLs on Webserver directories

7. pfednaska 456-541/1: Sprava pocitacovych
systému (SPS)
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IIS Lockdown Tool (2.1)

» Automatic ‘Lock Down’

» + Locks down IIS 4.0, 1S 5.0, default on 6.0

» + Express ‘lock down’ for simple web sites

+ « Custom ‘lock down’ for more complex

* servers

+ « Undo facility to reverse last ‘lock down’

* «URL:

* http://www.microsoft.com/technet/security/tools/|
» ocktool.mspx
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IS Lockdown Tool (2.1)...

Disable: Remove:
» Active Server Pages  « Sample Web Files
* Index Server Interface <« Script Virtual

« Server Side Includes Directory

¢ Internet Data « MSADC Directory
Connector + WebDAV

* Internet Printing Set Permissions on:

* HTR Scripting * Exe files

* Content Directories
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URL Scan (2.5)

* ISAPI filter scans incoming HTTP requests
+ Filtered based on rule set

* New rules easily added

+ Default urlscan.ini suitable for static pages
» Restart service when changes made

* 404 and logged request for matched rules

+ URL:
http://www.microsoft.com/technet/security/tools/
urlscan.mspx
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URL Scan (2.5)...

Filter on:

* The request method (verb)
 File Extension

URL Encoding

Non ASCII characters
Malicious character sequence
» Headers in HTTP GET

7. pfednaska 456-541/1: Sprava pocitacovych
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Port Reporter Tool

» Microsoft released the Port Reporter Tool in late

2004.
* Runs on; Windows 2000, XP and 2003 Server.
* Logs TCP and UDP activity:
— The ports that are used
— The processes that use the port
— Whether a process is a service
— The modules that a process loaded
— The user accounts that run a process
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PortQry Tool (2.0)

TCP/UDP Port query tool

Released Summer 2004

Useful for troubleshooting connectivity
issues.

Has the same functionality as fport
Portqry —v —local

URL:
http://support.microsoft.com/default.aspx?
kbid=832919
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A to je vSe pratelé

otazky??7?
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[IS - podrobnosti

Server-gated Cryptography

Text-based HTTP network transmissions between a server and client can easily
be compromised; therefore, whenever you need to communicate privately you
must encrypt all HTTP calls and responses. Secure Socket Layer (SSL) and
Transport Layer Security (TLS) are the most common encryption mechanism
used on Web sites. SSL/TLS enables secure communication by encrypting the
communication channel with a cipher algorithm. TLS is a later (and more
secure) version of the SSL protocol.

A further extension of SSL/TLS is Server-gated Cryptography (SGC) which has
been available in a 40-bit version since version IS 4. |IS 6.0 adds a strong 128
bit encryption mechanism to SGC. Adding SGC encryption to your applications
does not require any special application code on the client machines; however, it
requires a valid certificate at the client Web browser, which can encode and
decode the data. You need a special SGC certificate to enable the SGC support
built into 1IS 6.0, which you can obtain by contacting a certificate authority. You
add the certificate to IIS just like you'd add any other certificate. IIS 6.0 supports
both 40 bit and 128 bit encryption sessions, so your old 40 bit SGC certificates
are still valid in IS 6.0. So far, financial sector applications (such as banking and
other financial institutions) are the most common users of SGC
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[IS - podrobnosti

. Selectab\e Cryptographic Service Provider (CSP)

L/TLS offer'a secure environment in which to exchan%e data, but they're both CPU intensive and have a
negatlve performance impact. IS 6.0 comes with a new feature called Selectable Cryptographic Service
Provider (CSP) that lets an administrator or developer select from an optimized list of cryptography providers. A
cryplographlc provider provides you with an interface to encrypt communication between the server and the
client. CSP is not specific to IIS and can be used to handle cr and certificate mar

Microsoft implements two default security providers. Those are the Microsoft DH SChannel Cryptographic
Frovwder and Microsoft RSA SChannel Crwlographlc provider. The Microsoft implementations ‘are optimized for
IS 6.0 to provide faster communications. Windows stores the private keys for these implementations in the
registry.

The Microsoft Certographlc API (Crypto API) for every provider contains an identical interface for all providers,
s0 you can switch between providers to without modifying the code. Each provider creates a public and a
private key to enable data communication. The private key is stored on hardware devices (such as PCI cards,
Smart Cards etc.) or in the Registry. The other CSP keys can also be stored in the registry. It makes more
sense to store private key as registry settings for computer access to the server. The private key is usually
stored on Smart Cards and other portable devices for mobile distribution environments. g’hls is"similar to Plug
and Play support for devices on Windows 2000 and Wlndows 2003 environments.) The CSP can be configured
using the "Welcome to the Web Server Certificate Wizard." To reach the wizard, select the Directory Security
tab from the site's Properties dialog, and then click the Server Certificate button.
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[IS - podrobnosti

Other New Features

Earlier versions of IIS (2.0 through 5.0) used a scripting host environment called Active Server
Pages (ASP). IIS 6.0 uses ASP.NET language hosting instead. There are some significant
advantages to the ASP.NET architecture compared to the older ASP architecture. Some of those
advantages include:

ASP.NET is based on the Microsoft.NET framework. You could write ASP code in VBScript,
JScript, or any other scripting language that ran in the Microsoft Scripting Runtime host
environment. You can code ASP.NET in any language compatible with the common language
runtime (CLR). Currently, Microsoft's CLR-compatible languages include Visual C#, VB.NET,
Jscript.NET, and J#, but languages from many other vendors are either available or under
development.

You can have code in more than one language in the same ASP.NET page. In other words, you
can call a VB.NET function from a C# ASP.NET page.

ASP code is interpreted. The runtime engine compiles the code line by line at runtime, while
ASP.NET code is completely compiled in advance—not line by line. ASP.NET compiled code runs
significantly faster than ASP interpreted code.

ASP.NET gives you three levels of caching. You can cache complete pages, selected parts of the
pages (called fragment caching), or by using the Caching API. Developers can use the Caching
API to exert fine-grained control over caching behavior, and thus increase performance.
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N New Request-| rocessm%‘Arch\lecture
In Windows 2003 server, the HTTP stack is implemented as a kernel mode device driver called HTTP.sys. All
incoming HTTP traffic goes through this kernel process, which is independent of the application process. IIS 6.0
itself is an application process and is external to HTTP.s! gs Application processes run in user mode and the
operating system functions are run in kernel mode. HTTP.sys is responsible for:

Connection ging the connections from the ASP.NET pages to data bases
Caching—reading from a static cache as opposed to recompiling the ASP.NET page

Bandwidth throttling—limiting the size of the Web requests to a Web site

Text based logging—writing IS information into a text log file

In IS 5.0, the HTTP request was handled by the IIS inetinfo.exe application. In IIS 6.0, HTTP.sys relieves IIS of
request-| handllng responsibility. In doing so, it enhances 1S performance in the chowmg ways.

. HTTP.sys enables caching (referred to as flexible caching) at kemel level so that static data can be cached for
faster response time (independent of the user mode ca hmgf) to be careful with flexible caching. Since
HTTP.sys is separate from IIS we may still cache old data after a IIS restart

. HTTP.sys introduces a mapping concept called "application pool." Appllcanon pooling allows Web sites to run
to%ether in one or more processes, as long as they share the same pool designation. Web sites assigned to
different application pools never run in the same process. A central Web site (such as a credit card verification
Web site) can be accessed by all the other miscellaneous sites (such as shopping cart E- Commerce sites) by
uhsing app\i(watiobn ptoolingv By using the correct application pool information HTTP.sys can route the HTTP traffic to
the correct Web site.

. The HTTP.sys application pool concept increases the number of Web sites you can host host on a single machine.

It also increases performance and provides more control over access to valuable IIS resources.
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