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Pozice Exchange serveru na trhu
Vlastnosti Exchange 2003
Instalace a sprava Exchange 2003
Diskuze

Exchange na trhu podle MS
« Cislo 1 v instalované bazi se 115 miliény
uzivatelt
« Cislo 1 na trhu s 60% podilem
» Strategicky produkt pro Microsoft
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Konkurenti

IBM Domino/Notes — hlavni rival
Oracle — Collaboration suite
Novell GroupWise - historie
OpenSource ?

Kuriozita: Ray Ozzie—tvurce Lotus Notes
je nyni chief technical officer Microsoftu.

http://www.microsoft.com/presspass/exec/ozzie/default.mspx
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Microsoft ITG — Exchange 2003

Konsolidace Exchange Serverti do 7 oblasti

Situace dnes — konsolidované servery, clusterovany SAN
Enabler - Office System 2003 a Exchange Server 2003

Kdo dalSi nasazuje Exchange 20037

Siemens

Manufacturing
- Wrag %Co f
ﬁ es "

GroupWise §
Mobility =

Dal$i zakaznici s excha
HP -250 000 G¢td po ki

300 serverl pouze 40 se Australia

80,000 mailboxes

DHL Lotus Notes
U néas napr.: Ceska pojistovna, Indo$ a Communication & Collaboration
dalsi

+ 38 mallboxovych + 90,000 e-mailovych
serveru aéta
[ )
@
[ ®
-7
[} celosvétovych
«+ 75000 oblasti
uzivatela
+ dostupnost . ®
99.99 %
+ 6M+ e-mailovych zprav
denné
o — n 7 S R
“Siemens manages 340K desktops with \

Windows Server System, saves millions”

“A few years ago, Siemens supported its business with 3
1000 domains in a highly decentralized structure. They
wanted a single, centralized Active Directory to streamline
user management, email, and collaboration. Thanks to
Windows Server System, Siemens has deployed a single-
forest architecture and directory that simplifies and
facilitates management, saves tens of millions of dollars
annually, and helps Siemens to add business value that it
couldn’t otherwise consider. Key products are Windows
Server 2003, Exchange Server 2003, Office Live
Communications Server, and Office 2003 Professional.”

Vlastnosti Exchange
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Exchange Server 2003 q VSudypfritomna produktivita q

i Information Workers

Vylep&ena bezpe&nost V§udypﬁtom na Novy uzivatelsky vzhled a nastroje pro spravu dat
Novinky Zlep$ena sprava produktivita
LepSi ADC utility _ Novy Outlook Web Access
__ « Stejny interface a mnoho stejnych vlastnosti jako
Mission Critical Outlook 2003

Dependab“ity + Vice zabezpeceny pristup (S/MIME, blokovani HTML,
automatické odhlaseni)

+ Podpora mobilnich a vzdalenych scénaiu
+ Anti-Spam, Information Rights M

+ Pristup pires OWA z libovolné stanice

Bezpecny mobilni pfistup

L . Podpora mobilnich zafizeni Windows Mobile
Snizovani naklada
+ Synchronizace zafizeni s Exchange Server 2003

Podpora mobilniho prochazeni

Integrace s Active Directory ' Vylepseny Outlook 2003

% INUBONI00S
* RPC over HTTP(S) (bez potfeby VPN)
* Vylepsena synchronizace
— Synchronizace Smart Change
- {Pclz(gﬁmentélni check-point zmén pri synchronizaci
— Preskakovani Spatnych polozek
— Reportovani stavu pred synchronizaci

» Cache Mode (30 — 40% less traffic)
» Komprese MAPI (snizeni 0 50 — 70%)
» Buffer Packing
#‘i‘t}tomatické feseni konflikt(
étSeni limitd PST a OST soubort (20 GB)
» VylepsSené skupiny pro odeslani/pfrijeti
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Outlook 2003:
produktivni uzivatelské rozhrani

T couriey ol Eqrit contestid of wo namow sirges of rabie Land bring whet Bark
ofthe v Ry, B3 At 10 e rethem eta Juid baryond She timiands lay
raaemscut dusarta. Tha Nike war the Meblscd of Egred. B3 cythe of Roosng —
e, duath, sl svbth 10 rarw vt - became {h cyche of
o of Ejrptinn bgron s srcderitarciog of an sherife. The propis of Equpt wess
o4 or e e Yo s s K. N irnd @ b of CormeTasne st
o st o he bergdor
masea 1o liamper) Shew srrews, ths mastanag &

stron, unied nation

By 100 B, Eqypt hd 3 contrabired govermmans
g, calied sharinsha, bogd &

¥ o ot

phanchs 1ack

rodd by 4 s of harndary
sust ol mwvien, wd sebibty, ind

They were

7w ownEz
L1516 17 1008
212ZFIMIST6 T
25203031

5] calendar

2 vians Bpordahl

A e oy Clendar
W Dty & Shaned Cabenir

Outlook 2003:

jesté lepsi kalendar

| 55 oo ey 1
B 1 [Bersans OFfcR)

L0 Updated: Outiock P
2 Hesting (2373001}

273 Tteers.

Outlook 2003:
jesté lepsi kalendar

P oe a0z
a5 160 m 1e
212223242576 2T
8293031

R ars oy Cends —
1
2% & ek

CIC Updated: Dutiack A
B Flesting [13/3001)

Bee e e Dem e b
- B0 et Bt 4 Lrrned it v B

11.12.2006



11.12.2006

BezpecCny mobilni pristup
» Umoznéni pfipojeni vasich mobilnich

Outlook 2003 — filtrace spamu

e pracovnikl kdykoliv a odkudkoliv
Py e B B * Bezpeclné bezdratové pfipojeni
e (553 I — Pocket PC a Windows Powered Smartphone
R e - Synchronizace zafizeni s Exchange
by Ak Eoals . bt s el — Lokalné (pfes desktop) ¢i vzdalené (pfimo se serverem
i B pres GSM/GPRS, Wi-Fi...)
[ Thsts s e e e » Always up-to-date synchronizace s Exchange
I maety ik it » Konfigurovatelnost zafizeni !
_ e  Dostupné od operatorti (Eurotel, T-Mobile) i HW [l
L vyrobct (HP, Dell, Toshiba, Motorola...)
= — = — Bezpecné mobilni prochazeni informacemi
SreTT d — * HTML, cHTML a WML (WAP 2.0)
LR I R I (ST =pr—r—y --Ay:l.c_'.l;.:m

Instant MeNfTSMag'?%N Background Information on IMF

*Volna sluzba pro konzumenty

*MSN Messenger klient je stazitelny z webu . i
+Webové orientovana sluzba pouziva MSN » Hundreds of thousands of Hotmail subscribers have volunteered to
Passport pro ovéfeni a kontrolu identity classify millions of e-mail messages as legitimate or as spam,
-mozne %0;1_\2/“ take pro Pocket PC, Smart Phone a generating more than 500,000 characteristics of spam that the
geos0 SmartScreen filtering technology can track.
Office Live Communication Server » With the Exchange Intelligent Message filter, Exchange 2003
%TL?EﬁQ?ZZiiS:;SﬁZﬁJM sluzby customers can rate each incoming e-mail message for spam
« Zalozeno na standardu SIP protokolu probability according to these characteristics and can use that rating
+ Serverova sluzba, ktera pouziva Active Directory pro to help filter spam before it reaches the user’s inbox.
oveéfeni a kontrolu identity
* Rozsifené Sifrovani, ovéreni a moznosti archivace .
Microsoft Office Live Meeting Ex:hnga E[xinangf
+Webova konferencéni sluzba Gateway ;e:::fs
*Moznost vzdalené interaktivni komunikace e Servers
» Umozriuje sdileni desktopu, aplikaci nebo pouzivani i W : o
spoleénych tabuli '\_]"te"'ft,;_.‘ 5 g
«Vytvareni vétSiho poctu meetingli a optimalizace jejich i Firewall M:JS;:{QE
zdroju
*Snadné nasazeni sluzby pres pobocky v ramci celé
spolec¢nosti




Intelligent Message Filter works with these Exchange and Outlook features
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Exchange 2003
Gateway Server

Connection
filtering
= Allow/deny
1P lists
- Real time block
list providers

Recipient filtering

Sender filtering

Intelligent
Message Filter
{Gateway
Threshold)

o
Exchange 2003
back-end mailbox server

0

Store Threshold

User Mailbox

Spam
Yes No
v

Safe  Blocked
Sender Sender

Yes No Yes No

Inbox Junk Inbox

Anti-spamové technologie

* Qutlook 2003

— Seznam bezpecnych a blokovanych
odesilatel, technologie SmartScreen

+ Exchange 2003
— Filtrovani pfipojeni (IP based)
— Filtrovani pfijemct
— Filtrovani odesilatelt
— Podpora ISV - Per Message Spam Rating
(SCL) tagging
— Microsoft Exchange Intelligent Message Filter

* Na serverové strané
» Spravovan z centralni konzoly ESM

SMTP
Messag

S

Exchange Server 2003

Messagel
+SCL

SCL = Spam Confidence Level

Outlook 2003

Exchange 2003 OWA

Pouziti Exchange spolu s ISA Serverem

+ Klientské scénare pristupu k Exchange:
- OWA
— OMA, ActiveSync
— RPC/HTTP

* ISA Server 2004 poskytuje dalSi zabezpeceni pro

nasledujici scénare: Outiook

— Application layer inspection ("Pc' REC/HITE)
— Authentication solutions e S B

— Firewall protection Services S
Logging and Monitoring ::Ptg;-’rmp)
RPC filtering (pro Exchange 2000)

Internet, jﬁ Other orgs
(SMTP)
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Moznosti vzdaleného pristupu na
postu

klient
pristupujici pfes web browser Exchange

Varianta ¢isté MS

Produkty tfetich stran

Priklady

IMF (Microsoft), Symantec (Brightmail)

Trend Micro, McAfee, Symantec, CA,
Sophus, Sybari, GFl, Panda, others

McAfee, GFI, Panda
ISS, GFI

http://www.microsoft.com/isaserver/partners
http://www.microsoft.com/exchange/partners

Ochrana posty pfed viry a utoky

SE’“;:':,'I'rg;" Antivirova a antispam
kontrola %

Odesilatelé posty

interni

Q SMTP,

s outlookem
a antivirem DMZ

VylepSena Skalovatelnost, spolehlivost a
vykon*

* Volume Shadow Copy Service (VSS) pro
okamzity Snapshot/backup

4 & 8 uzlovy clustering

* VylepSena sprava paméti

* VylepSeni spoluprace s Active Directory
— Ovéreni schématu pfi setupu vé. rollbacku
— Snizeni provozu pfi replikacich

» Replikace polozek s vice hodnotami, replikace
Clenstvi ve skupinach, etc...

» > 5000 uzivatelt ve skupiné
 Zrychleny cluster failover
» ZlepSené replikace vefejnych sloZzek

*S Windows 2003 Serverem

11.12.2006



VSS Basics
[ o ) e

i Writer
Exchange
—=
Writer 1 Copy SEWIWA
\(other app/store)]

<~

Provider Provider Provider
(Windows (EMC/Clariion (HP)
copy-on-write) hardware)

o
-

£

!'

e

VSS a Exchange 2003

» Dva typy obnovy:
— Obnova Point in time
(obnovuje se k )
— Obnova Roll forward
(obnovuje se k )
» VSS muze obnovovat:
— Na to samé misto
— Na alternativni server Ci les

Zalohovani a obnova

* Volume Shadow Copy (VSS) — Snapshot
— Podpora software tretich stran
— Obnova ,Point in time“ nebo ,Roll forward*

—VSS mize obnovovat na stejné misto nebo
alternativni server

Sectors on-disk at time of snapshot (t) 00060060 GOOD

Sectors between time t; & t, o 006 (0]

Copy replaced sectors to a side store: 00 © 000 O

Recover old view (t) by laying snapshot 00060060 GOOD
‘side store’ over current data

Microsoft strategie zalohovani

» Dvoustavova strategie zalohovani
— Primarni zaloha na disk
— Na pasku pro archivaci a disaster recovery

Eackup Data
e ——

Cosal

Poal of Backup Disks

11.12.2006



Recovery Storage Group

» DalSi SG specialné pro obnovu
databazi

« Umoznuje okamzitou ,Dial tone”
sluzbu v pfipadé cekani na obnovu
databaze

» Umoznuje snadny pfistup k jedné
polozce nebo mailboxu

» Vyuziva stavajici zdroje pro obnovu
databazi na stejném serveru

Mozné pristupy k exchange

Mobilni sit

Windows Rights Management Services (1)

1. Author receives a client licensor
Database Server Active Directory certificate the “first time” they
‘ rights-protect information.

2. Author defines a set of usage
rights and rules for their file;
Application creates a “publishing

RMS Server license” and encrypts the file.

3. Author distributes file.

o 4. Recipient clicks file to open, the
application calls to the RMS server
which validates the user and

P j issues a “use license.”
j , B, 5. Application renders file and

Information Author The Recipient enforces rights.

Share Information in a confidential way

ord 2003, PowerPoint 2003
Excel 2003, Windows RMS
eKeep Executive e-mail off the Internet
Do-Not-Forward Outlook 2003 eReduce internal forwarding of
Email Windows RMS
IE w/RMA, RMS SDK
Windows RMS

11.12.2006




Instalace

* Modifikace schematu:
« Setup /forestprep
* Setup /domainprep

* Admin nastroje se uz nedaji

jednoduse spoustét z XP
klienta

* Neinstalovat klienta exch a

outlook na jeden po¢.

Pred upgradem z w2000 na
w2003 nainstalovat exchange
Vytvorit si ucet pro Exchange
full administratora

* Musi byt funkéni AD a DNS

minimum

doporuceno

Pentium 233 |Pentium 1,6

Vice

procesor(
256 MB 3az4GB
RAM RAM

W2000 SP3 |W 2003 ent.

W2003
server

edition

Administratorské nastroje

Exchange System Manger

Active Directory Users and Computers
Cluster Administrator

ADSI EDit

LDP utilita

Active Directory Schema snap-in

IIS snap-in

DNS snap-in

Administratorska opravnéni

opravnéni

Co muzete délat

Kdo by mél mit tuto roli

Exchange full
administrator

PIné administrovat Exch
vcetné prav.

Administrator, ktery musi
nastavovat a fidit pfistup
na email systém.

Exchange
administrator

PIné spravovat
exchange, ale nemuze
ménit opravnéni.

Lidé zodpovédni za
bézny provoz.

Exchange view only
administrator

Pouze prohlizet
exchange konfiguraci.

Admin, ktery si mGze
prohlizet nastaveni ale
nesmiho ménit. Vhodné
pro audit.

System policies

Systémové politiky se pouzivaji pokud je
tfeba konfigurovat sloZitejSi prostredi.
Pokud je jenom jeden server nejsou
dulezité.

11.12.2006
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Store a Storage groups

Storage groupa zahrnuje story — tj. Db ve kterych se
ukladaji emaily atd.

Entr. Server mGze mit 5 storage group

Z toho jedna slouzi pro obnovu

Lepsi je tvofit vice malych stord pro rychlejSi obnovu,
backup

Pro VIP uzivatele udélejte samostatny store

Data s rlznymi poZzadavky na obnovu davejte do
riznych stora.

Kazda storage skupina by méla mit vlastni vyhrazeny
disk pro logy.

Uzivatelé ze stejnych oddéleni by méli byt v stejnych
skupinach

Zabezpedeni

+ Digitalni podpisy

Sifrovani

Exchange a porty pro firewall

port

sluzba

25

SMTP

80

HTTP

88

Kerberos autent. protocol

102

MTA X.400 konektor pres TCP/IP

110

POP3

119

NNTP

135

client/server komunikace, RPC, exchange
administrace

143

IMAP

389

LDAP

443

HTTP (SSL)

563

NNTP (SSL)

636

LDAP (SSL)

993

IMAP4 (SSL)

995

POP3 (SSL)

3268 a 3269

Global catalog lookups

RFC

HTTP 1945, 2068
SMTP 2821, 2822

NNTP 977
POP3 1939,1743
IMAP4 2060

www.rfc-editor.org/rfc.html

11.12.2006
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Administrative groups
VS
Routing groups

» Admin groups — skupina exch. objektu
které jsou sdruzeny za ucelem spravy a
delegace opravnéni

* Mlze obsahovat: servery,routing groups,
policies, public folders (vefejné slozky)

» Routing groups — servery podle lokalit

Typy objektu

Uzivatel

» Mail enabled

» Mailbox enabled
Kontakt

* Mail enabled
Skupina

» Mail enabled

Hromadné upravy v AD

» CSVDE.exe
» LDIFDE.exe

jmenosouboru.csv
Jmenosouboru.ldf

AD

RlUzné

Skryté mailboxy

» Mailboxy na které muzete posilat zpravy
ale které nejsou vidét v adresafi

Remapovani uctu

Send on behalf

» Posilani zprav v zastoupeni, napf.
sekretarka za feditele

11.12.2006
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Storage limits — omezeni dat

* Issue warning at
* Prohibit send
* Prohibit send and receive

Nastavuje se bud individualné nebo pres
mailbox store policy.

Presun mailboxu

* Ruc€né pomoci exchange task wizardu

» Pomoci utility Exmerge.exe — vhodné kdyz
je tfeba pfesunovat mezi riznymi
organizacemi

Query-based distribution group

+ Distribu¢ni skupiny, které samy vytvareji
svlj obsah (Clenstvi) na zakladé dotazu
+ Jsou dynamické, ulehcuji administraci

» Servery Exchange musi mit nativni mod
2003

» Jsou naro¢né na vykon serveru

Omezeni posilani posty na distr.
skupiny
» Skupina se muze skryt z adresare

* Na skupinu se nastavi omezeni — tj. urCi
se kdo na ni mlze posilat zpravy (které
ucty).

11.12.2006
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Verejné slozky — Public folders

» Slouzi k umisténi spole¢nych dat

* Mohou obsahovat data, kalendare, ukoly, popf.
vlastni aplikace

» Lze na né poStu rovnou zasilat z venku i zevnitf

» Jsou pfistupné i pres web

* Pozor na prava na vytvareni ,top level sloZzek

+ Nastavuji se na né opravnéni — editor, owner,
reviewer, author

» Vefejné slozky Ize replikovat mezi servery
» Lze je full text indexovat

Pripojeni na exchange pres
internetoveé protokoly pro klientsky
pristup

 Jaké protokoly muzeme pouzit:
POP3,IMAP4,HTTP,NNTP,LDAP

» Front end, back end servery

» Zabezpeceni komunikace mezi FE a BE -
IPSec

OWA — Outlook web access

 Pfistup k posté pfes webové rozhrani

» Dvé verze

* Premium — poskytuje vSechny OWA
moznosti, potfebuje MS IE 5.0 a vySe

» Basic — poskytuje podmnozinu funkci,
funguje v libovolném browseru

» Doporuceno pouZzivat v kombinaci se SSL

Novy Outlook Web Access (OWA)

* Anywhere Access — vylepSena prace s Outlook Web
Accessem (= pFistup pres Cisty webovy prohlizec)
— Novy uzivatelsky vzhled jako Outlook 2003
— Rychlejsi (az o0 80% rychlejsi oproti pfedchozi verzi): komprese
gZip, vyuziti mezicasu (idle) na stahovani prvkd, inteligentni
synchronizace

— Bezpecny: Public/Private options, S/IMIME, ¢asované odhlaseni,

blokovani pfiloh, blokovani externich HTML
*  Tuny novych vlastnosti — v§e co mate radi v Outlooku
— Slovniky, Ukoly, serverova pravidla, oznaceni pfiznaku precteni
Tridéni a ‘type down’, zobrazeni az 100 zprav najednou
Vicebarevné oznacovani pfiznaku, pohledy na vyhledavani
Podokno pro ¢teni na pravé strané a 2 fadky v nahledu
Automatické formatovani HTML ramcu

L

R S ESF bt

ChorH s e b i
% LI G0 F IS0 G
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OWA 2003 Premium Client

3 Microsoft Dutleak Weh Access - Micresaft Internet Explorer
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Pripojeni Outlooku k Exchange

+ Cached — kopie uzivatelova mailboxu je lokalné
ulozena a exchange server ji Casto aktualizuje.
Uzivatel ma pfistup k online zdrojam.

+ Online — data jsou ulozena na serveru. Uzivatel
ma trvaly pfistup k siti.

+ Offline — uzivatel nema trvaly pfistup k siti. Pro
pripojeni k exchange pouziva dial up nebo VPN.
Typicky mod pro mobilni uZivatele.

Routing

* Routing groups
* Routing group connector

— Routing group connector — default konektor v ramci
stejné organizace. Pouziva taky SMTP protokol.

— SMTP connector — spojeni mezi dvémi routing group
nebo mezi rout. group a SMTP serverem

— X.400 connector
* Bridgehead server

— Slouzi jako server pres ktery ostatni z groupy
komunikuji s okolim

Sender

Exchange
Server

i

Routing Group 1 ¥
! 3

Link State
Link 1 4
Link2 4 P

Link 3 4 i 'RoutingGroup2 i
L= 1S e

Routing

L}
Bridgehead 1k
Segrfﬂi - i\' =
i ' Routing Group 3 i '
Bridgehead a
Server3
1 2
Bridgehead
i Server2
e - — Recipient

11.12.2006
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SMTP

+ Jak SMTP a ESMTP funguje

+ HELO, MAIL FROM:, RCPT TO:, DATA, RSET,
VRFY <string>, HELP, QUIT, TURN

* DNS
- MX zaznam
MX 10 smtp1.nwtraders.msft
MX 20 smtp2.nwtraders.msft

Péde o data

Exchange ma dva typy logovani

— Cirkularni nebo standardni

Data store — je mozny mount a unmout
Pfed tim nez smazu data store je tfeba
pFesunout uzivatele na jiny

Zalohovani

— Lze vyuzit ntbackup nebo sw tfeti strany -
Veritas, CA Brightstore, Legato Networker,
HP Omnibackup, IBM Tivoli atd.

Disaster recovery

* Plan zaloh

* Plan pro obnovu

» Vytvoreni fault tolerantniho prostredi
* Pozor na SPOF

* Nezapomenout i na zalohu AD

» Data jdou obnovit do urcité doby i z klienta

Denni udrzba

Kontrola event logu
Kontrola vykonu
Kontrola exchange front
Kontrola backupt

11.12.2006
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Tuning vykonu

» Kdyz ma exchange server 1 GB paméti a
vice pfidejte do boot.ini prepina¢ /3GB

» Tento pfepina€ nedavejte pokud to bézi
na W2000 serveru

+ Pokud bézi E2003 na W2003 pfidejte jesté
/USERVA=3030

» Nastavte registry podle MS Knowledge
Base clanku s ID 815372.
http://support.microsoft.com/?id=815372

Defragmentace

» Online probiha automaticky za provozu
» Offline — eseutil /d

» QOvéreni integrity dat - Isinteg
» Varovani: pozor na to — je to nebezpecné pokud

nevite pfesné co chcete. Hlavné si pred tim
udélejte zalohu!!!

Diskuze

11.12.2006
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