Doména, Active Directory (AD)

http://www.cs.vsb.cz/navrat
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Agenda

* Domain, terms

« DCPROMO

« OU

* PC and User accounts
* Groups

* Functional levels

+ FSMOs

* Administrative tools
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Deciding on a Workgroup or Domain
Installation

Workgroup

Active
Directory
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Features of a Domain

Single Logon Single User Account
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Benefits of a Domain

Easy Location of
Information

Organized
Objects;

[IET

Computerl

Printerl
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What Is a Directory Service?

* |[dentifies resources
* Provides a consistent way

o Active Directory Benefits
—Name l « DNS integration ‘
—Describe ] « Scalability ‘
—Locate « Centralized
—Access management
—Manage « Delegated
—Secure administration
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Active Directory Terms

Forest

au.
nwtrader.msft

Sales.Contoso.msft brisbane.au.

nwirader.msft
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Organizational Unit Hierarchical Models

" Function-Based Hierarchy Examples of Hybrid-Based

S - Sales : 5

C-Consultants ¢ eFunction

M - Marketing Organization
oo e ~ " eLocation
: Organization-Based Hierarchy : Function

M — Manufacturing
E - Engineering ~ :

R - Research E M CocATONI— i

N — Norway
F - France
| - Indonesia
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User Account Placement in a Hierarchy

Geopolitical Design Business Design

North America

South America

[j Users
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Names Associated with Organizational
Units

Name Example
LDAP relative
distinguished | OU=MyOrganizationalUnit
name
I&gﬁ‘: e OU=MyOrganizationalUnit,
9 DC=microsoft, DC=com
name
Canoilig Microsoft.com/MyOrganizationalUnit
name
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DCPROMO

DCPROMO is used to promote a stand-
alone/member server to a domain controller and
vice-versa

e see more;
http://support.microsoft.com/kb/238369
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FSMOs

Schema Master: The schema master domain controller controls all updates and modifications to
the schema*. To update the schema of a forest, you must have access to the schema master. Z
There can be only one schema master in the whole forest.

+ Domain naming master: The domain naming master domain controller controls the addition or
removal of domains in the forest. There can be only one domain naming master in the whole
forest.

« Infrastructure Master: The infrastructure is responsible for updating references from objects in its
domain to objects in other domains. At any one time, there can be only one domain controller
acting as the infrastructure master in each domain.

+ Relative ID (RID) Master: The RID* master is responsible for processing RID pool requests from |z,
all domain controllers in a particular domain. At any one time, there can be only one domain
controller acting as the RID master in the domain.

+ PDC Emulator: The PDC emulator is a domain controller that advertises itself as the primary
domain controller (PDC) to workstations, member servers, and domain controllers that are running
earlier versions of Windows. For example if the domain contains computers that are not running
Microsoft Windows XP Professional or Microsoft Windows 2000 client software, or if it contains
Microsoft Windows NT backup domain controllers, the PDC emulator master acts as a Windows
NT PDC. Itis also the Domain Master Browser, and it handles password discrepancies. At an
one time, there can be only one domain controller acting as the PDC emulator master in eacf\{
domain in the forest.
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Snimek 12

ZJ1 Schema defines which objects can be created in domain (computer object, user object...) and also defines from which atributes objects can be
created.
Zak Jan; 12.10.2006

232 In Windows 2000/2003, the relative identifier (RID) is the part of a security ID (SID) that uniguely identifies an account or group within a
domain.
SID

S-1-5-12-7723811915-3361004348-033306820-51&
Zak Jan; 12.10.2006



Accounts and groups
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Names Associated with Domain User

Accounts
Name Example
User logon name Tadams
Pre-Windows 2000
contoso\Tadams
logon name

User principal logon
name

Tadams@contoso.msft

LDAP distinguished
name

CN=terry adams,ou=sales,dc=contoso,dc=msft

LDAP relative
distinguished name

CN=terry adams
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Properties Associated with User Accounts

The Properties dialog box for a user account contains:

Remepneortsd | TenalGences Proie | COMs
Generdl | dcvens | Account | Proe | Telephones | Drganizaton |
g irmg Wialsei
st = ik

L rarme: [oretemr E—
Digpday ruater ]
Diesergden IT Ackmariettatin

Do Cuatr ot
Tebephans rurber  |S55-0100 oree. |
Fapsd o @camtima mit

et page: f Lo |

o] _eme | oo |
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Renaming a User Account

The Rename User dialog box

ELE o

=l0lx)
alllx]

] — |

B ta vt st

Sk
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What Are Locked-Out User Accounts?

» Account lockout thresholds:
— Define the number of
failed logon attempts
— Prevent hackers from
guessing user passwords
* Logon failures can occur:
— At the logon screen
— At a screen saver
protected by a password
— When accessing network
resources

lerdonstsadkl Propertivs.

1] Loar st chiarge passsecrd a8 et logen
] User carnet change passwond

] Paswond rarves mgires

] Sterm pansmerd using seveersibin srcption
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What Is a Computer Account?

Identifies a computer in a domain
Provides a means for authenticating

and auditing computer access to the
network and to domain resources

* |s required for every computer running:

— Windows Server 2003

— Windows XP Professional
— Windows 2000

— Windows NT
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Where Computer Accounts Are Created
in a Domain

1o
< Ble Action Wiew Window Help | |
A B =R AR A N |
[ Active Directory Lisers snd Computers | Computers 2000 of approximately 2541 objects
-] Saved Queries Ilame [Type = [ Desaription =]
28 n =
AcapCompul
& o "
B Computers that join a domain are AcapConpul
B created in the Computers container AcapCompu
[#-(1] ForsignSecurityPrincipas — AcapCornpul
& 1= AcapComputerz204 Camputer AcapCompul
ki AcapCompul
: Computer accounts can l_)e n_woved to ey
g g or created in other organizational units ncapCompul
(] Users S ACET OO 2200 e AcapCompul
=) AcapComputer2z09 Computer capCompul
=) AcapComputer2210 Computer capCompul
=) AcapComputerz211 Computer capCompul
=) scapComputerzz12 Computer AcapCompul
< | o4l | ’
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Properties Associated with Computer

Accounts
The Properties dialog box for a computer account contains:
10

Girwwnl | Dt Syt | Masas DF | Location | Msriagad By | Diskie |

ﬂ! DEMSAVI

Computet rame [ aindowe 2000t AT
DHS name: [en 5PV Coriosemit

Elke: [k stober o serven

[ |

T Tt compnies lox chsegation

4

Wocalspttan o his Campubar £an Qa1 SAIEA o Sibat
v

o | coca
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Search Types

Basic query criteria
include:

* Object type

* Location

» General values
associated with
the object,

& Find Usars, Contacts, and Groups
Dl Edt Hew b

Frgd |Users. Contacts. ardiGroup % b 53 menadens -

Fiamcts Instalaton Cherty

such as name
and description

Spréva pocitacovych systému
(SPS)
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What Are Domain Functional Levels?

Windows 2000 | Windows 2000 Windows | JVnIOme
mixed (default) native Server 2003 L
interim
Windows NT
Domai Server 4.0, Windows Windows NT
controli Windows 2000, Windows Server 4.0,
suppore 2000, Windows Server 2003 Windows
pp Windows Server 2003 Server 2003
Server 2003
CrotD obal, Global, Global, Global,
scopes . domain local, | domain local, .
domain local . . domain local
supported universal universal
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What Are Groups?

Groups simplify administration by enabling
you to assign permissions for resources (3 i},

T rdir—C

‘ Groups are characterized by scope and type ‘

)

Group type Description |
© Used to assign user rights and permissions =, ¢
Security L LTI A ‘ =
& Can be used as an e-mail distribution list ){ !
& Can be used only with e-mail applications
Distribiigy & Cannot be used )tlo assign ermpizsions f% =X
S L
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What Are Global Groups?

Global group rules

Membership can
include

© Mixed functional level: User and computer
accounts from same domain

© Native functional level: User and computer
accounts and global groups from same domain

& Mixed functional level: Domain local groups

Can be a ¢ Native functional level: Universal and domain

member of local groups in any trusting domain and global
groups in the same domain

Scope Visible in its own domain and all trusting domains

Permissions All domains in the forest and trusting domains
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What Are Universal Groups?

Universal group rules

®© Mixed functional level: Not applicable

Membership | & Native functional level: User accounts, global
can include groups, and universal groups from any domain in
the forest
& Mixed functional level: Not applicable
SRR o 1.1 functional level: Domain local or universal
memba: ative functional level: Domain local or universa
groups in any domain
Visible in all domains in the forest and all trusting
Scope .
domains
Permissions | All domains in the forest and all trusting domains
a3
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What Are Domain Local Groups?

Domain local group rules

© Mixed functional level and Windows interim 2003: User
and computer accounts and global groups from any trusted

Membershi domain

p can & Native functional level: User and computer accounts,

include global and universal groups from any domain in the forest
or trusted domains, plus domain local groups from the
same domain

& Mixed functional level and Windows interim 2003:

Canbea None

member of | & Native functional level: Domain local groups in the same
domain

Scope Visible only in its own domain

Permissions | Domain to which the domain local group belongs

(SPS)

What Are Local Groups?

Local group rules

include

Membership can computer accounts, global and universal

Local user accounts, domain user and

groups from the computer's domain and
trusted domains

of

Can be a member

Not applicable
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Adding and Removing Members from a

Group

Group membership can be modified by using Active
Directory Users and Computers or the dsmod command

[Gadmies Properties 8 BIE! Wl oy Lemfroperties x|
Gl Menbers | Member 0 | Mansged by | Wamclocoresl |  TewwalSoescerProte | COMs
Genaisl | Addess | Accout | Profis | Telsghores | Dugsrzstion
Mebrs Memeer 0t | Dadm | Ereorssed | Sessers
Marne Aurtrve Dyeetony Fride "
0 dutyLew Coninim mi AT Admn = = ==
6 A Corons nefl T Admn
[ het | Ftmen |
Prmaygos  Domen e
Thewa 1 r e 1 e Piery g ke
[ Fosore |
fe i L e
o | e | by, e O
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What Is Group Nesting?

* Group nesting means adding a group as a
member of another group

G

Group

* Nest groups to consolidate group
management

* Nesting options depend on the domain
functional level
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Group Strategies

User Accounts | Global Groups 'Universal Groupsk Domain Local
a2 Groups

;7\ 7

Group strategies:

Permissions

9

«AGP ¢AGUDLP
¢AGDLP ©AGLP

4,
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Default Groups on Member Servers

puter Management (GLASGH

“fh Bile  Action Wiew Favorites Window  Help
A [ |2
[ Corsole Roct Name
Active Directory Domains and Trus! (@5 Admiristrators
Active Directory Sites and Services | @ p- .0 operatars

g Active Directory Users and Comput |igrc ooy

Camputer Managemnent (DEMYERM |yt ork configuration Operators
- Computer Management {GLASGEON,

| 5l System Tools
i Event Viewer

=26 Local Users and Groups

|2 Performance Log Users
85 Perfarmance Manitor Uisers
5 Power Users

(#Z print Operatars

(D recpicotor
Pertermance Logs and aler | 48 Users

|5 HelpservicesGroup
TelnetClierts

= Device Manager
| E-E Storage
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Default Groups in Active Directory

“# Active Direcl

4% Active Directory Management

<5 Fie Acton View Window Help

<5 Fie  Acion
-

[Z0 Active Directory Management
= &% Active Directory Users and (
(] Saved Queries

Domain Controliers
(L0 ForeignsecurityPrint
IT Admin
#- (] IT Test
+ Locations
#-[&] NWTraders Groups
(2 Users
+ % Active Directory Domains ar
- [f# Active Directory Sites and 5
i
£

DHS

+
+

Name

T Account Operators

7 Administrators

€52 Backup Operators

7 Guests

€73 Incoming Forest Trust Buiders
Network Configuration Operators

€Tiperformance Log Users

€72 performance Monitor Users

€7 Pre-windows 2000 Compatble Access

€52 print Operators
Remote Desktop Users

€72 Replicator

s am e FRE @ e

[ Active Directary Management
=& Active Directory Users and ¢
(1] Saved Queries
= ) rwvtraders msft
(23 Buittin
(1] Computers
S Domain Controllers
# ([ ForeignSecurityPring
3 1T Admin
# (&) 1T Test
(&3 Locations

+ WTagers Groups
= Users

Name

€T Domain Contrellers
Domain Guests

€% Domain Users

€7 Domain Computers

€7 Domain Admins

T Enterprise Admins

€7 Schema Admins

€5 Orsadmins

€8 onsUpdateproxy

€ Cert Publishers

IgRAS and 145 Servers

Terminal Server License Servers
Users
Windows Autharization Access Group
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What Are Administrative Tools?

+ Commonly used administrative tools:
— Active Directory Users and Computers
— Active Directory Sites and Services
— Active Directory Domains and Trusts
— Computer Management
— DNS
— Remote Desktops

* Install to perform remote administration

* adminpak.msi (cd:\i386\adminpak.msi or from MS
web)

3. pfednaska Spréva pocitacovych systému
(SPS)

Other admin tools

+ Terminal services or remote desktop

VNC, PC ANYWHERE etc

+ Remote registry

¢ Telnet

PATROL Central and other specific tools

... more info in next lessons @
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