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Agenda

* File systems

» Benefits of using NTFS

* Basic and dynamic disks
+ Faul tolerance volumes

Some of MS filesystems...

FAT12 FAT16 FAT32 NTFS

(1977/Ms

DiscBASIC) (1988/MS-DOS) (1996/W95) (1993/NT)

16 TiB

Max filesize 32 MiB 2GiB 4GiB e EiB'teor')

Max # of files 4077 65517 268 435 437 4294 967 295
256 TiB

Max volumesize 32 MiB 2 GiB (or 4 GiB) 8 TiB (16 EIB tleor.)

Security (ACL) No No No Yes
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+ EFS
* IPSec
* Backup
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Using FAT or FAT32
FAT or FAT32:

& Works well on small disks with simple folder structures
& Supports dual-boot configurations

Windows XP
rofessional
fﬂ Windows 98
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Using NTFS

NTFS Provides:

« Improved reliability by identifying and not using
bad sectors

= Enhanced security by using EFS and file permissions
« Improved management of storage growth
« Support for large volume sizes

You can convert FAT to NTFS with CONVERT command.
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Defining Compressed Files and Folders

* NTFS files and folders have a compression state

* When accessed, files are automatically uncompressed

» Space allocation is based on uncompressed file size

» Compressed files and folders can be designated by color
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Compressing Files and Folders

Faldar 1 Propartios

Gerevsl | Shaing | Securty | Cuttosize

,—JI Foleler 1
Type: Fie Folder Advancad Attributes
Locaiorr [\

"‘; Chocee the settngs you want for this fokder

Sw 5.9 M (37 556,53 bybes) ‘When you apoly these changes you wil e asked F you wank the
changes to offect o subfolders and files as well.

Sizeon dek:  J5.9 M (I7.607 296 bytas)

Contsins: 11 Fler. 2Fekdens 07 b s strtes

[ Folder i ready for srchiving
Cinated Moeeday. Jure 11, 2001, & 0458 PM| [7] Foe faat searching, alow Tradeceine Servicn ko index this Foider
Atvtnges. ] Finac onky i Advirced.| - Compress or Encrypt sttrbutes

D] Hidden [2] Cormpress contents to save dek space ~affmmn——
] Brcrypt contmets bo sacurs dats

I O Cancel
[ Cancal |
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Copying and Moving Compressed Files and
Folders

t"" -

Copy between volumes

Move between volumes
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Introduction to EFS

EFS:

¢ |s transparent to users and applications

¢ |s accessible only to authorized users

« Enables specification of a data recovery agent
¢ Encrypts files locally or across the network

« Enables encrypted files and folders to be designated
by color
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Encrypting a Folder or File

Encrypt contents to secure data

When file is saved, it is encrypted by
using file encryption keys

DDF The user’s file encryption key is stored
in the Data Decryption Field

DRF If designated, the recovery agent’s file
encryption key is stored in the Data
Recovery Field in the file header
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Adding Authorized Users

Comuress or Encivit sttrtades
Lrcryption Detalls for C:ALncryptilnc ISR

[lErerypt conkents te sscure data
Users Wiha Can Transpareritye Access Ths Fie:

User Hams Carthcain Tha
Dol seDhaniDont i verD)enowh sdeis mift)

F520 7SDCCEI.

‘Selinet the Lrser's cortficabe Wi whom you wank In share the sccnss,

i ber Frvuly rane Expiration Daln
w [ [ Y Horm sfEzfzIm
Eltoetserian Hore sizzfaam

Duaes Frecovissy Apents For Tht Fils As Diafined By Fec

Peovesy Agent Name
Adraretston
< >
| rodwser. | o€ ][ ool | [ vewCertiicate |
[ ok | [ cama |
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What Is an EFS Recovery Agent?

Authorized to decrypt data

Required when users are deleted

Required when local user passwords are reset
The recovery key can be exported
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Recovering an Encrypted Folder or File

Owner’s key is unavailable

Recovery agent uses his
private key to recover the file
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What Is IPSec?

IPSec verifies, authenticates, and encrypts IP packets
to provide secure network transmissions

IPSec provides:

« Mutual authentication before and
during communications

« Confidentiality through encryption of IP traffic
« Integrity of IP traffic by rejecting modified traffic
« Protection from replay attacks
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How IPSec Works

—

IPSec Policy ;

Security Association
Negotiation (ISAKMP)

[]

8. prednaska Encrypted IP Packets |
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IPSec Protocols

AH provides authentication, integrity, and anti-replay protection

P IP payload
Authentication header (TCP segment, UDP message, ICMP
header
message)

Signed by Authentication header

[ESP provides confidentiality, authentication, integrity, and anti-

replay protection
IP payload ESP
g o (TCP segment, UDP message, ICMP ESP Auth
header | header trailer ;
message) trailer

Encrypted with ESP header

Signed by ESP Auth trailer
8. prednaska Spréva pocitacovych systému

28.11.2006



IPSec Packet Filtering

‘ Packet-filtering rules allow a computer to determine what

J

traffic is allowed and the level of security required

T

IP Filter List Filter Action
HTTP traffic Block
FTP traffic Require security
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IPSec Configurations for Virtual Private
Networking

& L2TP uses IPSec to encrypt data

= Use certificates or a preshared
key for authentication

VPN Server

Remote Client
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Managing Disks
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What Is Disk Management?

* A snap-in located in the Computer Management
console

» Use to view disk information and perform disk
management tasks
* Enables you to perform most disk-related tasks

without shutting down the system or interrupting
users
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What Is the DiskPart Tool?

» With the DiskPart command-line tool:
—Select an object, then type a command
—Use it to manage disks, partitions, and volumes
—Use scripts for repetitive tasks

o C:WINDOWS'system3Zicmd.exe - DISkPART =]
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What Is a Partition?

* A physical disk is
sectioned into separate
partitions

* Basic disks can have up
to:

—Four primary partitions
—Three primary partitions
and one extended partition

» Extended partitions are
subdivided into logical
drives
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=3
roney] | [ Jomen]

]

Extended with
logical drives

Basic Disks vs. Dynamic Disks

Benefits of basic disks include:

¢ Setup and Recovery Console access
« Disk utility availability

Benefits of dynamic disks include:

& Spanning multiple disks
+ Volume limits per disk
+ Fault-tolerant capability
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Results of Dynamic Disk Conversion

—~

+ Basic disk partitions become volumes
+ Data on the disk is preserved
+ The disk gains a disk group identity

Reverting a dynamic disk to a basic disk results in the
loss of all partitions and data on the disk
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What Is a Simple Volume?

» Contains space on a single disk

» Can be created only on dynamic disks

* Can use the NTFS, FAT, or FAT32 file systems
» Can be extended if formatted with NTFS

Simple Volume
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What Is an Extended Volume?

» Created by extending a simple volume onto
unallocated space on the same disk or a
different disk

* The unallocated space must be unformatted or
formatted with a version of NTFS

Extended Volume
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What Is a Spanned Volume?

@ Disk 1
i New Volume (G)
D
aoams  ||100MBNTFS 004MB ¢
Online Healthy Unallocated
X Free space combined
ERDisk 2 into one logical volume
Dynamic New Volume (G)
4094 MB 100 MB NTFS 3994 MB
Online Healthy Unallocated
Spanned Volume
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What Is a Striped Volume?

= Disk 1 NewVolume @)
Dynamic ew Volume
4394 MB ||100 MBNTFS SUME gy
Online Healthy Unallocated

Free space combined
into one logical volume
Dynamic New Volume (G)

s [ e, +
Online y

E@pisk 2

Data written across all
disks in 64 KB units

Striped Volum
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What Is a Mirrored Volume?

+ Simultaneously written data to two
volumes on two physical disks

* Almost any volume can be mirrored,
including the system and boot volumes

* Many mirrored volume configurations use

duplexing

What Is a RAID-5 Volume?

Stripe 6
Stripe 5
Stripe 4
Stripe 3
Stripe 2
Stripe 1

8. prednaska
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Software RAID vs. Hardware RAID

RAID Type Benefits

» Configured in Disk Management

* Requires dynamic disks

* Used mostly in smaller organizations

« Failed mirrors may require boot.ini changes

« Can move disks to any computer running
Windows 2003 Server

Software RAID

» Configured with vendor utilities

» Does not require dynamic disks
Hardware RAID » Higher performance

» Does not require boot.ini changes

» Can expand existing RAID-5 volumes
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What Is External Storage?

+ External and
auxiliary disk space
» External Array

» Storage Area
Network (SAN)

* Network Attached
Storage (NAS)
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Backup
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Who Can Back Up Data?

* File owners and users with read permissions
» Users with rights to the backup files and
directories
* Groups on local servers:
— Administrators
— Backup operators
— Server operators
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What Is the Backup Utility?

» Use Backup Utility to:
—Back up files and folders
—Back up System State data
—Schedule a backup
—Restore data

» Back up open files with

Volume Shadow Copy

* Back up to various media
types
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Back Up Data

o

Corrupted Data

Restore Data

What Is ntbackup?

« Use the ntbackup command-line tool to:
Back up System State data
Back up files
Back up using batch files

« Understand the ntbackup limitations
Backs up whole folders, not selected files

Does not accommodate wildcard characters
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Types of Backup
What Is System State Data? y
Type Files backed up Cle;rtsrig[]c;?ve
System-specific data that must be backed up as a unit
Normal or Full | Selected files and folders Yes
Component Included in System State Copy Selected files and folders No
Registry Always Selected files and folders that
Boot files, including system files Always Differential were modified after the last No
Certificate Services database If it is a Certificate Services server normal backup
Active Directory directory service | If it is a domain controller Selected files and folders that
- - - Incremental changed after the last normal or Yes
SYSVOL Directory If it is a domain controller .
incremental backup
Cluster service information If it is within a cluster el i 4 fold o
. - . elected files and folders that
1IS metadirectory If it is installed Daily changed during the day No
System files that are under Alwavs
Windows File Protection ¥
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What Is Automated System Recovery? What Is Restoring Data?
A recovery Option in the BaCkUp Utl“ty Restoring data rewrites: .

*» Operating system backup
* Does not include data files
* Creates a floppy disk with configuration

* Files and folders
» System State data

information The ASR Restore:
Automated System Recovery Wizard O ReadS reCOVG ry data fOf' d |Sk COI’]fIg U ratlon
The ASH vapa!atmn wizard helps you create a two-part backup of your system: a floppy disk that has . .
your system settings, and other media that contains & backup of your local system partition, . Resto res boo k d |S k SI g n atu res , Vo I u m es, a nd
To back up all data, choose the All information partitions
option * Installs a recovery version of Windows
* Initiates the restore from backup
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What Is a Scheduled Backup Job?

Guidelines for Restoring Data

A

¢ Plan and test restoration strategies

¢ Set permissions for systems administrators

l v Verify connections to each restore location ‘

© Ensure access to network based media

Consider data recovery for EFS files restored at alternate

[ 7]
locations
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B Nackup Uibky - [Schedule Tobn]
b Es pew Jooh b
‘winkctrrn | Bichup | Rossiorn snd Mansge Medd [
N T | November, 2002
Sun Mon Tue Wed Thu Fri Sat
3 [ 5 I 7 [ L]
m n 12 LE] " 1% 16
12 i1 19 0 ] 7 =]
By using the Backup or Restore | |
Wizard, you can schedule recurring i 2
or specific backup jobs
Sytom Event.
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What Are Shadow Copies?

» Shadow copies provide iterative versions
of network folders

» Use shadow copies to:

— Recover files

— Review previous versions

Shadow copies are:

— Enabled per volume

— Not a replacement for regular backups

— Allocated storage limits versions
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Shadow Copy Scheduling

» Default schedule is
7:00 A.M. and noon

* Create a shadow copy
schedule based on:
—Volume of changes
—Importance of changes
—Storage limitations

» Test a schedule with a
small group

Shadow Copies [ 7] x]
Shadow Copies |
Shadow copies allow uses to view the contents of shared folders

asthe contenls exsled al previous poinits in tme. For infamatian on
required client software, click here.

Seleot a volume

Yolume Nest Bun Time | Shares

0% Disabled 0
PN Dissbled 0
Enable Datke | setings.._ |

- Shadaw coples of selected valume

11/1/2002 12:00 PM
1121/2002 7.00 AM
10/31/2002 12.00 PM
10/31/2002 7:00 &M
10/21/2002 11:00 &M
10/21/2002 E:00 &M ﬂ

Creale Now
Diefete How
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Previous Versions Client

Software for Shadow Copies
flocantfFroperties 8 i E)

General | Secunty | Summpey Poevious Versions |

* Previous Versions client

To views & prervious verson of a fle, select the version
e th i ket o thees chck View. Vou o

software is stored on the N weeprx e g el e
server e
Elaedn  Todg i 2004 134R |
%systemroot%\system32\c -

lients\twclient\x86 directory

+ Use to access previous
versions of files

| Coee|| S|
[on ] cwa | | wes |
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Many more things you should consider...

* Antivirus programs

» Firewalls, disabling unnecessary services

» Decide to use/not use VPN and Wireless networks

» Data audit on NTFS/Alerting of incidents

* Permissions for users/groups

+ Additional SW for encryptions (USB disks, laptops...)

» Procedures for users — what thay can and what they can not
+ Password policy (max pass age, complex...)

+ OS patching

» Physical security/access to servers

* Regular Risk Assessment, Predictive Analysis

* Human and Social elements (see Social Engineering etc)

» Disposing of admin/operators rights (can backup but can't restore)
+ Studying harder... ©
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