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Microsoft cluster technologies

* Microsoft Cluster Service (MSCS)
 Component Load Balancing (CLB)

(part of Application Center 2000)

* Network Load Balancing Services (NLB)

Note: Windows Server 2008 uses name Failover Clustering
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¢ Introducing Application Architecture
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Thin Client | Fat Client e Tler e
User:Services User Interface | User Interface | User Interface | User Interface
Microsoft Win32 Win32 Win32
Win32® . Browser
LMOS't Business | Browser DHTML, XML
ogic
Business Services Business Logic| User Interface
COM Objects | ASP
Business Logic
COM Objects
Data Services Storage Storage Storage Storage
RDBMS RDBMS RDBMS RDBMS
All Business Min Business | Min Business | Min Business
Logic (SP) Logic (SP) Logic (SP) Logic (SP)




Client
Application
Requests

@

Client Server

1. Client requests data
2. Server fulfills request
3. Client receives data

&)

"o

il |

\

Business Data

ML

Server
Applications




Three-Tier
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N-Tier

Examples: HTML, Examples: Examples: SQL,
XML, Java applets, DCOM.ASP, MTS Exchange, SMTP

client side script MSMQ

| Business Data l

User Services Business Data Services

Services Server Server




Assessing Risks

Performing a Risk Audit

Server [=
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High Availability vs. Scalability

Avallability
— Cluster Service Improves Avalilability of Applications and
Services
Scalability

— Cluster Service Improves Scalability by Adding More Computers
to the Cluster

Measuring High Availability (%)
Cluster Service

Network Load Balancing

VS.

Enhanced Symmetric Multiprocessing
Cluster Service

Network Load Balancing



Availability percentage calculation

Availability %
90%
95%
98%
99%
99 5%
99 8%
99 9% ("three nines”)
99.95%
99.99% ("four nines”)

Downtime per year Downtime per month® Downtime per week

3b.5 days
16.25 days
7.30 days
3.65 days
1.83 days
17.52 hours
8.76 hours
438 hours

2 B minutes

99.999% ("five nines”) |5.26 minutes

99.9999% ("six nines”) 31.5 seconds

72 hours

36 hours

14 .4 hours
7.20 hours
3.60 hours
86.23 minutes
43.2 minutes
21.56 minutes
4. 32 minutes
259 seconds

2 59 seconds

Sprava pocitaCovych systému

(SPS)

16.8 hours
6.4 hours
3.36 hours
1.68 hours
50.4 minutes
2016 minutes
10.1 minutes
5.04 minutes
1.01 minutes

6.05 seconds

0.605 seconds



Network Load Balancing Service

Database
Messaging
File Shares

°, ethernet
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Network Load Balancing




Cluster Service

°, ethernet
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File Shares
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Network Load Balancing

2-node Cluster Service




Comparing Network Load Balancing to
Cluster Service

Which Glusteringilechnology:ShouldibelUsedforaYourApplication?.

lechnology cjyster. Networking Loa .
. . Benefits
Scenario Service Balancing

Web Server ‘/ v'Quickly expand your capacity

Farm v'Minimize site downtime

Terminal ‘/ v'Quickly expand your capacity

Services v'Minimize effects of server failures
File/Print ‘/ v'Minimize service downtime

Servers v'Ensure data consistency after failover
Database/ ‘/ v'Minimize application downtime
Messaging v'Ensure data consistency after failover
E-Commerce / ‘/ v'Quickly expand your capacity

Sites v'Minimize effects of server/app. downtime




Clustering Techniques

« Shared Everything Model
« Mirrored Servers
« Shared Nothing Model



Key Concepts of a Server Cluster

Server Cluster

Private
Network

Ie Share

o
Virtual —

Server s
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Cluster Disks




Quorum Resource

Data Storage

Arbitration

Quorum Ownership

Updates for Nodes Coming Online

Majority Node Set (MNS) Clusters
« Geographically dispersed clusters
* No shared disks



Groups and Resources

Server Cluster

\\Clusterl
10.0.0.3

Logical Logical Disk
Group 1 \FRIE:

Disk 1

5

\\Serverl
10.0.0.4
File Share
Printer Share

\\Server2
10.0.0.6
Application



Recommended
Vertical
Dependency

Resource Dependencies

FS-1
File Share

NN-1
Network Name

IP-1
IP Address

PD-1
Physical Disk

Not Recommended
Forking Dependency

FS-1
File Share

NN-1
Network Name

PD-1
Physical Disk

IP-1
IP Address



Virtual Servers

 Client Access to Virtual Servers

 Virtual Server Environment
— Virtual Server Naming
— Named Pipe Remapping
— Registry Replication



esolution

WINS
\WVirtualServer = 10.0.0.25

Active Directory
Share = \\VirtualServer\Share
or
Share = \\VirtualServer.mwtraders.msft

\\VirtualServer
\\VirtualServer.nwtraders.msft
\\10.0.0.25

DNS
\WVirtualServer.nwtraders.msft =
10.0.0.25




d Fallback

Failback




¢ Choosing a Server Cluster Configuration

Periermance Eluster.
Conliguration

VirtualiServer  Failovers@apability Coria.

No Cluster Needed

Ig Single Node
Virtual Server

g g Active/Passive

<
<
L

Active/Active




Active/Passive Configuration

| Cluster Service

Node A manages virtual
server

Node B is configured as a
hot spare and will take
ownership of \\accounting
If Node A goes offline.



file:\\ACCOUNTING
file:\\ACCOUNTING
file:\\ACCOUNTING

Active/Active Configuration

Cluster Service

| Capacity to fail over Group 1 .
(- 'I“'
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Hybrid Configuration

Capacity to

> fail over
\\engineering

Node A providing
DNS outside
the cluster

Node B providing
File/Print outside
the cluster




Single Node Virtual Server

\ENGINE

Cluster Service

Clients can access
any virtual server
in the cluster.

\ACCOU

Group 2

)

Not Shared




File and Print Shares
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Cluster Network Requirements

 Public Network
* Private Network
« Mixed Network

=

Public or

Network

Mixed

Private
Network
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Cluster Disk Regquirements

All Disks on Shared Bus

Disks Can Be Seen from All Nodes
Basic Disks, not Dynamic

All Disk Partitions must be NTFS
Hardware RAID not Software RAID



Data Storage Requirements

Node A Disk
Configuration:

Local Disk O

Cluster Disk 1
Cluster Disk 1
Cluster Disk 2

Node B Disk
Configuration:

Local Disk O
Local Disk 1
Cluster Disk 1

Cluster Disk 1
Cluster Disk 2

Local Disk O

Local Disk O

Cluster Disk 1
2 Partitions

|
|

Cluster Disk 2
1 Partition



Assigning Names Within a Cluster

I
I A Client can use
', \\Accounting to
E’ access the Virtual

\\Cluster

\\Accounting

A Client can use
\\NodeA to
Manage NodeA

L]

A Client can use
\\Cluster to
Manage the

=
\\NodeB i

==




Installing Cluster Service

55 Cluster Administrator

Eile ‘iew Help

&| [k X[=] B %)=

2
gl Mew Server Cluster Wizard

Cluster Name and Domain

s e cluster Specify the name of the new server cluster and the domain in which it will be
created.

[Liber an 2emvern nanme:

Select or type the name of the domain in which the cluster will be created. Only
computers in thiz domain can be memberz of the cluster.

Diamair;
training. wsb j

Type a cluster name that iz unigue in the domain.
Thiz must be a valid computer name.

Cluzter name:
CLUSTERO

< Back I Mest = I Cancel

Sprava pocitaCovych systému
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Initial configuration check

] MNew Server Cluster Wizard x|

Analyzing Configuration ?
Pleaze wait while the wizard determines the cluster configuration. iy ?

~ Checking for existing cluster

+ Establishing node connection(s)]

~ Checking node feasibility

& Finding comman resources on nodes
~ Checking cluster feazibility

2 R

Tazks completed.

Details... | Ee-analyzel

Click Mest to continue. Click Back to change the configuration.

< Back Ment » | Cancel |
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IP, Cluster Service Account

A e

Mew Server Cluster Wizard

IP Address

Enter an |P address that cluster management tools will uze to connect to the
cluzter.

IP Address:

i Cluster Service Account

Enter login information for the domain account under which the cluster service will
be run.

Uszer name: Isvc_clul:ﬂ

Pazszword: I.“""'

Diamnain; Itraining.vsb j

@ Thiz account will be given local adminiztrative nghts on all nodes of this cluster to allow
for proper operation.
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Verify settings, Quorum selection

Mew Server Cluster Wizard ﬂl

Proposed Cluster Configuration g
Werify that pou want to create a cluster with the following configuration. ] g

Cluster Configuration Quorum d A

Cluzter name:

Cluster1 training.vsb Select the rezource or resource ype that wou would like to

uze faor the quorum rezource.

Cluzter IP address; : E. -
11.11.11 504255, 0.0.0 Disk E: F: =l

Local Quorum
Cluzster netwiork: !
Local Area Connection 2 - Private and Public - D'S_k E F:
Wi ware Accelerated AD PCHet Adapter b sjority Mode Set
Primary &ddress: 11.11.17.11 % 255.0.0.0

Cluzter zervice account credentials:
M ame: zve_chall - I

pHQQWI‘IrI"' EEEEEEEEE TR

Gluorum. . | WiE Lu:ug...l

To create a cluster with this configuration, click Mest.

< Back Mewxt > | Cancel |
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E'_'E—-, Cluster Administrator - [CLUSTERD1 {ClusterD1.training.¥sh}]

j Eilz Miew ‘Window Help

& @I@ x|= =]

WM Cluster Group
Group 0

{:l Resaurces

= {:l Cluster Configuration

----- {:l Resource Tyvpes

El {23 Netwu:urks

----- {:| Metwork, Inkerfaces
5-' TR-LOMDCN

----- {1 Active Groups

----- {11 Active Resources
----- “f Metwark Interfaces

-—EI Local Area Connection 2

Mame | State

| Descripkic

3 Groups

I:I Resources

[ Cluster Zonfiguration
TR-LONDON Up

New Cluster, Registry settings

&' Reqgistry Editor
|
File Edit

Miew Faworites Help

= My Computer
-1 HEEY_CLASSES_ROGCT
-0 HEEY_CLURRENT_USER.
=12 HKEY_LOCAL_MACHINE

L——_Ia Cluster

I:l Graups

I:l MetworkInterfaces

I:l Metworks

I:l Modes

I:l Resaurces
27 ResourceTypes

7-{_7] HARDWARE
T e

()

Marme Tvpe | [Data

I{Default]l REG_5Z (walue nok sek)

ﬁ AdminExtensions REG_MULTI_SZ {4ECI0FED-DOEE-1 1 CF-BSEF-0...
CIusterInstanceID REG_S5Z 186eec3c-7185-4200-8118-49F
Clusterr'-.lame REG_5Z CLUSTERDL

CIusterNameRes. .. REG_SZ 051360d4-335f-4c10-ab&3-505.,
Qunrum.ﬁ.rbitratin. . REG_DWORD 00000003 (G0)
Registryﬁequence REG_WORD Qx0000005d (93)

SEI:uril:':.-' REG_BIMARY 010014 805000000 7500...
Securit':.-' Descripkar - REG_BIMNARY 010014 805000000 7500...
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Administration Tools

Using Cluster.exe
Using Cluadmin.exe

c Command Prompt

sIocuments and Settings“Administratorcluster clusterBl Aproperties
isting properties for ‘clusterdl’:

Cluster Value

clusterdl AdminExtensz ions {4ECTAFBA—DBABE—11 CF-B5EF—
BaBacYBABL AL >

clusterdl DefaultMetworkRole 2 (Hx2>

clusterdl Description

clusterdl Security A1l 8@ 14 88 ...

clusterdl Security Descriptor A1l 8@ 14 88 ...

clusterdl Groups~AdmninExtensz ions

clusterdl HetworkssAdminExtensions

clusterdl NetworkInterfaces“AdminExtensions
clusterdl Hodesz“~AdmninExtensions

clusterdl RezsourcessAdminExtensions

clusterdl RezourceTypes~AdminExtensions

clusterdl EnahleEventLogReplication 1 <Hx1>
clusterdl GQuorumArbitrationT imeMax bl {Bx3c>
clusterdl QuorumArhitrationT imeMin T BT




Creating virtual server

Bz Cluster Administrator - [CLUSTERD1 {Cluster0l.training.ysh)]

File Wiew ‘Window Help

516] X

[=1-E8y CLUSTEROL
EIl:l Sroups

il Cluster Group

3y CLU_PRIMT SRV
l:l Resources
=3 Cluster Configuration

11 Resource Types

=1 Metworks

- .BE Local Area Connection 2
to20] Metwork Interfaces

=g TR-LOMDON

L7 Ackive Groups

l:l Active Resources

----- 23 Metwork Interfaces

Marne | Stake | Chner | Resource Tyvpe
l:[;l] Disk.E: F: Online TR-LOMOOM Physical Disk.
l:[;l] CLU_PRIMT_SRY IP Address online TR-LOMDON IP Address
I:ECLLI_PRINT_SR'-.-' Mame Offline TR-LOMDON Metwaork Mame

|. CLU_SPOOLER_SWC

IELLI_S POOLER_SWC

I arne;

Dezcription: ||

Rezource type:

I Print 5 poaler j
Group: | CLU_PRINT_ SR |

[ Biun this resource in & separate Flesource b onitar

To continue, click Mest,

< Back I et » I

Cancel

Sprava pocitaCovych systému
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Resources properties

Eile Yigw Window Help

&|&| X B 2

(=55 CLUSTERDO1

=23 Groups
| Cluster Group
§ CLU_PRINT SRY
{:l Resources
=23 Cluster Configuration
Cl Resource Types
E{:l Metworks
: Local Area Connection 2
{:l Mebwork Interfaces
TR-LOMDOM
{:l Active Groups
: {:l Active Resources
{:l Mekwork Interfaces

Mame I State Cwner | Resource Type | Description
':ﬂ] Disk.E: F: Online TR-LOMDON Physical Disk.
tﬂl CLU_PRIMT_SRY IP Address online TR-LOMDOMN IP Address
':ﬂl CLU_PRIMT_SRY Mame online TR-LOMDON Metwork, Name
':ﬂl CLU_SPOCOLER _SWC online TR-LOMDOMN Prink Spooler

CLU_SPOOLER._SYC Properties

General | Dependenciesl .-’-'«clvancedl F'arametelsl

|. CLU_SPOOLER_SWC

HMarne:

Description:

Pozsible owners:

TR-LOWDOM

Modify... |

[~ Bun this resource in a separate Resource Monitor

Fezource type:
Group:
State:
MNode:

Frint S poaler
CLU_PRINT_SR%
Online Pending
TR-LOMDOM

0] 4 I Cancel | Ay

Sprava pocitaCovych systému
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CLU_SPOOLER_SY¥C Properties

Resources properties

General Dependencies |.-’-'-.dvanu:eu:|| Parametersl

|. CLU_SPOOLER_SWC

Specify which rezources the Cluster Service muszst bring online befare this

resource can be brought online.

R ezource dependencies:

M arme | Rezource Type

[CLU_PRINT_ SRV Name

M ebwark, Mame

([ Disk E: F:

CLU_PRINT_SRY IP Address Properties

Phsical Digk,

Generall Dependenciesl fdvanced Parameters |

|. CLU_PRINT_SRY IP Address

Address: S I T b

Subnet mask: |255. o .o .0

I ebwork:; IL::u:aI Area Connection 2

¥ Enable MetBIOS for thiz address

CLU_SPOOLER_SYC Properties

Generall Dependencies  Advanced | F'arametersl

|. CLU_SPOOLER_SWC

" Do not restart

* Festark

e

v Affect the group

Threzhold; |3 Period: IEIDD seconds

—"Looks Alive" poll intersal: —"lz Alive" poll intersal:
% Uze value from rezource ype ¥ Use value from resource type
" Specify value: " Specify valus:
IEEIEIEI millizeconds IEEIEIEIEI millizeconds
Fending timeout: {180 secands

Sprava pocitaCovych systému
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Configuring Failover

Group Configuration Resource Configuration

21 il

Cluster Group Properties 2lx| Cluster Name Properties -
Cluster Mame Properties T]x i
ST PR Cluster Name Properties __________HE|

General Failover |Failback|

i Advanced ;
Chaster Group |. P Generali Dependencies Parametersi

Threshold: [ Mame: Cluzter Mame

Period: IB hours Description:

FPossible owners: D
o]

" Do not restart

W Aff

r Bun this rezource in a separate Res Threshald: |3 ezt 900 T '
- : i C=tas: i |

Resource type: - Network Nare “Logks Alive"Pol Interval - "ls Alive"Poll Intervak-
B Clster Ermy T Ussresourceppe | | £ Use resource type |
State: Online '-._-'alue | E walle |
Node: DC1 %" Specify value: | .# S pecify walue: |
' I

]

|
|
[5000 msee || [6000D  msec

Pending timeaut: {180 zeconds

Ok I Cancel Spply Ok Ok, I Cancel i Epmly i

Failover
Configuration

Possible @®wner X

FailoVersRaolicy X
RestartiRolicy X

Groups Resources




Configuring Failback

Group Configuration

Disk Group 1 Properties 21x] 2]
General | Fadowes | Faiback | General | Fabwves Faiback |
—g Dk Growp 1 j Dik Growp 1
Hame D oo} vt Isack
Desespion ’ 1+ Jllow faibac)]
@ [mmedael
Ewimedovess [SERVER Modtr_|  Eabackbuveen | — wd [ —] hous
[or ] comcd | s | e
Failback
. : Groups Resources
Configuration
Preferred/@wner X
FailbackiPolicy X




Causing and Monitoring Failover

Online
Online Pending
Offline
Offline Pending
Failed




Microsoft BackOffice Applications

Microsoft SQL Server Enterprise

Microsoft Exchange Server Enterprise Edition
Microsoft Internet Information Services (l1S)
Message Queuing



