Agenda

* Obecné DNS
* DNS a domény

DINE » Forwardery

DNS a AD

» Zbény
» Zaznamy
* Integrace do AD
A + NSLOOKUP
V « DNSLINT
Jan Zak
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Types of Names Mapping Names: Dynamic or Static Tables
Host name: Host name to IP NetBIOS name to IP

« Assigned to a computer’s IP address
« Up to 255 characters long
« Can contain alphabetic and numeric characters, hyphens, and

T
-

Dynamic tables

periods
« Together with domain name, this creates a fully qualified domain WINS server l —
name
NetBIOS name:

« A 16-byte address

. =
« 15 of the bytes may be used for the name which may include SRS J
alphabetic and numeric characters, hyphens, and periods

« The 16th byte is used by the services that a computer offers to the ~— HOSTS file i LMHOSTS file [ —
network
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Dynamic IP Mapping Static IP Mapping

DNS Server: DNS server ™

« A system for naming computers and network services
¢ |s anaming system organized in a hierarchical fashion
« Maps domain names to IP address

« Provides name resolution for host name to IP address
« Allows multiple host names to be assigned to the same IP address

« Stores mapping records

¢ |s assigned to a computer’s IP address UL S

« Provides a distributed database for registering dynamic mappings
i of NetBIOS names
WINS Server:

« Maps NetBIOS names to IP addresses

LMHOSTS
file

« Provides a distributed database for registering dynamic mappings
of NetBIOS names

+ Maps NetBIOS names to IP addresses
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Host Name Resolution Process
Selecting a Name Resolution Method

DNS is required when:

-~ g ==
¢ Client is a member of the Active Directory
domain

7/

© Client needs to communicate over the Internet

WINS is required when:

¢ Client is a member of a Windows NT 4.0 or
earlier domain

¢ Client applications or services require
WINS Server NetBIOS name resolution
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The NetBIOS Name Resolution Process
[

LA

HOSTS file

WINS server

LMHOSTS file

Broadcast F
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Specifying Host Names, Domain Names, and
Connection-Specific Names

System Properties

Systern Restars Automatic Updates Remate
:  Computer Name ¢ q 1
General H = H Hardware Advance Computer Name Changes EWX\

1@ Windows uses the following information ta identify wour computer

i on the network. *fou can change the name and the membership of this

computer, Changss may affect access to netwark resources
Computer desciption

For example: "Kitchen Computer” or, Computer name:

Computer”, ‘
Full computer name:  Compuler]

Full compuler name:
Wotkgroup WORKGROUP Computel,
To use the Netverk Idenification Wizard to oin a
domein and create o loal user accoun, clck Netwark { LB2Ok D
(O Member of

Ta rename this computer of join a domain, click Change © Domain

‘nwtraders.msft |

® workgroup:
‘WDHKEHUUF’ |
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How Preferred and Alternate DNS Servers

Internet Protocol (TLP/IF) Froperties

Gereral |

“Fous ean g I seifings assigned axtomavicaly f your notwork suppoits
this capabibty, Ditheivise, 10 need 1o Atk your netwark. admirististor for

e s P vellrag: 1P Setngr DHS | wins | Gptions |

5 snrvns ackbesins, in ceder of 1
1 Dbbain o [P addinzs avtomaticolly . e —

1. The client tries -|_|
the preferred _|

DNS server ’ I . | G | ener |
first. el

The ; s 1 [cpap
rl 1y o 3. Optionally, you can enter a whole
% Blse the following ONG serve ke list of alternate DNS servers. The

Pretemed DNS server . preferred and alternate DNS
vt DHS seaver: [ servers automatically appear at the
| top of this list.
2. If the preferred server ] |I[ ese |
fails, the client tries the DS gulf fo this cormpstion: |
alternate DNS server. ¥ Begisinr this correctice's addinsses inDNS

™ Lice thit connection's DNS sufficin DNS regitation
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How Suffixes Are Applied

Abvarsced TOF/TP Sebtings

P Setings OMS | Wil | Optons |
DS server arkbesien, in order of ure:
_ e |t | (Domainsufiix }

sollegs o appbed o sl et S€ATCH List
o of Lragaskdied rusmag:

| Name query = SERVERL

The feowang I
wnatind Forr

i Appered primaiy i connechon ipscc DG sulfie

7 ppard s sufigns of o peeniey DNS i H»>Serverl.sales.south.contoso.msft

y A -

Suffix

> Serverl.south.contoso.msft

Selection
Option : b SeVEI1.CONtOSO.MSFE
NS gl o s connaction
7 Registei thi s B DhG \
I s this connaction's DMS. sulfs in DNS regisiation Connection-
Specific Suffix
the
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Configuring DHCP to Dynamically Update DNS

( l DHCP registered [

l Client registered [

Computerl ,r
(Static or

Dynamic) { === Assign IP address of

192.168.120.133
DHCP dynamic
update

Client dynamic

update

Computerl
192.168.120.133

What Is a Domain Namespace?

[Root Domain J
Top-Level Domain / { \)
Second-Level Domain /
{ nwtraders
Subdomain A
[ west l ‘3 south east
\/ B 4
. 1
FQDN: :_, Host: SERVER1
SERVER1.sales.south.nwtraders.com J
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Standards for DNS Naming

The following characters are valid for DNS names:
¢ Athrough Z

« athrough z

« 0 through 9

¢ Hyphen (-)

The underscore () is a reserved character
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What Are the Components of a DNS Solution?

Record

Resource
Record

DNS Clients DNS Servers DNS Servers on the Internet )
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What Is a DNS Query?

(A query is a request for name resolution and is directed to a
DNS server

1

» Queries are recursive or iterative
» DNS clients and DNS servers both initiate queries

» DNS servers are authoritative or nonauthoritative for a
namespace

» An authoritative DNS server for the namespace will either:
— Return the requested IP address
— Return an authoritative “No”
» A nonauthoritative DNS server for the namespace will either:
— Check its cache
— Use forwarders
— Use root hints

4, prednaska Sprava pocitatovych systému
(SPS)

How Recursive Queries Work

A recursive query is sent to a DNS server and requires a
complete answer

maill.contoso.msft

172.16.64.11

DNS Client Local DNS Server
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How lterative Queries Work

An iterative query directed to a DNS server may be
answered with a referral to another DNS server
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How Forwarders Work

A forwarder is a DNS server designated to resolve external or
offsite DNS domain names

Iterative Query

Ask .com

Forwarder |
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How Conditional Forwarding Works

Conditional forwarding forwards requests using a domain
name condition

All other DNS domains
———

e

Local DNS ﬁ

| £

Contoso.msft
DNS
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How Root Hints Work

‘ Root hints contain the IP addresses for DNS root servers

T -

"

microsoft
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How DNS Server Caching Works

DNS server cache
Host name IP address TTL s

ServerA.contoso.msft | 192.168.8.44 | 28 seconds <
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How DNS Data Is Stored and Maintained

A zone contains resource records for a contiguous portion of
the DNS namespace

| DNS Server |-~

=

Zone file: Contoso.msft.dns
DNS ClientA | 192.168.2.45
DNS ClientB | 192.168.2.46
DNS ClientC | 192.168.2.47

NS ClientB
T
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What Are Resource Records and Record
Types?

Z_ chmmrgimi - [D8L0EN-0 1 Foreeisrd Lok fores ST aders snsit]

R )
== FRR R ITF

[ recordis)
& @ cenoc o T Towa
£ Forwerd Lack | W] isare et of Authortty 1. derrkel cortisa, et ..
o () s contenannlt | ] po g g ot fokder) Hame Serves (N5 denedct conkosa meft
# (gl conkosa.nsft W Mt Host (&) 10.10.0.50
g"m""‘“‘* 0 + Folder] e (MEE) f1a}
s ton il o P o 3}
@ @emmeved Type Description
A Resolves a host name to an IP address
PTR Resolves an IP address to a host name
SOA The first record in any zone file
SRV Resolves names of servers providing
services
NS Identifies the DNS server for each zone
MX The mail server
CNAME Resolves an alias to a host name
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What Is a DNS Zone?

4. prednaska Sprava pocitatovych systému
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What Are DNS Zone Types?

Zones Description
Primary Read/write copy of a DNS database
Secondary | Read-only copy of a DNS database
Copy of a zone that contains only records
Stub
used to locate name servers
A_ctlve Zone data is stored in Active Directory
Directory ; "
. rather than in zone files
integrated
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What Are Stub Zones?

MTL-SRV2

DEN-SRV1

(SOA) Den-srv1.contoso.msft (SOA) Den-srvl.contoso.msft
(NS) Den-srvl.contoso.msft | | (NS) Den-srv1.contoso.msft
(NS) Den-srv2.contoso.msft | | (NS) Den-srv2.contoso.msft
DEN-SRV1 (A) 10.10.0.10 DEN-SRV1 (A) 10.10.0.10
DEN-SRV2 (A) 10.10.0.11 DEN-SRV2 (A) 10.10.0.11
WEBL (A) 10.10.165

DEN-DC1 (A) 1010.0.2 __/

WWW (CNAME) Web1.contoso.msft
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What Are Forward and Reverse Lookup

Zones?
Namespace: training.nwtraders.msft

DNS Client1 192.168.2.45

192.168.2.45 | DNS Client1

DNS Server Authorized Forward TG DNS Client2 | 192.168.2.46
for training zone
— i DNS Client3 192.168.2.47
-
| B

| Reverse | 1.168.1920n- [y o) 166546 | DNS Client2

zone addr.arpa
192.168.2.47 | DNS Client3

DNS Client2

4, prednaska Sprava pocitatovych systému
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Why Use Reverse Lookup Zones?
IIS Server DNS Server

Web site Reverse Lookup Zone
www.contoso.msft/dev 0.10.10.in-addr.arpa

|

+Allow only Contoso.msft
10 Den-srvl.contoso.msft
‘. 11 Den-srv2.contoso.msft
13 Den-srv2.contoso.msft
10 Den-cl1.contoso.msft
r____’_L \~r‘- S 127 Den-cl2.nwtraders1.msft
| !
10.10.0.127 J 10.10.0.10
http://www.contoso.msft/dev _http:/iwww.contoso.msftidev
(SPS)

Guidelines for Configuring DNS Zones

Internet zone

for
Contoso.msft

Conditional

0 . forwarding or
Delegation or stub zone
stub zone
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How DNS Zone Transfers Work

A DNS zone transfer is the synchronization of
authoritative DNS zone data between DNS servers

1 ! SOA query for a zone R
2 ! SOA query answered

3 ! IXFR or AXFR query for a zope
4 ! IXFR or AXFR query answered

(zone transferred)

Secondary server Primary and
master server
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How Incremental Zone Transfers Work

IXFR Request
Current SOA [12054]

Secondary Zone |~

;N

SOA [12056] 10.10.0.2 SOA [12054] 10.10.0.2
Client 1 10.11.6.5 Client 1 10.11.6.5
Client87 10.11.6.87 Client87 10.11.6.87
Client95 10.10.8.3
Client22 10.6.3.2
4, prednaska Sprava pocitatovych systému
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How DNS Notify Works

'ADNS notify is an update to the original DNS protocol
specification that permits notification to secondary servers
when zone changes occur

Resource record

. SOA serial number
is updated

Destination Server

_ 3 I DNS notify
Il Lot
4 | Zone transfer R
] -
Secondary Server Primary and
Master Server
4. prednaska Sprava pocitacovych systému
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How to Secure Zone Transfers

© Restrict zone transfer to specified servers
« Encrypt zone transfer traffic
« Consider using Active Directory integrated zones

Secondary Zone |~
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Active Directory Integrated Zones

Active Directory integrated zones store DNS zone data in the
Active Directory database

Requirements:
& Active Directory must be installed

& DNS service must be installed to service
client requests

Domain Controller

DNS Server
4. prednaska Sprava pocitacovych systému
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Why Use Active Directory Integrated
Zones?

Standard Zones

:‘/_,- T :/_.---' = !/--' T

Primary Secondary Secondary
Active Directory £
Integrated Zones

Primary

ST T ST T
uﬂu
Primary Primary
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Replicating Active Directory Integrated
Zones

¢ Active Directory integrated zones
are replicated by Active Directory

¢ Active Directory replication is:
Secure and encrypted

Multimaster

Montreal Site

« Intrasite replication occurs
frequently and is uncompressed

¢ Intersite replication traffic is
compressed and scheduled

Denver Site
4. prednaska Sprava pocitacovych systémt
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DNS and Active Directory Partitions

¢ A DNS zone can be stored in the domain partition or in
an application partition

« Administrators can define the replication scope of
application partitions

¢ DomainDNSzones and forestDNSzones are default
application partitions that store DNS-specific data

Domain
Domain Config
Config Domain . Schema

Schema

Config

Appl

Schema

Appl

App2
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Configuring DNS to Use Active Directory
Partitions

Windows Server 2003 domain controllers can store Active
Directory integrated zones in application partitions

To all domain controllers in the Active
Directory domain

\

Domain
Config To all domain controllers that are DNS
servers in the Active Directory domain

Schema
e

DomainDNSZone To all domain controllers that are DNS
4 ForestDNSZones servers in the Active Directory forest

CustomApp

-
To all domain controllers in the replication
scope for the application partition
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What Are Dynamic Updates?

A dynamic update is the process of a DNS client
. automatically updating records in DNS

Dynamic updates:
* Reduce administrative overhead
+ Streamline management of resource records

" Amanual update is the process of an administrator manually )
updating records in DNS
Manual updates:

* Provide greater control over resource
records

* Increase administrative overhead
» Should be used for Internet DNS servers
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How DNS Clients Register Resource
Records

1 | Client sends SOA query

! d
— DNS server sends zone
Resource 2 | name and server IP

address

Client verifies existing
registration

does not exist

DNS server responds by
%—J stating that registration

Client sends dynamic
update to DNS server

Windows  Windows Windows

Server 2003 XP 2000
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How DHCP Servers Register Resource
Records

DHCP client requests an IP
lease

DHCP server grants an IP
lease

DHCP server generates
client's FQDN

DHCP server updates the
client’s forward and

reverse records in DNS

|
|
|

[T

Windows Server 2003 IP Address Lease Downlevel

Running DHCP DHCP Client
4. prednaska Sprava pocitatovych systému

How Active Directory Integrated DNS
Zones Use Secure Dynamic Updates

/ A secure dynamic update is accepted only if the client has
the proper credentials to make the update

Local
DNS
. Server

y

Winaows XP

DNS Client
Domé};ébntroller
with Active Directory
Integrated DNS Zone
4. prednaska Sprava pocitacovych systémt
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What Are Service Locator Records?

SRV records allow DNS clients to locate TCP/IP-based
Services. SRV records are used when:

« A domain controller needs to replicate

© A client searches Active Directory

¢ A user attempts to change his or her password

« An Exchange 2003 server performs a directory lookup
« An administrator modifies Active Directory

SRV record syntax:
{protocol.sen/ice.name TTL class type priority weight port target ]

Example of a SRV record
[_Idap._tcp.contoso.msft 600 IN SRV 0 100 389 den-dcl.contoso.msft \
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How SRV Records Are Registered

To register SRV records, consider the following:
« The Net Logon service is responsible for updating SRV
records in DNS
« DNS dynamic updates should be enabled

« %systemroot%\system32\config\netlogon.dns contains
the SRV records that are registered
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What Is the Time to Live?
[ The Time to Live value indicates how long a record should be cached

= Resource Record /,/ Resource Record o
2 -

L
Authoritative
DNS Server2

DNS Client DNS Serverl

The records in the zone are sent to other DNS servers and clients

TTL set
on the zone

in response to queries

Records are cached based on the TTL period supplied in the record ‘

When the TTL expires, the record is removed from the cache
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What Are Aging and Scavenging

Parameters? i
(Aging determines when a stale record should be removed from the
DNS database )

AN

‘ Scavenging removes outdated or extinct names from the database ‘

( A refresh attempt is the process of a computer renewing its l
. DNS record )
Parameter Description Example
No-Refresh DNS server does not accept |7 days
Interval refresh attempts (default)
DNS server does accept 7 days
RefreshiliESSy refresh attempts (default)
4. prednaska Sprava pocitacovych systémt
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How Aging and Scavenging Work

-

=

>

7 days 7 days
S s
Jan 1 Jan 8 Jan 15
Time No-Refresh Refresh | =—
’ stamp ‘ '#}' Interval '#}' ’ Interval ‘ = [ecavenge
(& J
~
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Why Verify That a Resource Record Exists?

To identify problems with your DNS solution,
you can verify:

¢ Missing records
« Incomplete records
¢ Incorrectly configured records

You can use the following three tools to monitor DNS:

« Nslookup
& Dnscmd
¢ Dnslint
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What Is Nslookup?

Nslookup is a command-line tool used to diagnose DNS infrastructure
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What Is Dnscmd?

Dnscmd allows you to complete many DNS administrative
tasks from the command prompt

alf x|

4. pfednaska
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What Is Dnslint?

The Dnslint tool can run a series of queries to help diagnose common DNS
name resolution problems

L0l

Be ER ew Fgerde Jook b L
address [£] CiProram Fiesisucort Tockynant him B

DNSLint Report
System Date: Thu Jun 02 1915 51 2005
Command run
dnetind /d contoso.medt s 10.10.0.7
Docmain nam tpstied
contoso msft
Tha fallawing 1 ONS servers ware idestified ae autharitative for the domain
DNS server: den-dcl.conteso.msft
P Address 101002
UDP part 53 respanding 10 queries: YES
TCP port 53 responding to queries: Not tested

Angwenng authoritatively for domain: YES =

(SPS)
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What Is a DNS Event Log?

A DNS event log is configured to log only DNS events
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What Is DNS Debug Logging?

DNS debug logging allows for detailed DNS statistics and
information to be gathered

. a2
anary DNS Serverl Inedscer | Fowades | Advenced | FootHig
T T

Debugloggnd | Evenllogong | Monbeng | Secury

o

To aesitt 4 "
0 DINS serve 10 3 g e Debug loggig is isnbled by defaud
¥ Log packets for debuiging

Packel denchon Tranapod profocol

¥ Quigong } whectat F UDP srlect of

F Incoming st 0P et ane

Packet conbents: Packet hpe:

P Quosns/Transioes t 7 Roqugdt | jelect ot
o

7 Upstateg } Vantons 7 Heeporse least ome.

™ Motifeation:

Dther oplons

I~ Detnds

I e i |

Lo fle

: e
Secondary DNS Server2 e
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