tiskarny + spooler
sharing
DFS
NTFS prava + prava obecné
kvoty

http://www.cs.vsb.cz/navrat

Realizace sdileni prostredku

= Architektura Client-Server
= Lan Manager
- sluzba Server
- sluzba Workstation (klient pro pfistup k serveru)
= protokol SMB — Server Message Block
= nezavislé na transportnich protokolech
- TCP/IP (port 445), NBT (porty 137-139), IPX/SPX

» Bezpeclnost
= autentizace béZnou Windows metodou
- LanManager (LM), Kerberos
= pfistupova prava nastavena na objektu
(permissions)

Ulozeni informaci o shares

= Bé&zné sdilené adresare

= konfigurace Serveru v registrech
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters

- podkli¢ Shares

= vychozi zabezpeceni klice — modifikace pouze pro
Administrators

= Administrativni sdileni

= ADMINS, Print$, C$, D$ (pfistup jen Administrators)

= neni vidét v prizkumnikovi (ale \\pce322k\d$)

= ddlezité i pro nékteré programy (SMS, instalace, ...)

= |ze vypnout v konzoli, ale obnovi se pfi restartu

= trvalé vypnuti jen v registrech - AutoShareServer = 0

Bezpecnost sdileni

= Kdo muze nasdilet sloZzku
= Administrators, Server Operators a Power Users
(ownership nepom0ze, ale da se to zménit)
= vyZaduje se READ DATA permission na slozce

»= Anonymous access (NULL Sessions)
= pokud je povoleno, neni nutna autentizace a
procesy bézici pod ,Local System*“ mohou
pfistupovat k pocitaci ze sité
= velice nebezpecné

= nastaveni v registrech (+ restart Serveru)

NullSessionShares, NullSessionPipes
HKLM\System\CurrentControlSet\Control\LSA\RestrictAnonymous




Bezpecnost sdileni

= Bezpecnostni nastaveni tykajici se sdileni

= Additional restrictions for anonymous connections

= LAN Manager authentication level

= Amount of idle time required before disconnecting
session

= Digital signatures
- mutual authentication
- message consistency

= Send unencrypted password to connect to third-party
SMB servers

Vypnuti sdileni

= Sluzba Server e o
= vypnuti sluzby “F",-:::*‘MWLMWH
= NET STOP Server ]
= Odinstalace / vypnuti  [Faeee. —— =
= Control Panel ST e | _|j
Network Connections [ e |
* File and Printer Sharing e ey e s e
for Microsoft Networks T ———
= TCP port filter
_ | e |

= 445, 137-139
* nevhodné, vypina cely NetBIOS

Vypnuti sdileni

= Nevyhody vypnuti sluzby Server
= vypne také sluzbu NetLogon
- nepojede pfihladeni ze sité
= vzdalené administrativni ukoly nebudou mozné

Prikaz NET

» Management z pfikazové radky
= NET STOP, START, PAUSE, CONTINUE
= NET STATISTICS SERVER
= NET STATISTICS WORKSTATION
= NET USE M: “\lektor\data 2” heslo /user:"dom\user”
= NET USE M: /D
= NET SHARE
= NET VIEW \\lektor
= NET CONFIG SERVER, WORKSTATION
= NET SESSION \\computer /delete
= NET FILE fileID /close




Prikaz NET

= Sdileni adresare
= NET SHARE sharename=d:\data
/DELETE
/USERS:number
/UNLIMITED
/REMARK:"notice”

Prikaz NET

= Konfigurace sluzby Server
= NET CONFIG SERVER
/autodisconect:minutes (-1, ...)
/srvcomment:”’komentar®
/hidden:yes|no
= Konfigurace sluzby Workstation
= NET CONFIG WORKSTATION
/charcount:bytes
[chartime:msec

Pristup ke sdilenym prostredkiim

= \\pce322k\data
= NetBIOS jméno pocitace
= NetBIOS over TCP/IP = NetBT
= port 139 = netbios-ssn (NetBIOS Session Service)
= pokud je NetBIOS zakazan nebo je “objeveno” DNS
jméno, pouzije se TCP/IP

* \\10.0.0.1\data

= |P adresa pocitace
= TCP/IP port 445 = microsoft-ds

= \\pce322k.vsb.cz\data
= DNS jméno pocitace
= TCP/IP port 445 = microsoft-ds

Nebezpecény GUEST

= L okalni u¢et GUEST
= defaultné vypnut (zakazan)
= pokud je povolen, uzZivatelé ze sité bez uctu jsou
ovéreni jako GUEST
» Podminky pfistupu jako Guest
= pristup ze sité pomoci lokalniho uctu
= neexistence Uctu stejného jména
= povoleny ucet GUEST bez hesla
» NebezpecCi uctu
» GUEST je ve skupinach Guests, Users,
Authenticated Users a Everyone
= ze sité ve skupiné Network




Auditovani pristupu ze sité

= Sdileni soubort neposkytuje audit
= zapnout audit na pfislusnych souborech
= auditované polozky maji

primary user name: poditac$
primary domain: doménapocitace

client user name: jménoklienta
client domain: doménaklienta

Off-line files
Fi ¥ _|j X
» Pfistup k datim off-line === 2
Gened | view | Fie Types D!huﬂu|
= synchronizace pfi D) Sunp e ey ot ok o
v s e . , L
pozdeJS|m prlpOJgnl B
= stavy online / offline R
¥ Eresble peminders
[robigsettiogs | Drisplay paminder haloon vy B me
.::J :ﬂﬂ;’”zmﬁf&mw chased fokder are cached T Blmce shestcas i Offom Fie kbt 1 thr cashitis

gt of k. sfcom 43w ba bavsgunp clfiem e

M0 0% of el

7 o canchingg of B s shsend okber

DeleieFies. | Vewlies |  dvanced |

[Cox ] cmew | w0 |

Off-line files

= Mddy synchronizace
= Manual caching for documents
- manualni oznaceni (pin) soubort které je nutné
zpfistupnit off-line
- pfi dostupnosti serveru pfistup vzdy na server
= Automatic caching for documents
- automatické zpristupnéni vSech otevienych
souborl ve slozce
- pfi dostupnosti serveru pfistup vzdy na server
= Automatic caching for programs (Optimize for
performance ve Windows 2003)
- vzdy ¢teni pouze lokalni verze

Administrace off-line files

= Reset cache
» Folder Options / Offline Files
CTRL+Shift + Delete Files

= Administrativni nastaveni
= gpedit.msc — editor politiky
= Group Policy / Computer Configuration /
Administrative Templates / Network / Offline Files

= Disable user configuration of Offline Files
= Subfolders always available offline
= Administratively assigned offline files




Poznamky k off-line files

= Nelze vyvolat ,Make available offline®
= Terminal Services na Serveru Windows 2000
= |okalni sloZka i pfi pfistupu pfes \\pocitac\share
= Offline files jsou zakazany politikou
= Novell NetWare server
= Zastupce
= zastupce souboru je dostupny offline
=> soubor je dostupny offline
= zastupce slozky je dostupny offline
=> slozka neni dostupna offline

Kos$ a obnovitelné mazani souboru

u RECYCLER obal | res (o) o2 | wTes oo e |
= NTFS nepodporuje -
obnovu souborll el i s

* mazani v prazkumnikovi
pouze pfesouva do koSe
(SHIFT-DEL maze)

= nesetfi se misto,
nutno obcas vysypat

= kazdy uzivatel ma
vlastni koS (SID) pro
ostatni nepfistupny

_.‘.....‘--n

Zabezpeceni souborového systému

= ACL — Access Control List

= VVlychozi zabezpeceni
= pouze NTFS souborovy systém
= administrator — plny pfistup
= Power Users — nebezpeci kvl instalacim
= Users — pFistup pouze ke svym profilim

= Root systémového oddilu (Windows 2000)
= vychozi pfistup pro Everyone
= veliké nebezpeci zmény loaderu, boot.ini
= DoS - Denial of Service (zahlceni disku)
= vytvareni novych adresar

Vlastnosti pristupu k souboriim

= Kolize

= spustény .EXE soubor (image) nelze smazat ani
zménit - jde pfejmenovat a jeho misto je pak volné

= EXE soubor Ize spustit vicekrat za sebou

= soubor nékdo pouziva (ma ho otevieny)
- i pfi nasilném ukonc&eni procesu dojde k zavieni
souboru a je opét mozné s nim pracovat

= systémové soubory nelze nahradit (WFP)
- nesmi existovat kopie v DIlICache ani nesmi byt
dostupna instalacni slozka (i386, ServicePackFiles)
- v8e se synchronizuje => musite na to rychle (.BAT)




Adding a Local Printer

Local or Network Printer
The wizard needs to knaw which type of printer to set up

Select the option that describes the printsr you want ta use:
() Local printer attached ta this computer
[#] Automatically detect and install my Plug and Plag printer

(O & network printer. of a printer attached to another computer

=\ Tosetup anetwork printer that is not attached to a print server,
\l) use the "Lacal printer” option

< Back i Neat> Cancel

Find Printer

2

— o] o ||

Find riter... |

=

=] v [y

SR
o]

s |

— w |
Tirestn =

Coach Rt Cron RESD-FEA PRI

N £

=) found

Driver Rollback

T, Davier Manager

W Display adglers
+ b DVDICD-ROM drives
= i3 Plooy dek controbers
+ i Flogpy disk drives

3 IDE ATAJATAP] eortroliees
o Kevbosrds D oson i v
Mce and othar peirking devices Dot W1 Bl

Update Driver...\/\ (= v it sl s

Disable [ Do | T o o i v
Uninstall

T e forrlor oot i
Scan for hardware es

[ s ot o v

Properties




What Are Printer Permissions?

Permission Allows the user to:

Print documents

Connect to a printer and send

to the printer

the printer

Perform the tasks associated with
Manage Print permission. The user has
Printers complete administrative control of

Manage
Documents

printer

Manage all aspects of documents
that all users submit. The user
cannot send documents to the
printer or control the status of the

Why Modify Printer Permissions?

Limit or increase access to

a printer for selected users

(B scles Properies BRI A sles Properties 2x
Generl| Shaing | Pots | Advarced Secuy | Deviee Setings | Generl| Shaing | Pots | Advarced Secuy | Deviee Setings |
Dirougp &4 utht ruras Dirougp &4 utht ruras
A irisranses [DT WSV A it atois] A irisranses [DT WSV A it atois]
€ CREATOR DwhER € CREATAR CWhER
Lo 5 0 0L S es [CONTOS0NOL Saies]
AT L s Marsingens | 1D S es Maranges] [
bt | Benoe |
Bermazion: Jor DL S dley ey Dlery
Pt =] o
Marsagn Frrder o =)
Manags Diocumert: o o
Smeinl Preristions o =]
Fos spomcil pmissions o s adbesmce oatings, Ieiarcad Fos spomcil pmissions o s adbesmce oatings, Mranced
I - | I - |

What Are Printer Locations?

+ Each location name corresponds to an IP subnet
= The location attribute for subnet objects and printers must be

the same

USA/Seattle/Building 1 DeNnver | s a/penverfFloor 2
Building 1 R @ Entire Directory Floor 2 "
192.168.30. TH usa 192.168.10.
7 1657 78 bemer
192.168.32.% ! 192.168.11.*

USA/Seattle/Building 2

Building 2

USA/Denver/Floor 3

« Add levels to the location attribute for the printer to better define

the physical location

i [ooment Yew Hep

= Word.doc  User1

£ Priority 10 2

Are Printer Priorities?

& Printer-Critical
Pt [ooment Yew Hep

= Word.doc User2

£ Priority 90 2

=)




Goraed | Log i | Recovery | Gepmndencins |

et e Souborovy systém a sdileni

Swnicarame  Soocke

Dinplay s, o St
Coscaphon L0938 iea 0 memony o ke ok

(0

P o seacutatie
LT L pooke

s Performing Disk-Management Tasks by Using Disk
Customizing the My Documents Folder Management
.
* Changing folder | e cows su seany
location i [t Coomeniddrns woanti baieon

* Customizing
folder attributes Tape o s

I TR

» Customizing (e ] ) (o]
sharing and
security
properties

List
view

3 | I Proveay partion [l Esterciod partion [l Froe space [l Logeal dmve.

[ox [[comen ]




Changing a Drive Letter

£ Computer Management

B Pl Ao Vew  Window  Hek =1l
= B0 F EXFS

Vohare [ Loyoue [ Type ] Fle System [ Stats [ Copacty | Free Spsce | % Free | Fauk Tokral
= (c) Segle  Dynamic NTFS Healhy (System) ZO0GE THIME X% Mo
EMNeww Vohaon (F:) Sesple  Drynaic  NTFS Haultyy 1% MR 104 ME L LY L)

< »
Eoisk 0

Drynamic or:)

45568 2.00 GB NTFS.

el Heakhy (Systan)

Sro-noMo
D08 (Dc)

Auea €D

Delete Voume...

Propesies
I Ursbicird [l Sevgies o

Using FAT or FAT32

FAT or FAT32:

« Works well on small disks with simple folder structures
» Supports dual-boot configurations

indows XP
rofessional
Zﬂ Windows 98

Using NTFS

NTFS Provides:

« Improved reliability by identifying and not using
bad sectors

« Enhanced security by using EFS and file permissions
« Improved management of storage growth
« Support for large volume sizes

Defining Compressed Files and Folders

NTFS files and folders have a compression state

* When accessed, files are automatically uncompressed

« Space allocation is based on uncompressed file size

* Compressed files and folders can be designated by color




Compressing Files and Folders

Faldar 1 Propartios

Gerevsl | Shaing | Securty | Cuttosize

- Foleler 1
Type: Fie Folder Advancad Attributes
Locaiorr [\

"‘g Chocee the settngs you want for this fokder

Sw 5.9 M (37 556,53 bybes) ‘When you apoly these changes you wil e asked F you wank the
changes to offect o subfolders and files as well.

Sizeon dek:  J5.9 M (I7 607 296 bytas)

Contsins: 11 Fler. 2Fekdens 7" it s o ttngos
[ Folder i ready for srchiving
Cinated Moeeday. Jure 11, 2001, & 0458 PM, [7] Foe faat searching, alow Tradeceine Servicn ko index this Foider
Atvtnges. ] Finac onky Acvirced.| - Compress or Eneryee sttrbutes
[lHidten [ Comprass contents to shvs dih spats sifffmn
] Brcrypt contmets bo sacurs dats

= Caneed

oF. Cancel | |

Copying and Moving Compressed
Files and Folders

LTF S @ it [:F S Move -
'I i]ﬂ} . 'I i]ﬂ} —_—

v T Copy between volumes
Lm Move between volumes

What Are Permissions?

» Permissions define the type of access
granted to a user, group, or computer for an
object

* You apply permissions to objects
files, folders,gnd p

* You assigna! |kxai
groups i(i
Active Di

=l S

What Are Standard and Special
Permissions?

Standard Permissions Special Permissions
MOC Properties 1 E3
Gonrd| Shamg Secusty | Cumomze | O |
GG OF UL i : [Prdmrvihtors NWTREDERS Admenis  Changs
[ hcinatcrs INWTRADERS Warmrsctaies) e e |
€0 CREATAR DWHER Ao rto [T - |
swsien semason: Mo Doy
A0 Ul (R TRADE RS M) T B2 o =
Taportse Fokder £ Emerades Fie = o
Lint Foide / Flead D ] [u]
_tad | _ e Py =] a
Pramesons lin s atins Alwr [ Fiosd Extended Al B [=]
Full Cortol =] Coaate Fies / Wie Dala =] o
Moy =] Crnabe Frioss / Apporsd Dala = [u]
ekt 8 e § 8
:I:.I,.:O““ Forterts E E Dieiehs Subdbders and s =] o
Diefets =] o
e a = FosdPamiesions 2 o
T special phimisticns of 1o advanced N0L.  pguanced Bep bl = n =
clek Addvarad - ; ceas |
or. Caresl
_ |
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NTFS File and Folder Permissions

File permissions

Folder permissions

What Is NTFS Permissions Inheritance?

Inherit permissions |

« Full Control « Full Control
« Modify « Modify
« Read & Execute « Read & Execute
« Write v Write
+ Read ¢ Read
¢ Listr Folder Contents

e,

e

/

FolderA
| Read / Write
FolderB
Access to FoIderB
Prevent inheritance |
FolderA
\
FolderB
No access to FolderB FolderC

Effects on NTFS Permissions When Copying and
Moving Files and Folders

*  When you copy files and folders, they inherit the
permissions of the destination folder

*  When you move files and folders within the same partition,
they retain their permissions

*  When you move files and folders to a different partition,
they inherit the permissions of the destination folder

App|YIng NTFS Permissions

« Sales group
Read for Folderl

1 Folderl

Read for Folderl \ i
Filel
« Sales group ]

m Write for Folder2
3| « Users group
ﬁ‘]_ﬁ} Modify for Folderl
0y

¢ File2 should only

be accessible to
Sales group with

Sales Group Read permission
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Disk Quotas
JLocal Cuk (e Properties 8 x|
Genmdl | Took |  Mucwse | Shang |
» Can be set e || mesae
! Saghur: ik quotas e dissbied
globally or S
individally for e —
each user I o
St winerieg bovel o [ 70 ) -

» Can prevent st e g b e
storing data for © D
users under —
space limit

Co ] oo |_am

Disk Quotas 2

= Quata Enkrics for Users (E:)

450 M0 4
50M8 1l
50M8 0
50M8 2
45018 43
5018 0
5018 1]
50 10

50 10
50 10
450 M0
450 M0
450 M0
45010
45010
45010
50M8
50M8
%M
50M8

5018
5018
s v

2Tl sl oTesnece

Security ldentifiers and Access Control
Entries

» A computer or user account is assigned a
unique security identifier (SID)

— A SID is verified when a user attempts to establish a
connection with a domain resource

— A SID is created for each account

« Each directory object, or resource, is protected
by access control entries (ACE)

» Users logging on to the local computer may
access domain resources; they will be prompted
for a valid domain user name and password

Search Types

Basic query criteri
include:

* Object type
* Location
* General values| [t

associated with| e
the object,
such as name

and description

ol Degarizatiznsl Urds
Cushom Soaeh

Ll £

NEL
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What Is Group Nesting?

» Group nesting means adding a group as a

member of another group _————-_
roup

* Nest groups to consolidate group
management

* Nesting options depend on the domain
functional level

Group Strategies

User Accounts

.Ié:TﬁiT

Global Groups

Domain Local
Groups

Universal Groups

Permissions

%

Group strategies:

¢« AGP ¢ AGUDLP
¢ AGDLP «AGLP

What Are Administrative Shared

Folders?
2 Computer Management [
Bl B pewn gew  gedw  peo =18%]
-+ DR DE @
|5} Comout egement (LONDON) | [ Shared Fkder
e = o
2 o
Klornts
g aommg
(T lsd
1 ] Performarer Logs and sierts | sans
- Rne— WEPETLOGO0N
e W srsvoL

Shared Folder Permissions

Permission

Description

Read

(Default, applied
to the Everyone
group)

& Allows you to view data in files and attributes
@ Allows you to view file names and subfolder

names

& Allows you to run program files

Change

(Includes all Read

permissions)

& Allows you to add files and subfolders
& Allows you to change data in files
& Allows you to delete subfolders and files

Full Control

(Includes all Read

and Change
permissions)

® Allows you to change NTFS file and folder

permissions

13



Methods to Connect to Shared Folders

T T ey e——
o el A Gy

T

Welcome to the Add Network Place
Wizard

oren
.U.-.f...».n- erscm iy

@ St g

Pimrmnact Lotk .

What Are Published Shared Folders?

* A published shared folder:
— Is a shared folder object in Active Directory
— Can maintain static friendly names

« Clients:

— Can search Active Directory for published shared
folders

— Do not need to know the name of the server to connect
to a shared folder

— Can search by using keywords if they do not know the
exact name of the share

How Published Shared Folders Are Used

» Administrators can use Active Directory Users and
Computers to find shared folders

*  Windows XP Professional clients can search Active
Directory from My Network Places

Fle Edt Vew Hep I“
Firet [ v i [eF v - [Tébon}p_]
Shared Fokdert | Advanced]
]
E——
G
¥

Configuring Files and Folders for Offline Use

Folder Options
Gonersl | Veaw | e Typea | OFfine Fies

PRTISR SISRI WRNPIRSRRRPIPRIS ()(line Files - Advanced Sett... [7 [
E¥Y  networkc even when you am not comnecied . "
ﬂ Set up haw your computer beharts when the
| conecnon i anathe csmputer o e netwerc 5

] Ersbie Cffire Fies A
[#] Syrctrrrnse ol olfire e when loggng o

[¥] Symctworsze ol o fies beforn loggeg off
il o) (O tever alom oy compnter 1.0 olfine
] Dusptay & ramminidar avery:

60 2 mues Excepton kst

[¥] Creste an Offine Fles shoscut on the desiaoo Sompr: Behariar

] Ercryit i thes 1o secure data

Aot of dek sace 10 use for temporary offine fles.
...
7 119GE (10 :1/

| Dete Fies... | [ View Fien | [ Advanced |

C= )|
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DFS

DFS LINK

| |
i Ao i

DFS REPLICAS

,[} DFS ROOT

DFS terminology

« Dfs root: You can think of this as a share that is
visible on the network, and in this share you can
have additional files and folders.

+ Dfs link: A link is another share somewhere on
the network that goes under the root. When a
user opens this link they will be redirected to a
shared folder.

+ Dfs target (or replica): This can be referred to
as either a root or a link. If you have two
identical shares, normally stored on different
servers, you can group them together as Dfs
Targets under the same link.

DFS — new root

e Rt Wiiared |

Hol Seave
E e U rvaeme: of U bl e o B e

S nanre:
[retzery. doman conf Bpowin

< Bk et Cancal

Root properties

Huol Hame
Vo s vk e s B eeh DFS see
Tgpon a uriuen rugesm b i 1t
ook nama:
|CON"Nk
Poeviesw of LINIC path b the oot
[Ffomam comCOMPANY
Geenesants
[Eameany Foo
Shaee o be used:
E
<hak [ pesr Tl
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Root share

Hool Shae
The speciied share does rot east. Cresle a rew share ot the lolosng loason.

s s have:

New link

21
Erter & ruseren s fusth fox the resws k. \a/hen users: open this ek they
¢ e b e shared ok o 1o 1 e e
Lk name:
[5ies
Prasier of UNC path 1 the ik
D DMAIKCOMPAN S e
[ et AP Dome._|
Commnacty

Amount of time chents gache thin ieferalin seconds:
150

o] _ema |

(B |
| ontributed He Spsten =101
e W.W el
v 06 @00 FHE0Y 5 E DFS AD
E; Dhdrinted Fie S Foook Target [efseferd [ Stats |
{53 Yidomeln.com| SOHEANY hpETsERvCoMPaNy Enabied Crine |

23 Soes

5 suppent

5 Mrkating

b of i3t 3 degaved, 3tetal 1
domain.conn' LOMPANT Propesties L 2=
Genmal P |
¥ Puublsh thes roct n Actes Dwschon
P io DFS ok
[Vdornam, corstCOMPANY
Qescrpton:

[Comry Fot

Dwsi 8.0

[DOMAIN Adrrbates
Eywteds

| =]

UziteCny sw

Obsazeni disku: TreeSizePro,WinDirStat
Prava a spousta dalSich véci. : Hyena

Kopirovani: robocopy (MS), Security explorer, Secure
copy (Small Wonders)

Monitoring fs: filemon,diskmon

Kontrola prav: accesschk, accessenumm, shareenum
(MS-SI)

Oteviené soubory: handle, movefile (MS — SI)
Pfesun: Print migrator (MS)

Sprava: Total Commander, FreeCommander

Sprava hesel: KeePass
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