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Strucny prehled




Klientské OS Serveroveé 0OS

Windows 95, 98, ME

Windows NT Windows NT

W:ﬂgmi )2((F))OO Windows 2000 Server

Windows Vista Windows 2003 (R2)

Windows 7 Windows 2008

VWV!ngows g 4 Windows 2008 R2
indows 8. :

Windows 10 W!ncows 2012 (R2)

Windows CE, Windows Mobile Windows 2016 (rel.

Windows Phone 7... 09/16)



‘8990 ‘9192 °93 ‘94 ‘95 ‘96 ‘97 ‘98 ‘99

‘00‘01°02°03 04 ‘0506 ‘07 ‘0809101112131

6 S |

CE1.0
CE20

L
 Vyvoj OS Windows

"'I"""""'[I'I

CE3.0CE4x CE5.x CE®6.0 CE7.0

|
Pocket PC Mobile : |
2002 2003 SE ‘ Mobile 6.x Phone 8

Pocket PC ' Mobile :
2000 2003 Mobile 5 Phone 7.x

http://en.wikipedia.org/wiki/Microsoft Windows
Poznamka: Veskeré Udaje pochazejici z wikipedii nelze bez
dal$iho ovéfeni povazovat za smérodatné a spravné! I



http://en.wikipedia.org/wiki/Microsoft_Windows

32 bit

Starsi pocitace

Omezena pamét RAM
(obvykle max. 4 GB)

N V7

NizSi vykon

Nejnoveéjsi funkce OS
nemusi byt dostupné
Nekteré aplikace
vyzaduji 32bit OS

64 bit

Je potreba , novéejsi®
hardware

Vyssi vykon (aplikace
vSak musi byt take 64
bitove)

Kompatibilni se 32 bit
programy

Vyjimecné se mohou se
objevit problémy s
ovladaci zarizeni

Pozor - X64 vs. Itanium!



Home
Premium

Home Professional Professional Ultimate Ultimate N
Premium N N

Funkce

Usnadnénikazdodennich ¢innosti pomoci vvlepSené
navigace na plose.

Ryvchlejii a jednoduisi vvhleddvani programi a rvchlé
vvhledaninejéastéji pouZivanvch dokumenti.

Sledujtefadu svich oblibenych TV pofadi zdarma,
kdykoli se vaim zachce, s funkci Intemet TV

Spousténifady programi produktivity systému
Windows XP pomoci technologie Windows XP Mode.

Snadnéjiia bezpetné&jsi pripojeni k firemnim sitim
pomoci funkce Pfipojeni k doméné.

A (N N (N (RN
AN N N N N

Kroméuplné funkce Zilohovani a obnoveni, kterd je k
dispozici ve viech edicich, muzete provést zilohovini v
domacinebo firemni siti.

A
A
AN
AN

Pomoc pfi ochrané dat v poéitadi a pfenosnvch ulofmvch
zatizenich pred ztritou nebo odcizeni pomoci ndstroje
BitLocker.

Moimost price v jazvce dle vlastni volby a pfepindni
mezi 33 jazvky.

http://windows.microsoft.com/cs-CZ/windows7/products/compare



http://windows.microsoft.com/cs-CZ/windows7/products/compare
http://windows.microsoft.com/cs-CZ/windows7/products/compare
http://windows.microsoft.com/cs-CZ/windows7/products/compare

Porovnani edic

Legenda: D= Medostupne = Dostupneé castedné fomezeng & =P dostupné

Server Role Enterprise = Datacenter Standard Itanium | Web | Foundation | HPC

Active Directory Certificate Services & & o i

Active Directory Domain Services ﬁ ﬁ 0 D O ° ﬁ

Active Directory Federation Services & & i o i i i

Active Directory Lightweight Directory & & & o i ] i

Services

Active Directory Rights Management & & & o i & i

Services

Application Server & L] L] & i & i

DHCP Server & & & o o & V]

DNS Server & & & o & & &

Fax Server V] & & - O v O pfipojeni, 1
pripojeni.

File Services & & o i
6 Omezeno na

Hyper-V & & i i (] pfipojeni Remot
Desktop Services.

Metwork Policy and Access Services & & I i

Print and Document Services & & & I 0 0

Remote Desktop Services & & o i

Web Services (II5) & & & & & & &

Windows Deployment Services & & & o i ] ]

Windows Server Update Services (WSUS) & & o ] ] ]

Kterou edici? (W2008 R2)

—




Porovnani edic

Cross-File Replication (DFS-R)

Failover Cluster Modes (Modes)

Fault Tolerant Memary Sync

Hot Add Memory

Hot Add Processors

Hot Replace Memory

Hot Replace Processors

IAG4 RAM

1454 Sockets

O O] O O O

O O O O O] O O] O] O

Metwark Access Connections (TAS)

Meomezeno

Meomezeno

=

Metwark Access Connections (RRAS)

O QO O . O O O] O O] O

Bles|l o o o o o o o O O

Meomezeno

Meomezeno

Bl ol o o o o o o o o o

Remote Desktop Admin Connections

[

8]

Remote Desktop Services Gateway

250

Meomezeno

Meomezeno

O

Virtual Image Use Rights

Haost+1VM

Host+4vM

Meomezeno

Host+1VM

XG64 RAM

32GB

2TB

2TB

dGB

1258 5B

X564 Sockets

4

4

Kterou edici? (W2008 R2)

—




Windows Server Orientacni cena
2008 R2... (ne OEM verze)

Foundation

Standard
Enterprise
Datacenter
Web Server

For Itanium-Based
Systems

HPC
Windows Small

cca 5 000,-

cca 16 000,-
cca 65 000,-
cca 150 000,-
cca 10 000,-

cca 19 000,-

Business Server 2008 cca 31 000,-

Standard /Premium

.

Zaklad pro malé
firmy

Bézny standard
Clustering

Mnoho omezeni,
hlavné web sluzby

Super servery

Omezeny pocet

Vo O
uzivatelu, mnoho sw
navic

 Kterou edici? (W2008 R2)




Other: 4.18 %
Windows 8: 1.82 % \

Linus 2.11 %/‘\
Mac 0S X 10.11: 4.38 %

Windows 8.1: 7.92 %
Windows XP: 9.36 % —

Windows 10: 22.99 %

Desktop Top Operating System Share Trend

— Windows 7: 47.25 %

Year 2010 to Year 2013

fly OS na trhu

(odhad Q3 2016 a Q3 2013)

~ T5%
-8 Windows 7 ———y _ A
<+ Windows XP Rt ST
50%
- Windows 8 5 *=—0-—0—0
4 MacOS X 10.8 ‘\
. 25% =
- Windows Vista |
-8 Other = W - — — _ -
0% T
.'@‘ .'\Q .'\Q .'\G .\5 .«Q' .@' .\G .-53 J\G J\Q’ J@‘ A A A A s e \“ A I I '3" '\1‘ '\1" '\1‘ &3' *3‘ &3' ,\"‘p ,\"y ,\"‘y ‘], '3" '{5 RN IO BENC N BN N .-\@‘ .\"5 J\@‘ J{b J{b
L by Ly L o
FESEPS T IS L F IS F S F TP F 8 6 P IS P F S @ P S P

http://www.netmarketshare.com/operating-system-
share.aspx

Poznamka: Veskeré Udaje pochazejici z wikipedii nelze bez dalsiho
ovéreni povazovat za smérodatné a spravné!

—



http://en.wikipedia.org/wiki/Usage_share_of_operating_systems
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Web_server

Windows
MNIX
Ostatni

Top 500 Servery
Linux

Unix

Mixed

Windows

BsSD

--I s

50,2
38,9
10,9

92,4
4,8
2,2
0,4
0,2

(velmi hruby odhad Q2 2012)

Web Servery
Apache

1IS (Microsoft)
NGINX

GWS (Google)
Ostatni

http://en.wikipedia.org/wiki/Usage share of ope
http://en.wikipedia.org/wiki/Web server

3dily OS na trhu

--.Ia

61,45
14,62
11,09
3,4
9,44



http://en.wikipedia.org/wiki/Usage_share_of_operating_systems
http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Web_server

Firma X

OnTap

Samba

SusE

Ubuntu

Windows 2000 Server
Windows 7

Windows 8

Windows NT
Windows Server 2003
Windows Server 2008
Windows Server 2012
Windows Vista
Windows XP Professional
Celkem

8
[
10
1

8
467
2

[

omputer -Filter * -Properties * |Select-Object Name,OperatingSystem | ConvertTo-Csv | Out-File .\comp

lad podilu OS ve firme

( Q3 2012 a Q3 2013)







Core Full

\Windows\system32\cmd.exe

C:\lUsers~Adninistrator>

EL |
Server Manager a
& ~' Server Summary [ server summary Help
“ Command Prompt
~ [Computer Information % Change System Properties
Administrator ¥ View Network Connectons
420 Windows Update
A ipd ¥ Configure Remote D
Documents
@ reereogie
Computer
| toteosd
Network
@ Ease of Access Center
Contral Panel

Admnistratve Todls b

Help and Suppart

@ Go to Windows Frewal
Run, & Configure Updates

42 Check for New Roles

£ Run Seauity Configuration Wizard
EsC

B Configure

> AlPrograms

Configure refresh




I\,_./I £7 Install Windows

Select the operating system you want to install

Description:

reducing management requirements and attack surface,

Operating system Architecture Date modified
Windows Server 2008 R2 Standard (Full Installation] wad 71472009
Windows Server 2008 B2 Standard (Server Core Installation) T14,/2009
Windows Server 2008 B2 Enterprise (Full Installation] whd 771472009
Windows Server 2008 B2 Enterprise (Server Core Installation) wad T7/14/2009
Wincdows Server 2008 B2 Datacenter (Full Installation] whd 7/14,/2009
Windows Server 2008 B2 Datacenter (5erver Core Installation) w04 71472009
Windows Web Server 2008 B2 (Full Installation] wbd 7/14/2009
Windows Web Server 2008 B2 (Server Core Installation] b4 7/14,/2009

This cpticn installs 2 minimal installation of Windows Server without the standard Windows user
interface, and with a subset of server roles that can be managed from a command prompt,




Nastroje pro spravu




Nastupce AdminPaku z
Windows 2000/2003
Sada ndstroju umoziuje
spravovat role a funkce
(,roles” a ,features"),
které jsou nainstalovany
na lokalnim Ci vzdalenem
pocitaci.

Remote Desktop Services

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Data Sources (QODBC)

DMS

Event Viewer

Group Policy Management

Internet Information Services (II5) Manager

% ISCSI Initiator

._‘__3

Local Security Policy
Performance Monitar

Security Configuration Wizard
Server Manager

Services

Share and Storage Management

' Storage Explorer

=

i
E

|

System Configuration

) Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic

_;' Windows PowerShell Modules

Windows Server Backup

Windows System Resource Manager



Microsoft Management Console
Poskytuje rozhradni pro ,snap-in“, které slouzi
pro spravu hardware, software a sitovych
sluzeb

MMC se pro vzdalenou spravu pouziva k:
Provadéni rutinnich i pfileZitosnych Ukolu
Provadéni stejnych Ukolu na vice vzdalenych
pocitacich
Urychluje pristup ke konfiguraci (neni nutné
pouziv vzdalenou plochu atd.)



Administrator: C:\Windows\system32\cmd.exe ==

ip show interfaces

L connected Local Area Connection
LA 4294967295 connected Loophack Pzeudo—Interface 1

CislserssAdministrator*netsh interface ipuvd set address name=""Local Area GConnect
ion" source=static address=10.10.10.10 mask=255_255.255.0 gateway=18_.180.18.1

C:xlserssAdministrator*netsh interface ipvd add dnzserver name="Local Area Conne
ction" address=18.10.10.2 index=1

[&.| Administrator: C:\Windows\system32\cmd.exe _ |9

C:xUsers~Administrator>hostname
HIN-R14UEGTH33GQ

C:slUserssAdministrator*netdom renamecomputer Xcomputernamex <MewMame:SRUBA1
Thignﬂgiratiun will rename the computer WIN-R14UEGTMIIQ
to -

Certain services, such as the Certificate Authority,. rely on a fixed machine
name. If any services of this type are running on WIN-R14UEGTH33Q.
then a computer name change would have an adverse impact.

Do you want to proceed <Y or HNX?

u
The computer needs to be restarted in order to complete the operation.

The command completed successfully.

sslUserssAdministratorshutdown —» —t G



7 PowerGUI Script Editor M.

File Edit View Go Debug Tools Help
NEEHIS Q¥ Rl@ i » =z gl =
"-ﬂ]crtcheck.psl

1 to look for expiring certificates

2

3 date

4 ) .AddDays (Scthreshaold)

5 System.Secur

& pen ("ReadCn

7 store.certificates | {

S If (% _.NothAfter -1t Scdeadline) {

1 5 Select Issuer, Subject, NotAfter, @{Label="ExpiresIn"; Expression={($

[void] [Svstem.Reflection.fssembly]::LoadWithPartialName ("System.Windows.Forms")

wn
"
4]

objNotifyIcon =

sion

Instanceld
L
CurrentCulture

entUICulture
PrivateData
IzRunspacePushed
Runspace

Uersion

—

System.Windows.Forms.NotifyIcon

PE C:“Users> get—host | fFormat—tabhle

Instanceld uI

ormat—1list

ConsoleHost

2.8
32fh72d6-bh4%e—4fe?-8747-h714fd6?1d2a

on.BalloonTipText = "Certificate for this computer is about to expire.

CurrentCultu Current

»e

-NotAfter - (Get-Date)).Days}t}

-

Please check certificate or co

ture

Variables
B $s
Length
S
Length
Hs_
Sargs
Scdeadline
[E &cobjMotifylcon
[ BalloonTipText
= BalloonTiplcon
value__
= BalloonTipTitle
Length
ContextMenu
ContextMenuStrip
Icon
Text
Visible
Tag
Site

\Li

53

m

PrivateData

Microsoft...

System_-Management .Automation.Internal.Host.InternalHostUserInterface

cs—CE
en—US

Microzoft.PowerShell.ConsoleHost+ConsoleColorProxy

Fal=e

System.Management .Automation.Runspaces.LocalRunspace

IsRunspacePu Runspace

C\Users\zak
43

1

snull

snull
9.10.2011 10
System.Wind
Certificate for t
Errar

3

Certificate expi
24

gnull

Snull

{Icon)

True
Snull
gnull

| = | E |-t

False System.Ma...




Hromadna konfigurace s vyuzitim ,Group
Policy" (zasad skupin) v ramci domeény
Konfiguracni skripty:
WMIC (Windows Management Instrumentation
Command-line)

Windows Script Host (Jazykove nezavislé
prostiredi pro spousténi skriptd - napf. Jscript .JS,
.JSE; VBScript .VBS, .VBE;

Windows Remote Management
System Center Configuration Manager



Server Manager

File Action View

o= | A|E

Help

E

(] B

Server Manager (ACMEDC1)

+ [+ +lu"+g.|+ + F= F 5

= DNS Server

—-1 File Services

5 Web Server (IIS)
Features

= Group Policy Management

Diagnostics
{d] Event Viewer
i 3 Windows System Resource
(%) Performance
= Device Manager
=] Configuration
+ [ -) Task Scheduler
) 'a : .
+ ﬁ' Windows Firewall with Adve
S Services
&l WMI Control
=5 Storage

£

;: Active Directory Domain Se

Roles

H-\ View the health of the roles installed on your server and add or remove roles and features.

]

~| Roles Summary I] Roles Summary Help

*! Roles: 4of 17installed _Eg} Add Roles

= Remove Roles
1. Active Directory Domain Services
1. DNS Server
Filz Services
Wweb Server (I15)

| Active Directory Domain Services I] AD DS Help

Stores directory data and manages communication between users and domains, incuding user logon processes, authentication, and directory searches.

= [P Go to Active Directory Domain
Role Status Services

Messages: 1

System Services: 8 Funning, 2 Stopped

Events: 1warning, 13 informational in the last 24 hours

Best Practices Analyzer: To start & Best Practices Analyzer scan, go to the Best Practices Analyzer
tile on this role's homepage and dick Scan this Role

=+t _Add Pale Services

Administrator: Command Prompt

slUzerssAdministratorservermanagercnd

Fervermanagercmd.exe is deprecated, and is not guaranteed to he supported

v re releazes of Windows. We recommend that you wze the Windows Powerfhell cmdlet
that are availahle for Server Manager.




Administrator: G:\Windows\system32\cmd.exe

C:sUserssAdmin istratul more
Uze the listed update name ith Ocszetup.exe to install-suninstall a server role
|ur optional feature.

|Hdding or removing the Active Directory role with OCSetup.exe is not supported.
|It can leave vour server in an wunstable sztate. Always use DCPromo to install op
uninstall Active Directory.

Inztalled:BitLocker
Installed:BitLocker—HemoteAdminTool
Installed:CertificateServices
Installed:ClientForHNFS—Base
Installed:CoreFileServer
Inztalled:-DFSN-Server
Installed:DFSR-Infrastructure—ServerEdition
Installed:DHCPServerCore
Installed:DHS—Server—Core—Role
Installed:FRE—Infrastructure
Inztalled:-II15—WehServerRole

—— Mot {nstalled:IIS—FTPSeruer
i—— Mot Installed:IIS-FTPExtenszibility

MU Lo LALGWU =7l 11111 AL LW O LU

—— Hot Installed:WCF—HMonHTTP-Activation

ot Ins’t:eullue:u:l:I.-.'in||:1_||:|u|.~|lsElE:Pll.ll|E=1'-Ba|c:}«:upl;EEE;EEE;;::JI

nztalled:WINS-S5C

C:slzerssAdmninistratordstart ~W ocsetup Hinduwsﬂerueé@EEEEE::}

CosUsepssAdministrator >

Inztalled:Windo clup
I

Mot




Administrator: CG\Windows\system32\cmd.exe - sconfig

Microsoft C(R>» Windows Script Hoszt Uersion 5.8
Copyright <¢C» Microsoft Corporation. All rights reserved.

Inspecting system...

Domain-Workgroup:

Computer MName:

Add Local Administrator
Configure Remote Management

Windows Update Settings:
Dovnload and Install Updates
Remote Deszktop:

Metwork Settings
Date and Time

18> Log Off User

11> Restart Server

12> Shut Down Server
13> Exit to Command Line

Enter number to select an option:

Workgroup: WORKGROUP
SRuA1

LETTTER

[c+.| Administrator: C:\Windows\system32\cmd.exe - sconfig

Enter number to select an option: 4

Conf igure Remote Management

Allow MMC Remote Management
Enable Windows PowerShell

Allow Server Manager Remote Management
Show Windows Firewall settings

Return to main menu

Enter selection:




D:~>8tart_Coreconfig.wsf

| N

!*:
Microzoft (R> Windows Script Host Uersion 5.8
Copyright <C»> Microsoft Corporation. All rights reserved.

Manuf acturer : Microsoft Corporation
ComputerModel: Uirtual Machine

ScriptContext: [x64 — Extended 64bit]

055ku: 18

OSName: Hicrosoft UWindows Server 2088 RZ Standard
08Type:- 18

05Display: Core Edition

CSDUerzion: No Service Pack

JeE-E-E-E

Checking for MetFx—ServerCore Feature. Please wait...

Not Installed:NetFx2-Ser Install HetFx-ServerCore and Powershell Feature E2

needs the MetFx-ServerCore and Powershell feature
in order for Core Configurator 2.0 to function




ore Configurator 2.

Lore Conmgi

Tools Logs  Help
CoreConfigurator 2.0 Main Menu

Setup tool for configuring Licencing,Metworking and all other
components of Windows Server Care 2008 R2

SRWI1

Tools Logs Help

CoreConfigurator 2.0 Computer Menu ‘Computer Name SRvOL
Configuration of all computersettings,Demain controller and Worlgroup/ Domain  WORKEROUP
Version Enterprise Server Core R2

Roles in Windows Server Core 2008 R2

Computer Mame
Workgroup/ Domain
SKU Version

WORKGROUP
Entzrprise Server

Computer settings

i
Configure computer name,domain configuration "i -
and computer roles and features. T

Computer settings...

Network settings

Configuration of allnetworking adapter settings
and proxy settings

| Metwork settings. .. I

Licence settings
Current server licence status,online and offline
activation and product key configuration.

Licence settings...

Control panel settings

Windows update,display settings and
configuration of windows firewall.

Control panel...

Hyper-V settings
Virtual machine manager for server-care
starting and stopping of virtual machines

Ry per=v selhiygs -

L Computer settings -
=S| computer name and domain join functionality. Pl

Computer and domain. .

" K Role and Features.
Install new roles and features on this
computer.

Add or Remove Roles...

using a wizard.

desktop.

Domain settings.
Complete domain join functionality and removal

Remote Management settings.
Remote management settings and remote

Remote Desktop...

WinRM...

Services.

., Currently installed services name and
< description.

Services...

[EENNNNS\ Core Configurator 2.0

Tools Logs  Hep

CoreConfigurator 2.0 Network Menu

Configuration of all network settings and connection settings to
the internet in Windows Server Core 2008 R2

SRVOL
VIORKGROUP
Entarprize Server Gore R2

Computer Name
Workgroup/ Domain
Version

Network settings.
Current network configuration,renaming and
= enabling,disablingof network cards.

Network interface cards..

. Users and share settings e
Current administrator access to this computer __;’y
2 and share creation and deletion.

Group membership...
Share management...

=

Exit

Core Configurator 2.0
Toos Logs Hep

CoreConfigurator 2.0 Control Panel Menu

Configuration of all cantrel panel settings in Wi
Core 2008 R2

Internet settings
Current serverlicence status,online and offline
activation and product key configuration.

Proxy configuration.

Storage settings
iSCSI devices are storage devices on another
computer on your network that you can connect to.

iSCSI. configuration. ..
el i

SRW0L
VWIORKEROUR
Everprise Server Core R2

Computer Name
Workgroup/ Domain
SKU Version

ndovis Server

P Windows Update settings
| Configurationofwindowis Updates usingd
connection or WSLIS Server.

Windows Updates....

Firewall settings
Current firewall status and rule configurati

Firewall...

P Regional settings
1 Keyboard configuration and date and time
seftings.
o~ Keyboard...
Date and Time.

&«

Personalisation settings
0 Configurationof display settingsand
screensaver timeout.

Display Resolution.

2% Hardware settings
an @8 Addand RemoveWindows cerfied drvers

Add Drivers. .

L'/ Program settings
l’) Add or remove programs from this computer.

Add Remove Programs...

<Back




Zaklady UAC




Rizeni uzivatelskych G&td
3 nove urovné UAC

UZivatel si mUzZe nastavit Uroven
upozornovani vs. pohodli

Aplikuje se na administratory
Ztlumeni plochy (Secure Desktop)

Rizeni ugivatelskjch Gétl pomaha predchazet tomu, aby potenciainé ékodlivé pragramy provadély zmény v

Windows

Lﬁ




High: (obdoba Windows Vista)
Dotazuje se na: vSechny zadosti o zvyseni prav
Dotazuje se: na zabezpeceném desktopu
Medium: (vychozi nastaveni)
Dotazuje se na: zvyseni opravnéni, ktera nejsou soucasti Windows
Windows znamena:
Podepsané certifikatem Windows
Bezpecné umisténi
Neumoznuje kontrolu nad prikazovou radkou (napr. cmd.exe)
Dotazuje se: na zabezpeceném desktopu
Low:
Dotazuje se na: zvyseni opravneni, ktera nejsou soucasti Windows
Dotazuje se: na standardnim desktopu

UZivatel mGzZe pracovat/spolupracovat s desktopem

Mozné problémy s kompatibilitou produktd tietich stran, které nabizeji zjednoduseny
pristup

Off: (UAC vypnuté)
Zadny Protected Mode v IE
Zadna virtualizace souborového systému a registry



Vyzaduji lepsi izolaci nezli tomu je u stavajicich u étu
sluzeb

Nechci se starat o spravu hesel
Virtual accounts jsou jako servisni ucty:
Process spusten s virtualnim SID
Je mozné nastavit ACL objekty na tento SID
Systém spravuje hesla
Pri pfistupu na sit vyuziva Gcet pocitace
Sluzby mohou mit definovany virtual account

Jmeéno uctu musi odpowdat konvenci "NT
SERVICE\<service>"

Service control manager kontroluje, jestli jméno sluzby odpovida jménu
uctu

Service control manager vytvari uzivatelsky profil pro ucet
Vyuziva také IIS app pool a SQL Server
Managed Serice Accounts



-

BN Spravee: C\Windowshsystem32\cmd.exe

Nazev_sluzby: rpcs

Typ_ 1aent1F1katoru _SID_sluzby: UNRESTRICTED
C:N\Hindows\system32>sc 351dtype mpssve

[SC] QueryServiceConf igZ uspéech

Nazev sluzby: mpssv

Typ_ identifikatoru SID _sluzby: RESTRICTED

B Spravee: C\Windowshsystem32hcmd.exe

C:\HWindows\system32>sc showsid rpcss
NAZEV: rpcs

SID SLUZBY: S 1-5-80-979556362-403687129-3954533659-2335141334- 1547273080

C:\NHindows\system32>sc showsid mpssvc
NAZEV: mpss

SID SLUzBY: S 1-5-80-3088073201-1464728630-1879813800-1107566885-823218052

BY Spravee: Ci\Windowshsystem32\emd.exe

Nazev_sluzby: rpcss

Nazev_sluzby: mpssvc

C:\Hindows\system32»sc gprivs rpcss
[SC] QueryServiceConfigZ uUspéch

C:\Windows\system32>sc gprivs mpssvc

[SC] QueryServiceConfigZ Uspéch

E—

Opravnéni : SeChangeNotifyPrivilege
SeCreateGlobalPrivilege
SelmpersonatePrivilege

Opravnéni : SeAss1gnPP1maryTokenPrivilege
SeAuditPrivilege
SeChangelMot if
SeCreateGloba
SelmpersonatePrivilege
SelncreaseQuotaPrivi

r1v1lege
rivilege

ege




BN Spravee: CT\Windows\System32\emnd.exe

INFORMACE O OPRAVNENICH

EgIDcreaseQuotaPrivilege Upravit kwvoty paméti pro proces

azano

,EgSgcurityPrivilege Spravovat auditovani a protokol zabezpedeni
azano

SeTakeOwnershipPrivilege Prevzit wvlastnictwvi soubord a dalsich objektd
kazano

SelLoadDriwve

kazano

SeSvystemPr«

kazano

SeSvystemtin

Hkazano ) L

SeProf ileS iNazev opravnéni

kazano === = ===
SelncreaselllSeShutdownPrivilege Vypnout systém Zakazano

Hkézéno SeChangeNotifyPrivilege NepouZzivat kontrolu prochéazeni Povoleno

SeCreatePadiSeUndockPrivilege Vy imout poéitaé¢ z dokovaci stanice Zakazéano
SelncreaselorkingSetPrivilege Zvysit pracovni sadu procesu Zakazano
eTimeZonePrivilege Zménit dasové pasmo Zak&zano

Programy (1)
BHS  Oteviit

Dokur ) Spustit jake spravee
i ta 1-Zip L
| di Rg)  Majit viry v cmnd.exe

| b Pfipnout na hlavni panel




Windows hlida udalosti a pfi zjisteni_pokusu o
zapis do zabezpecenych lokaci, at jiz adresar
,Program files“, ,Windows" Ci registry,
p{esmeruje takovy pozadavek do tzv. virtual
store.

C:\Users\%username®%\AppData\Local\VirtualStore
HKCU\Software\Classes\VirtualStore\MACHINE

Virtualizace zéapisu je prezentovana jako
prechodna moznost pro prechod na novejsi verze
aplikacil.

s (o) 7 7 7 - v
Problemem tady zustava zapis do slozky |
dostupne jen aktualne prihlasenemu uzivateli,

napriklad konfiguracni zmena aplikace se
nepromitne vsem uzivatelum.



B Totl Commander 7360 JonZok o e e

Soubor. Vybrat Prikazy Sit Zobrazit Konfigurace Start
elaffles| s | ¢ | da|k |0
Gb B =d of o9 Gh @1 B Pk @ Gv B\
Ldc v [w7_wd100] 25.4 GB z 97.5 GB volnych

@b 2: 01BN e Bh G B §
f v [vms_wd640] 20.4 GB z 195.3 GB volnych

Zahmout do knihovny ¥ Sdilets v Vypalit Nova sloika

St Oblibent polotiy ( [EI Nézev polodky 2 Datum zmény Typ Velikost
% Naposledy nl\dtJ— | ar-SA 23.2.2011 18:07 Slozka soubordi
J# Dropbox b es-CZ 2322011 18:07 Slozka soubord
B Plocha ). da-DK 2322011 18:07 Slozka soubord
& Stazené soubory . de-DE 23.2.2011 18:07 Slozka soubord]

| el-GR 2322011 18:07 Slozka soubort

74 Knihovny | en-US 23.2.2011 18:07 Slozka souborl
Dokumenty b esES 232201118407 Slozka soubord
o) Hudba = b ete 14.7.2009 5:20 Slozka soubord
Obrazky . fi-fl 23.2.2011 18:07 Slozka soubord
B videa L frFR 23220111807 Slozka soubord

L hell 23.2.2011 1807 Slozka souberd

& pogitaé | hu-HU 23.2.2011 18:07 Slozka soubordi
&, W7_WD100 (C) bitm 23.2.201118:07 Slozka soubord
s Data_WD100 (D?) L ja-se 23.2.2011 18:07 Slozka soubord
2 VMs_WD640 (F:) ). ko-KR 23.2.2011 1807 Slozka soubord
s Media 640 (G:) L nb-NO 23.2.201118:07 Slozka soubord
s SWAP_WD640 (S: . nl-NL 23.22011 18:07 Slozka soubord

= L pl-PL 23.2.201118:07 Slozka soubord

| L Polozky: 361
itova aplikace bezici v

_64bitovém systému |
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