


Workgroup (prac. skupina)
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Identifikace zdroju

Poskytuje moznosti pro:
Pojmenovani
Popis
Umisténi a vyhledavani
Pristup
Spravu
Zabezpeceni

Vlastnosti AD DS

Integrace DNS

Skalovatelnost

Centralizace
spravy

Delegovani
opravneni




Strukturovane uloziste informaci o lidech a
zdrojich v ramci organizace
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Domain Tree
(vétev domény)

Domain

Objects (objekty)

Domain Domain

Domain
(doména)

\ Organizational Unit (organizacni jednotka)

Forest (doménova struktura)




Subnet Site
- (sidlo)

Subnet
(podsit)

WAN Link | ,+*

Domain Controllers
(fadiCe domény)




Ve

Forest-wide role

¢« Schema master

¢ Domain naming
master

Vs

Domain-wide role

¢« PDC emulator
¢ RID master

¢ Infrastructure
master

Vs

Domain-wide role

¢ RID master
¢« PDC emulator
¢ Infrastructure

master




: Jeden drzitel role hlavniho serveru v
jedné doménové strukture. Drzitel role FSMO hlavniho serveru schémat je radic
7 v s . J4 7 v O
domeny zodpovedny za aktualizace ve schematu adresaru.

: Jeden drzitel role
hlavniho serveru v jedné domeénové strukture. Drzitel role FSMO hlavniho serveru
nazvl domén je Fadi¢ domény zodpovédny za provadéni zmén v oboru nazvd
adresare zalozeném na doméneé v celé doménové strukture.

: Jeden drzitel role
hlavniho serveru v jedné doméné. Drzitel role FSMO infrastruktury je radi¢ domény
zodpovédny za aktualizaci identifikatoru SID a rozliSujiciho nazvu v odkazu na objekt
mezi doménami.

: Jeden drzitel role hlavniho serveru v
jedné doméné. Drzitel role FSMO hlavniho serveru relativnich ID (RID) je jeden radic
domény zodpovédny za zpracovani pozadavkd fondu RID ze vSech Fadi¢t domény v
dané doméne.

: Jeden drzitel role
hlavniho serveru v jedné doméné. Drzitel role FSMO emulatoru primarniho radice
domeény je radi¢ domeény systému Windows, ktery se pracovnim stanicim, clenskym
serverim a Fadi¢im domény, které pouzivaji starsi verze systému Windows, inzeruje
jako primarni radi¢ domény. Jedna se také o hlavni prohledavac domény, ktery
zaroven zpracovava neshody v heslech.



: The schema master domain controller controls all updates and
modifications to the schema*. To update the schema of a forest, you must have
?ccess to the schema master. There can be only one schema master in the whole

orest.

: The domain naming master domain controller controls
the addition or removal of domains in the forest. There can be only one domain
naming master in the whole forest.

: The infrastructure is responsible for updating references
from objects in its domain to objects in other domains. At any one time, there can
be only one domain controller acting as the infrastructure master in each domain.

: The RID* master is responsible for processing RID pool
requests from all domain controllers in a particular domain. At any one time, there
can be only one domain controller acting as the RID master in the domain.

: The PDC emulator is a domain controller that advertises itself as the
primary domain controller (PDC) to workstations, member servers, and domain
controllers that are running earlier versions of Windows. For example, if the domain
contains computers that are not running Microsoft Windows XP/Vista/7 or Microsoft
Windows 200x client software, or if it contains Microsoft Windows NT backup domain
controllers, the PDC emulator master acts as a Windows NT PDC. It is also the
Domain Master Browser, and it handles password discrepancies. At any one time,
there can be only one domain controller acting as the PDC emulator master in each
domain in the forest.



Definice trid a atrlbutu obJektu platna pro
cely forest. Je mozné je dale rozsSirovat.

Zmeny ve schématu je mozné deaktivovat a
modifikovat.

Tridy objektu Atributy
accountExpires
User department
distinguishedName
I directReports
dNSHostName
Computer operatingSystem

repskFrom

| repsTo
& | Printer firstName
lastName



Obsahuje podmnozinu atributl pro vSechny
obJekty v AD (pouze pro cteni)
Umoznuje vyhledavat objekty v ruznych doménéch

Je dalsi ,roli* DC




Geopoliticky model Obchodni model

b [3] Austria » B _Admin
3 Belgium b B EZ'rI:ri:l{
» @ Canada 2] Groups
4 (3| Czech Republic b (3] Servers

» 2] Contacts i [3] System Accounts

(3 External Users b (2] Users

- |4 Groups & (3] VDI Machines

b [3] Servers bo[E] VMWare

4| Shared Mailboxes

3 System Accounts

2] Users 4 [3] Messaging

» (2] Workstations i @ Backup
» 2] Denmark ER Exchange2003
> [E] &_m”iﬂ i 4 Exchange2007
> [&] Finland » &1 Exchange2010
. (2] France

NS /

isténi objektl ve strukture
organizacnich jednotek




Jméno Priklad

LDAP relative
distinguished OU=COstrava
name

LDAP
distinguished OU=0Ostrava, DC=vsb, DC=com
name

Canonical name | vsb.com/Ostrava

S-1-5-21-1417401333-308236325-725345543-

2 108617

GUID 8402a48a-680c-41a7-c5ba-25175c5ecel1




Standalone server (v prac. skupiné )
Member server (Clen domeény)
Domain controller (radic domeny)

DCPROMO se pouziva pro povyseni stand-
alone/member serveru na domain
controller (radic domeny), event. pro
odebrani role AD DS.


http://technet.microsoft.com/en-us/library/cc732887(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc732887(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc732887(WS.10).aspx

One-way trust
One domain allows access to users on another domain, but the
other domain does not allow access to users on the first domain.
Two-way trust
Two domains allow access to users on both domains.
Trusted domain
The domain that is trusted; whose users have access to the
trusting domain.
Transitive trust
A trust that can extend beyond two domains to other trusted
domains in the forest.
Intransitive trust
A one way trust that does not extend beyond two domains.
Explicit trust
A trust that an admin creates. It is not transitive and is one way
only.

Trusts

UmoZiuji pfistup uzivatell z jedné domény ke zdrojim v jiné doméné.



Cross-link trust
An explicit trust between domains in different trees or in the same tree
when a descendant/ancestor (child/parent) relationship does not exist
between the two domains.
Shortcut
Joins two domains in different trees, transitive, one- or two-way.
Forest trust
Applies to the entire forest. Transitive, one- or two-way.
Realm
Can be transitive or nontransitive (intransitive), one- or two-way.
External
Connect to other forests or non-AD domains. Nontransitive, one- or two-
way.



Uéty objektd

Uzivatelé a pocitace

—



Franisek Uzivatel Properties _EE 2] x|

Dial-n I Envvironment I Sessions I Remote control I
Remote Desktop Services Profile | Personal Vitual Desktop I COM= I
General |.P~.ddress I Accourt I Profile | Telephones I COrganization I Member Of

2 X Franisek Uzivatel
r#

First name: IFlanisel-: Initials: I

Last name: Ileivatel

Display name: IFlElnisek zivatel

Description: I

Office: ITechnnlngicka 55-1

Telephone number: |+42DEEI3123455 Cither ...
E-mail: Ihantisek.I:-.uzivatel@hntmail.-:l:um

Web page: II'rttp:,-’frrrg,rs'rte.'-.-'sI:n.c:zfpers-:nnalﬁlarr Cther..

il Logon Hours for Franisek Uzivatel

Al

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday

Saturday

Manday through Friday from 8:00 AM to 5:00 PM

Account options:

|

* Logon Permitted
" Logon Denied

[~ Password never expires

[ Store password using reversible encryption
™ Account is disabled

I¥ Smart card iz required for interactive logon

L [

-

L

— Account expires
£ Never

* End of: Sunday . December 01, 2013

L

QK I Cancel Spply Help




L LTI T T [l |

. Domain Guests  Securi

i Domain Users  Securi
& Enterprise A... Securi

'}J,Enterprise R... Securi Account options:

%, Franisek Uziv... User

iy T _ [ Password never expires ]
. Group Policy ... Securi L bl )

2. Guest User T —-- reversible encryption J
:"; krbtat ser .EDLI 13 disabie

2 RAS and IAS Sacuri dard 15 required for interactive logon j
.'_'I'llna-h.-l o O i

Citlivost zamceni uctu:
Pocet nelspésnych pokusu o pFihlageni
Ochrana pred odhadnutim hesla
Pozor napr. na Win32/Conficker a dalsi!
Selhani prihlaseni pri:
Prihlaseni k uctu
Odemceni sporice obrazovky s heslem
Pristup k sitovym prostiedkim



R1 Properties

Location I Managed By I Cbject I Securty | Dial_-in I Attribute Editor
| Operating System I Member Of I Delegation I Pazsword Replication

zeneral

R1

Computer name (pre-Windows 2000): R1

DMS name:
DC Type:
Site:

Description:

R1 Properties ﬂﬁl
[R1pkilocal '
Location | Managed By I Ohject I Securty | Dialdin | Attribute Editar
IWﬂﬂ'EStElﬂﬂﬂ or Server General  Operating System | Member Of I Delegation I Password Replication
I Mame: Windows Server 2008 R2 Ente
I Version: IE.'I (7600)
R1 Properties 2>

_ Location I Managed By I Ohject I Security I Diall-in I Attribute Editor |
General I Operating System Member Of | Delegation I Password Replication |

Member of:
Mame | Active Directory Domain Services Folder

Cert Publishers phi local/Users

Domain Computers phi local/Users
Pre-Windows 2000 Compati... phkilocal/Builin




Identifikuji poc“:itac”:e v domeéneé

UmoanJl overovani a audit pristupu k
siti a sitovym prostredkum

Umoznuji nastavit prava pro pocitace
(napr. pri instalaci softwaru)

Vyuzivaji je pocitace s OS Windows

Windows Server 2000 a novjsi

Windows 2000/XP/Vista/7/8...

Windows NT

,Home" edice nelze pripojit do domény
Mohou je vyuzivat i jiné OS (Red Hat
Enerprise Linux, OS X ...)




- Active Directory Users and Computers

File  Action View Help

e — = - = — ; —
ez rnlglEcs B8RS Tah
: Active Directory Users and Comput | Name Type [
| Saved Queries __1_, Admin User
El & pki.local L, Administrator User E
| Builtin - e N J— J— ] I
| 3 Cu:nmputersl .- UCty pocitace vytvorené automaticky | |
= | Lomain antrollers 3 nebo vzniklé bez zadénicesty v
~ EnrzgndSFemrTPrlnnpals ﬁi,Dns.ﬁ.u:Imins Security Group ... [
+ -
- esmndrennd 52, DnslpdateProxy Security Group ... |
| Managed Service Accounts | ] _ _
= :ﬂ Domain Admins Security Group ... [
| Program Data 55' o ) - -
- --'_‘D X ] 0 v y sy SR
= Users #2. | Ucty uzivatelu vytvorené bez zadani  |,...
T TTDS Quotas 2.0 cesty Voo
‘:ii'DUIIIEIIII LISET & SELLINTLY ol L||_I|:| . /
ﬁi,Enterprise Admins Security Group ... [
ﬁi,Enterprise Read-only Domain Controllers  Security Group ... |
!; Franisek Uzivatel User

Je mozné definovat vlastni vychozi kontejnery

Obvykle se objekty

presouvaji do OU



F® Find Users, Contacts, and Groups - O] =
File Edit View

Find: |Users, Contacts, and Gmupsj In: I: Ertire Directany j Browse .. |

Users, Contacts, and Groups

Use Computers ed I
Printers | Find Mow
MNa| Shared Folders : -
De Organizational Units - - -
Custom Search Condition List: &dd Remove
Common Cueres
City Starts with  Ostrava
E-Mail Add... Present
B® Find Custom Search
File Edit WView
Find: ICustnm Search j In: I: Ertire: Directory j
Custom Search Advanced |
Guery string:
Enter LDAP query: = d
{&(objectCategony=personjobjectClass=user) Define Query... |
{userfccountControl: 1.2 840.113556.1 4 803:=2)
: - : - len= . (objectCategony=personjobjectClass=user)
l (&(objectCategory=person)(objectClass=user)(!cn=administrator) userAcoourtControl-1.2.840.113556.1 4 803:<65536)
oK Cancel |




Modely zabezpeceni

UCty skupin
Pristupova prava

—



Kerberos V 5 Standard protokolu pro
autentizaci uzivatelu a systému. Je
primarnim autentizachim mechanizmem
pro Windows 2000 a vyssi.

NT LAN Manager (NTLM) Primarni
autentizacni protokol pro systemy
Windows NT.

Secure Socket Layer/Transport Layer
Security (SSL/TLS) Primarni
mechanizmus pro autentizaci pro QFistupy
k zabezpecenym webovym serverum.



Po ovéreni uzivatele je vytvorena datova
struktura ,,access token" a ,session"
uzivatele.

whoami /all

Bl Ci\Windows\system32\cmd.exe -

INFORMACE O UZIVATELI

Atributy

skupina, Ve wvy¥chozim nastaveni
Skupina pouZitia pouze k odmitnuti
Povinnad skupina, Ve wvychozim nastaveni
Povinna skuplna, v¥chozim nastaveni
Povinna skupina, vychozim nastaveni
Povinnad skupina, vychozim nastaveni
Povinnad skupina, vychozim nastaveni
Povinnad skupina, vychozim nastaveni
Povinnad skupina, vychozim nastaveni
Povinna skupina, vychozim nastaveni

skupina

TY\INTERACTIVE ama skupina
GON 2 skupina
T¥YNAuthenticated Users 2 skupina
TYNThis Organization am& skupina
Z skupina
TYSNTLM Authentication = skupina
Label~Medium Mandatory Level Popisek

W
v
U
T
0
T
T
0
T
a

Liplipldpldpldpldplinlisliplis]
| T T O O I |

E
B
B
N
C
N
N
L
N
M

Vypnout systém Zakazano

MepouzZzivat kontrolu Erochézeni Povoleno

ege Vyimout poéitaé z dokovaci stanice Zakazano
SeIncreaseNorklngSetPrivilege Zvysit pracovni sadu procesu Zakazano
SeTimeZonePrivilege Zménit éasové péasmo Zakazano




TGT - (Ticket Granting Ticket) slouzi k
vytvareni dalSich tiketu. , Prihlaovaci
tiket", vystaven na zakladée (pred)ovéreni

heslem.

EX Administrator: Command Prompt

TargetMame <3PM>»

ClientMame
DomainMame

TargetDomainMame
H}tTanetDumainHame

A8 B8 BA A8 BA B8

StartTime

EndT ime
Renewlntil
TimeSkew
EncodedTicket

51a]alh)
AA1A
Aa2Aa
AA31A
AAa48
AAsA
AAGA
Aa'’a
A A

g2
af

g2
A3
1b
a7

B:@x22c93

krbhtgt
krbhtgt

A B0 B0 B0 B P 9@ AA A@ B8 B8
1812812 3:43:5%1 <local>
18-1-2012 13:43:51 <local>
18828012 3:43:5%1 <local>

+ A minutedis?»
Cgize: 17872
82 B6 aj-ad Al B85 al

5 on mn on wn own (G en mn @@ om@ @@ oE@ o@m oEnoan

A2 al 18:38 6h 72

82 B6 63:-ad 12 al
L B4 82:-86 £5 25
b3 9e:?a al 4e
cl d5:=al3 e 59
Se 47:51 d2 cf

= |- (w5

Bx4leBlBAA —> forwardable renewahle initial pre_aunthent
KeyType BAxi2 — AES-256-CTS-HHMAGC-SHA1-76 |
KeyLength 32 — B0 0@ B0 AA B0 AR B0 AR OO BB OA BB AR BE AAE

We...j..zU07z_Nk.

e GG 0. ...



TGS - (Ticket Granting Service) umoznuje
pristup ke sluzbam (sdilené soubory,
posta, SQL...).

B Administrator: Command Prompt = |-

Current Logonld iz B:-@8x22c93
Cached Tickets: (52

e

Client:

Server: krbtgt.

KerhTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags Bx6B8 B8 - forwardable forwarded renewahle pre_authent
start Time: 18-1~ 3:43:56 C(locall

End Time: 181~ 13:43:51 (local>

Renew Time: 1B8-8.- 3:43:51 <locall

Session Key Tupe: —256—CTS—-HMAC-SHA1-96

Client: -
Server: krerbhtgts

KerhTicket Encryption Type: AES-256-CTS-HMAC-SHA1-76

Ticket Flags Bx4BeddBdA —> forwardabhle renewabhle initial pre_authent
Start Time: 18-1-20812 3:43:5%1 (local>

End Time: 18-1-20812 13:43:51 (local>

Renew Time: 18-8.-20012 3:43:51 <{local>

Session Key Type: AES—-256—CTS—-HHAC-SHAL-96

Client: -

Server: cifss

KerhTicket Encryption Type: AES-256-CTS-HMAC-SHA1-76

Ticket Flags Bx4Ha4@B@@ —> forwardable renewable pre_authent ok_as_deleg

Start Time: 3:43:55 <local>

End Time: 13:43:51 <(local>
Renew Time: 3:43:51 <(locald
Session Ke 8—256—CTS—HMAC-SHA1-96




Uzivatelé, pocitace, skupiny a dalsi jsou
definovany jako objekty.

Rizeni pfistupu k objektim vyuziva
popisovace zabezpeceni -

,security descriptors":

Seznam uzivatelu a skupin, kterym byl udélen
pristup k objektu

UrcCeni udeélenych opravnéni, dédeni
Definovani udalosti, které by mély byt
predmetem auditu

Definovani vlastnika objektu



Mame

IUSR

Administrators (OMETA,
SYSTEM

Users (OMEF\Users)
Authenticated Users
Authenticated Users

| ACE

' 4

Mame:

Authenticated Users

Apply to: | This folder, subfolders and files

Permissions:

Allow

Deny

Full control

Traverse folder [ execute file
List folder [ read data

Read attributes

Read extended attributes
Create files [ write data
Create folders [/ append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

Rizeni pFistupu

O0FRE=ERE=ER=RF=O

OOO00O0OOO OO
m

.........




roup Policy Creator Owners Prnpl:rliﬂ

2| x|

Object I Security | Attribute Editor | Admis Er 2]
General Members | Member Cf I Managed By Security I Environment I Sessions I
_ Remote control | Remote Desktop Services Profile I
Members: .
Personal Virtual Deshkiop I COM+ | Attribute Editor I
' General I Address | Account | Prafile I Telephones I Organization I
? ”"' e (L Published Certficates  Member OF | Password Replication | Diakin | Object
%, Administrator phi local/Users
Member of
Mame | Active Directory Domain Services Folder |
Administrators phki local /Builtin
Domain Admins pki local/Users
Domain Users pkilocal/Users
Enterprise Admins  pkilocal/Users
Group Policy Cre...  pkilocal/Users
Schema Admins pki local/Users
Add... Remove
Add... | Remave |
|

Zmeny je mozné provadet napr. i pomoci pfikazu DSMOD.EXE
nebo Add-ADGroupMember / Remove-ADGroupMember




E,, Server Manager

File Action View Help
& | HmIXE = H
i Server Manager (R1) Groups 16 Group(s)
g) Roles - -
Features |_MName Users Properties
Diagnostics i administrators |
=l S} Configuration &% Backup Operators
Task Scheduler %‘Cerﬁﬁmt& Service DCO.. ,
: |
Windows Firewall w | & Cryptographic Operators %l Users
1), Services B Distributed COM Users
WMI Control .%'E'uent Log Readers
= %u Local Users and Gre %‘Guests Description: ll:lrts:mrs arelp;:;errteqdfmr&maldng a::jc:iderrtal or )
| Users %'IIS_IL.ISF-'.S i iana em-wide changes and can rn mao
| Groups Metwork Configuration ... _
Members
5 Storage Pl performance Log Users :
%lperfmmance Manitar ... ﬂ_ﬂ NT AUTHORITY Autherticated Users (5-1-5-11)
%‘F‘nwer Users S NT AUTHORITY\INTERACTIVE (5-1-5-4)
I print Operators E_ﬂ PKI"Domain Users
%‘F‘.emnte Desktop Users
.%'F‘.Eplimtnr

Wychozi lokalni skupiny

EUSE'E




ive Directory Users and Comput | Mame

Saved Queries 52, Account Operators
pki.local 52, Administrators

| Builtin $2 Backup Operators

| Computers H2 Certificate Service DCOM Acce——
EI Domain Controllers %Crwt&graphic Operators tive Dwectnry. Users and Comput | Name
ij ForeignSecurityPrincipals %Distributed COM Lisers Saved Queries 1 Admin

| LostAndFound i pki.local L Administrator
|| Managed Service Accounts %Euent Log Readers 1 Builtin 52, allowed RODC Password Replication Group
2] Olomouc 12, Guests = C“”‘F’Pt“-'“ #2, Cert Publishers
| Program Data %HS—IUSRS Eu DGH‘I?IF‘I Cunt’luller.s ) %Denied RODC Password Replication Group
7 System 52, Incoming Forest Trust Builders | ForeignSecurityPrincpals £ DrsAdmins
| Users 52, Network Configuration Operat % Lusmndgnund. $2 DnsUpdateProxy
7] NTDS Quotas %Perﬁ)rmance Log Users & E:;:fjc Service Accounts %Dumain Admins
%Perﬁnrmanc& Manitor Users | Program Data %Dnmain Computers
%PrE—Winduws 2000 Compatible [ System 52 Domain Controllers
aF‘rint Cperators 7 Users 2, Domain Guests
%Remnte Desktop Users ] NTDS Quotas %Dnmain Users
aﬂerﬂimtﬂr 52 Enterprise Admins
aSEFUEF Operators %Enterpfise Read-only Domain Controllers

$2, Terminal Server License Server 2, Franisek Uzivatel
%Us&rs %Grnup Policy Creator Owners

2, windows Authorization Access 2, Guest

2, krbtgt
%RAS and IAS Servers
%Read-ﬂrﬂ? Domain Controllers
%Schema Admins

L uagadmin

Vychozi skupiny v Active Directory
R EEEEEEEEEEE————————————————————————————mmaE




Skupiny zjednodusuji administraci a rizeni prlstupu

By g

Typ skupiny

Popis

& Pouziva se pro prideleni pristupovych prav a

Security opravneni.
& Muze byt vyuZzita jako emailova distribu¢ni skupina
.. & Muze byt pouzita pouze emalovou aplikaci
Distribution "y P .. pv, , v P
& Nelze ji pouzit pro rizeni opravneni
¢ Skupiny jsou definovany na lokalnim
Local pocitadi.

¢ Lze je pouzivat pouze na daném pocitaci




Rozsah skupin ZjednoduSeny popis

Opravneéni pro jednu doménu.
Domain local | Cleny mohou byt pouze Uéty (uZ. a pc) a
skupiny ze stejné domeény.

Opravneéeni pro objekty v libovolné doméné
v ramci forestu.
Global Cleny mohou byt pouze U¢ty a skupiny ze

stejné domeny (ve ktere je definovana
skupina).

Opravnéni v ruznych doménach ve forestu.

Univelssy Replikuji se na GC.




Domain local Global groups Universal
Domain local
Doma © © ®
Global group @

Universal group @ @

ttp://technet.microsoft.com/en-us/library/bb726978.aspx

v n OFOVé n i s ku pi n (zjednoduseny piehled)



http://technet.microsoft.com/en-us/library/bb726978.aspx
http://technet.microsoft.com/en-us/library/bb726978.aspx
http://technet.microsoft.com/en-us/library/bb726978.aspx

Accounts

7

=Y

[
T
)

1l Global Groups \

Universal Groups

| | o

s

Domain Local
Groups

(U}

| DL |—

Permissions

Local Groups

Group strategies:

¢« AGP
«AGDLP

LAGUDLP
«AGGDLP
«AGLP




Nastroje pro spravu

—



; Dg Active Directory Administrative Center

j % Active Directory Domains and Trusts

| £ Active Directory Module for Windows PowerShell
pgp-r: Active Directory Sites and Services
: Active Directory Users and Computers

7 ADSI Edit
B Active Directory Users and Computers ¥ Active Directory Sites and Services
File Acton View Help File  Acton View Help
&9 7@ 0/Hc=HBmdRETL e Al 6 NOEYN ? B lP=
: Active Directory Users and Comput | Name | Description FEP"': A:;h'ue Directory Sites and Services [D11.pki.local]
| Saved Queries Bl [ Sites
= 3 pkilocal 1 Subnets
| Builtin | Inter-Site Transports
B | Default-First-Site-Name
- Delegate Contral... "Nl
3| Dg Find B[] Services
| Fo ne- MsmgServices
o I o | eservces
I M: All Tasks b Contact B[] Pgblic Key Services
| Pri Group | AIA
1 sy _ Refresh InetOrgPerson | CDP
g & || Certificate T late
- Us Properties msImaging-F5Ps = J e _Ea Emp.a s
T I MSMO Queue Alias
Help Primter
User
Shared Folder




[z%.] Administrator: Command Prompt

[« |
c:\>dsquery user "CN=Users,DC=pki,DC=local” -name ¥ -limit @ | dsget user -dn —cII
isplay
display
CN Administrator,CN= Users DC= pk1 DC=local
CN=GQuest, CN—Users DC=pki, DC=1loca
N—krbtgt CN—Users,DC—pkl,DC local

CN=uagadmin,CN=U5ers,DC=pki,DC=local uagadmin

CN=Admin,CN=Users,DC=pki,DC=local Admin

CN=Franisek Uzivatel,CN=Users,DC=pki,DC=local Franisek Uzivatel
dsget succeeded

c:N>dsadd OU "QU=0lomouc,DC=pki,DC=local"
dsadd succeeded:0U=0]lomouc,DC=pki,DC=local

ciN>-

Administrator: Command Prompt

c:N>ldifde -r "(objectClass=computer)" -f C:\pocitace.ldf
Connecting to "Dl.pki.local™

Logging in as current user using SSPI

Exporting directory to file C:\pocitace. ldf

Searching for entries...

Hriting out entries...

3 entries exported

The command has completed successfully




/= Administrator: Active Directory Module for Windows PowerShell

PS C:\> Get-ADUser -filter =

DistinguishedName : CN=Administrator,CN=Users,DC=pki,DC=local
Enabled : True
GivenName :

Name ; Administrator

ObJect GUTD : 39603657- 15b6-47a3-88f 0-0f 92edb94c87

S?thccuntName : Administrato

5-1-5-21- 142946?@?1 230515765-1440213369-500

Surname
UserPrincipalName

= Administrator: Active Directory Module for Windows PowerShell

PS C:\> Enable-ADOpt ionalFeature 'Recycle Bin Feature’ -scope ForestOrConfiguratB
ionSet -target pki.local

WARNING: Enabllnﬁ ’Recycle Bin Feature’

’CN Partltlons, =Conf iguration,DC=pki DC local’ is an irreversible actiont! You
] not be able to disable 'Recycle Bin Feature® on

’CN Partitions,CN=Configuration,DC=pki,DC=local’ if vou proceed.

Confirm
Are you sure vou want to perform this action?
Performln? operation "Enable" on Target "Recvcle Bin Featu

[yl y Ves to ALL LNJ No [L1 No to ALI r8] Suspend [?1 Help
(default is "Y"):




On Error Resume Next

[S)%t objL)Jser=GetObject("LDAP://CN=Frantisek Uzivatel, OU=Users, DC=vsb,
=cz"

Set colGroups = objUser.Groups

For Each objGroup in colGroups
Wscript.Echo objGroup.CN
GetNested(objGroup)
Next
Function GetNested(objGroup)
On Error Resume Next
colMembers = objGroup.GetEx("memberOf")
For Each strMember in colMembers
strPath = "LDAP://" & strMember
Set objNestedGroup =
GetObject(strPath)
WScript.Echo objNestedGroup.CN
GetNested(objNestedGroup)
Next
End Function



PowerShell

Ukazky a priklady pro praci s Active Directory
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PS > Import-Module ActiveDirectory

PS > Get-Command *-AD*

Cmdlet Add-ADGroupMember
Cmdlet Add-ADPrincipalGroupMembership

PS > (get-adforest).domains | foreach {Get-
ADDomainController -discover -DomainName $_} |
foreach {Get-addomaincontroller -filter * -server $_} | ft

hosthame



PS > New-ADUser "Dexter Morgan" -SamAccountName
"Dexter"” -GivenName "Dexter" -Surname "Morgan”
-DisplayName "Morgan, Dexter" -Path
'CN=Users,DC=jan,DC=test' -OtherAttributes
@{title="Director";mail="dexter@miami.com"}

PS > Set-ADAccountPassword Dexter -Reset -
NewPassword (ConvertTo-SecureString -AsPlainText
"P@ssword" -Force)

PS > Set-ADUser Dexter -Enabled 1



PS > Get-ADGroupMember "CN=Groupl, OU=Groups,
DC=vsb,DC=cz" | Measure-Object

PS > $usr="Bart Simpson”
PS > $doml1l="vsb.cz"
PS > $dom2="vsb.local"

PS > (Get-ADUser -Identity $usr -Properties MemberOf
-server $dom1l |Select-Object (MemberOf).MemberoOf
| Out-File ".\$usr MemberOf.txt"”

PS > (Get-ADUser -Identity $usr -Properties MemberOf
-server $dom2 |Select-Object (MemberOf).MemberOf
| Out-file ".\$usr MemberOf.txt" -Append



PS > Get-ADComputer "WSSQL1"”

PS > Get-ADComputer -Filter 'Name -like "*"’

PS > $compy=Get-Content “.\compy.txt”

PS > $compy | Get-ADComputer | Select-Object
DistinguishedName
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_E Group Policy Management

A File Action View Window Help

&z |27 X o HE

3 Group Policy Management Default Domain Pnlicy
= ﬁh Forest: pki.local St :
= E Domains Smpel Details |["""I"":'F“"l"‘]"'l I
=l 23 pkilocal

. — . Default Domain Policy
E_E.T Default Domain P
. Data collected on: 5/23/2011 4:54:12 PM
[= (2] Domain Controller )
IE=ET Default Doma Computer Configuration {Enabled)

2] Olomouc
.Er Group Policy Obie
% WMI Filters
Starter GPOs Security Settings

.ﬁ Sites ey
gt Group Policy Modeling

"+ Group Palicy Results Policy Setting
Erforce password histony 24 passwords remembered
Maxdimum password age 42 days
Minimum password age 1 days
Minimum password length 7 characters
Fassword must meet complexity requirements Enabled
Stare passwonds using reversible encryption Disabled

Group policy (zasady skupin)
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Directory Service “Cloud”

@y
Read-Only ™
W omme S

Read-Only

Data Center or

Trusted Network Read-Only

“Writeables”

Edge sites or edge\
boundary of network

Read-Only Domain Controller




Funkcni Groven domény Funkcni Groven forestu

Windows 2000 mixed

e TS Univerzalni skupiny;
vnorovani skupin;SID history

Windows Server 2003
interim

LRSS e el - Prejmenovani DC; selektivni Forest trust; prejmenovani
oveérovani domén, ;schopnost nasadit
RODC 2008; deaktivace trid
ve schématu

el s el i Fine-grained password policy;
lepsi Sifrovani

Ve e i VylepsSeni prihlasovani v AD Recycle Bin (koS v AD)
R2 FS

nkcéni arovné - vybrané
schopnosti
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