Bezpecnost

Richard BijeCek
Microsoft

CERTIFIED
IT Professional




Samostatny pevny disk

RAID (Redundant Array of Independent Disks)
SW implementace (Dynamické disky)
HW fedeni (BIOS, Radi¢ diskQ)
Externi diskova pole
ISCSI
Fiber Channel

Virtualni disky



RAID 0 - Striping RAID 1 - Mirroring

(neni redundantni)




RAID 5 - ,striping s distribuovanou paritou®
Vyzaduje min. 3 disky, mozno pouzit i vice
Neni vhodny pro vysokou I/O zatéz (parita)
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RAID 6

Jako RAID 5, ale pouziva dvojitou paritu
Vhodny pro velké pole levnych disku

SAS vs. SATA
RAID 6
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Kombinace - RAID 0+1, 1+0, ...

RAID 140 pro max. pozadavky na I/O
Rebuild RAID pole

Obnova redundance
~Spare” disky

Vypnuty, aktivuji se pri selhani aktivniho disku
Cache na radici

Moznost nastaveni Read / Write cache
Zaloha baterii
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File  Acton \Wiew Help
&= | 2@ Him| ke E
Volume | Laynutl Type | File System | Status | Capadty | Free Space | %% Free | FauItToIerancel Cverhead | | Actions
w (C) Simple  Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partiion) 31,90GB 23,22 GB 73 % Mo 0%
=S5ystem Reserved Simple  Basic NTFS Healthy (System, Active, Primary Partition) 100 MB 72MB 72 % Mo 0%
More Actions 4
1
L_uDisk 0
Basic System Reserved (©)
32,00 GB 100 MB NTFS 31,90 GE NTFS
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)
“7IDisk 1
Unknown
40,00 GB 40,00 GB
Mot Initialized Unallocated
.CD-ROM 0
CD-ROM (D:)
No Media
Il Unallocated ] Primary partition




Inicializace disku

~podpis" disku pro identifikaci
Zakladni (basic) / Dynamicke disky
MBR / GPT disky

MBR - limit 2TB

Vytvoreni oddilu

Formatovani
= Vytvoreni souboroveého systému - NTFS



Simple

,zakladni® oddil

Vyuziva celistvou Cast jednoho disku
Spanned

»,Rozprostreny" oddil

Spojuje ruzné velka mista z jednoho nebo vice
disku do jednoho oddilu

NEJEDNA se o RAID!

Striped
.Prokladany" oddil (SW implementace RAID 0)
Vyuziva stejné velké ¢asti z min. dvou disku



Mirrored
,Zrcadleny" oddil (SW implementace RAID 1)
Vyuziva stejné velké ¢asti z min. dvou disku
Poskytuje redundanci dat

RAID 5
~RAID 5" (SW implementace)
Vyuziva stejné velké ¢asti z min. tfi disku
Poskytuje redundanci dat



gCom puter Management

=10l x|

File Action View Help

[2]

MY IE]

| Actions

Volume | Layout | Type | File System I Status | Capacity | Free Space | % Free | Fault Tolerance | Overhead |
i (C:) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 31,90 GB 23,22 GB 73 % No 0%
—aMirror (Y:) Mirror Dynamic NTFS Healthy 9,77GE  9,69GBE 99 % fes 50%
C@RAIDS (Z3) RAID-5 Dynamic NTFS Healthy 19,53 GE 19,44 GB 100 % Yes 33%
CwSpanned (W) Spanned Dynamic NTFS Healthy 51,63GB 51,54GB 100 % Mo 0%
CuStriped (X:) Striped Dynamic NTFS Healthy 19,53GB 19,44 GE 100 % Mo 0%
= System Reserved  Simple Basic NTFS Healthy (System, Active, Primary Partition) 100 MB 72 MB 72 % Mo 0%

L_Disk 0

Basic System Reserved (c)

32,00 GB 100 MB NTFS 31,90 GB NTFS

Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

\=iDisk 1

Dynamic RAIDS (Z:) Mirror (Y:) Striped () Spanned (W:)

40,00 GB 9,77 GB NTFS 9,77 GB NTFS 9,77 GBE NTFS 10,70 GBE NTFS

Cnline Healthy Healthy Healthy Healthy

L_iDisk 2

Dynamic RAIDS (Z:) Mirror (Y:) Striped () Spanned (W:)

40,00 GB 9,77 GB NTFS5 9,77 GB NTFS 9,77 GB NTFS 10,70 GB NTFS

Online Healthy Healthy Healthy Healthy

L_aDisk 3

Dynamic RAIDS (Z:) Spanned (W:)

40,00 GB 9,77 GB NTF5 30,23 GB NTFS

Online Healthy Healthy

_CD-ROM 0

CD-ROM (D)

Mo Media

H Unallocated [l Primary partition [ll Spanned volume [l Striped volume [l Mirrored vol [~ RAID-5 vol

More Actions

»




Administrator: C:\Windows\system32\cmd.exe

C:srdiskpart

Microsoft DiskPart version 6.1.7608

Copyright <C» 1799-2008 Microsoft Corporation.
On computer: WINZBABRZTEMPLA

DISKPART > list disk

Disk ##if Status

DISKPART > list volume
Uolume Lahel i Status

Uolume Healthy
Uolume ! Spanned Healthy
Uolume Striped Stripe Healthy
Uolume Mirror Mirror Healthy
Uolume CD—ROM Mo Media
Uolume System Rese Partition Healthy
Uolume Partition Healthy

DISKPART> select wolume B

Uoplume B iz the selected volume.
DISKPART > delete

Microsoft DiskPart version 6.1.7608

DISK — Delete a missing disk from the disk list.
PARTITION — Delete the selected partition.
UOLUME — Delete the selected volume.

DISKPART > delete volume
DiskPart successfully deleted the volume.
DISKPART >




Souborovy systém NTFS
Teoreticka max. velikost oddilu 2°64-1 clusteru
Teoreticka max. velikost souboru 16 EB
Zurndlovani operaci (netyka se dat)
Podpora pristupovych opravneéeni, audity
Limit 255 znaku (UTF) pro ndzev souboru
Podpora transparentni komprese dat

Podpora ,sparse files", , alternate data streams”
Volume shadow copy (copy-on-write)



Prakticky kazdy objekt v systemech
Windows NT ma pristupova opravnéeni
Soubory (slozky) na NTFS oddilech
Klice registru

Tiskarny

Objekty Active Directory

Sluzby

Procesy

Pozor, ne vzdy je k dispozici GUI



ACL = Access Control List
Seznam pristupovych opravneéni
ACE = Access Control Entry
Polozka pristupovych opravnéeni
Definuje typ pristupu pro konkrétni SID
SID reprezentuje typicky skupinu / uzivatele

Prazdne ACL = NIKDO nema pristup



e I
O p ra V n e n I General I Sharing Security | Previous Yersions I Customize I

FLI I I CO ntrO I Object name: X \Data
M (@) d |fy Group or user names:

54, CREATOR OWNER

Read & ExeCUte QISTEM (WIN2008R2TEMPLANAG
- & Administrators 2 ministrators)
Rea d 2. Users (WIN2008R2TEMPLAN Users)
W r| te To change permissions, click Edi. Edit...
,,AI IOW“ p OVO I uj e Pemissions for Administrators Allow Dery _
Full cortraol (=
IIDeny Odeplra Eeadzy&memm
P O Z O R - O d e p ‘r’-e N I’ :Z:;Ider contents |
ma prednost !!! Wite -

For special pemissions or advanced settings,
click Advanced.

Advanced

Leam about access control and permissions

QK Cancel Apply




Opravneni jsou dédena z nadrazenych
. O
objektu

Permissions |Fu.|d'rting I Dwnerl Effective Pemissions I

To view details of a pemission entry, double-click the entry. To modify pemissions, click Change Pemissions.

Chject name: ¥AData

Permission entries:

Type | MName | Pemission | Inherted From | Apply To I
Allow Adminigtrators (WINZ2008... Special <not inherted: Thig folder onhy
Administrators (WIN2008...  Ful control
Allow SYSTEM Full control
Allow CREATOR OWNER Special
Allow Users (WINZDDBRZTEM... Read & execute
Allow Users (WINZDDBRZTEM...  Special

This folder, subfolders and...
This folder, subfolders and...
Subfolders and files only
Thig folder, subfolders and...
Thig folder and subfolders

Allow

PLo P S

Change Pemissions. ..

¥ Include inkernitable permissions fom this objeets parent

Managing permission entries

QK I Cancel Spply




~Special permissions
Reprezentuji presné
ACL

Bezne neni potreba
nastavovat

\

. Permission Entry for Data

Object |

This permission is inherited from the parent object. Make changes
here to override the inherited permissions.

Mame; |.ﬁ.dministrators (WINZ008R ZTEMPLA \AC Change, .. |

Apply to: I"z-"::e' subfolders and files j
Permissions: Allow Deny
Traverse folder f execute file O =
List folder [ read data O
Read attributes O
Read extended attributes O
Create files [ write data O
Create folders [ append data O —
Write attributes O
Write extended attributes O
Cialate o b Ealdare an A flae = | I

Zlear Al |

r &pply these permissions to abjecks and)ar
containers within this container only

Managing permissions

Ok I Cancel




Kazdy objekt ma ,vlastnika™ (owner)
Vlastnik muze VZDY editovat ACL
Administrator muze prevzit vlastnictvi

' Permissions ] Auditing  Owner | Effective Pemissions |

You can take ar assign ownership of this object f you have the required pemissions or privileges.

Object name: ¥ MData

Cumrent owner:

Administrators (WIN2008R2TEMP LA Administrators)

Change gwner to:

Name
:'. Administrator (WIN2008RZTEMPLA\Administrator)
52 Administrators (WIN200SR2TEMP LA Administrators)




Print
Umoznuje tisk
Manage printer
Sprava tiskarny
Manage documents
Sprava tiskové fronty
Nema ,special®
permissions

j‘..rMicmynftltPSDDmthriter pperti

General l Sharing ] Ports | Advanced | Color Management ~ Security | About |

Group or user names:

" & Evenyone
5 CREATOR OWNER
52, Administrators (WIN2008R2TEMPLA  Administrators)

Add. ‘ Bemove |
Pemigsions for Everyone Allow Deny
Print O
Manage this printer O O
Manage documents O O
Special pemissions O O

For special pemissions or advanced settings, click Advanced.

Advanced

Leam about access control and permissions

o]

Cancel ‘




Opravneéni sluzeb nema GUI
Neni ,zalozka Security"

Jen piikazy SC SDSHOW, SC SDSET

Pracuji s tzv. SDDL
Security Descriptor Definition Language

C:s»sc sdszhow netlogon

D:<A; s CCLCSWRPWPDTLOCRRG: 5 55Y > (A5 ; CCDCLCSWRPWPDT LOCRS DRCUWDWO 5 5 s BA > <A ;5 ; CCLCSWLOCR
RC; ; :IU><A; ; CCLCSWLOCRRCG; ; ;5U>S = (AU ; FA; CCDCLCSWRPYPDT LOCRS DRCUDYO 5 5 ;WD

C:srsc sdset




Everyone
Reprezentuje kazdeho uzivatele

Users

Vsichni uzivatelé - zahrnuje také doménového
administratora (je clenem Domain Users)

Creator Owner
Definuje pristup k nové vzniklému objektu pro
jeho tvurce (=vlastnika)

System
Reprezentuje systémove ucty napr. pro provoz
sluzeb. Uzivatel nemuzZe byt ¢lenem



UAC umoznuje ridit pouzivani
administratorskych prav

Kazdy administrator (clen skupiny
Administrators) ma systemem prideleny
dva ,tokeny"

Procesy (bézné GUI) takoveho uzivatele
bézi pouze se zakladnim opravenim
Operace vyzadujici prava Administratora
si vyzadaji potvrzeni (elevaci opravnéni)
Elevace je se tyka vzdy konkrétniho
procesu
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User Account Control Settings

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control settings

Always notify

Default - Notify me only when programs try to make
changes to my computer

& Don't notify me when I make changes to Windows settings

Recommended if you use familiar programs and visit
familiar websites,

Mever notify

figurace UAC




Ve Windows 7 a 2008 R2 jsou 4 urovne:

Always notify" (také ve Vista a 2008 R1)
Vyzaduje potvrzeni pro vSechny pouziti
Administratorskych prav

LDefault" - Vyzadani opravnéni pro programy
Nevyzaduje notifikaci pro konfiguraci systemu

Default without secure desktop" - Vyzadani

opravneéni pro programy bez zabezpecene

plochy (secure desktop)

Never notify" (také ve Vista a 2008 R1)
Vypnuti funkce UAC




Pro uzivatele ,Administrator" =
vestavéneho administratora systému je
definovana vyjimka.



Potvrzeni Zadani povereni
Pouze pro Zobrazi se uzivateliUm

administratory bez admin. prav

Mozno vynutit také
pro administratory

Do you want to allow the following program to make changes to this

computer?
G Program name:  Registry Editor @ User Account Control = =
@) Verified publisher: Microsoft Windows Do you want to allow the following program to make changes to this
computer?

* | Show details fes
J b 93 Program name:  Registry Editor
g’ Verified publisher: Microsoft Windows

File arigin: Hard drive on this computer

Change when these notifications appear

To continue, type an administrator passward, and then didk Yes,

’ Admin
2 e

4 Administrator
L

j Show details Yes o




Pokrocilé nastaveni UAC
Security Policy

IJser Account Control;
IUser Account Control:
IUser Account Control:
IUser Account Contraol;

User Account Contral

User Account Control

Admin Approval Mode for the Built-n Administrator account

Allow UTLAccess applications to prompt for elevation without using the secure desktop
Behavior of the elevation prompt for administrators in Admin Approval Made
Behavior of the elevation prompt for standard users

: Detect application installations and prompt for elevation
ser Account Control:
Lser Account Contral;
IUser Account Control;

Only elevate executables that are signed and validated
Only elevate UIAccess applications that are installed in secure locations
Run all administrators in Admin Approval Mode

» Switch to the secure desktop when prompting for elevation
IUser Account Control:

Virtualize file and reqistry write failures to per-user locations

Dizabled

Dizabled

Prampt for consent for non-Windows binaries
Prompt for credentials

Enabled

Dizabled

Enabled

Enabled

Dizabled

Enabled



Windows Server Backup

System state backup
Zaloha stavu OS
Pro obnovu nastaveni OS, ovladacy, ...

Bare metal recovery

Zaloha instalace OS
Po selhani disku, nebo kdyz SSB nestaci
Obnovuje se z WIinRE (instalacni médium)



A

Select Ttems x|

Specify tems to include in the backup by selecting or clearing the associated check boxes. The items that you
have included in the current backup are already selected.

4

=] Eare meial ecoven|

g System state !
[Jesa System Reserved Backup Progress

- [Jéda Local disk (C) ‘\;7'

Dn.ﬁ Mirrar (1)

s Striped () Backup Options Status: 46 % of backup completed for System Writer. ..
- [Jéas@ Spanned (W)

Select Backup Configur. .. [ [ ]
Select Items for Backup — Status details

Spedfy Destination Type Backup location: Wi

Select Backup Destination Data transferred: 3,36 GB

Confirmation

IR - [ status Dota transferred |

System state 45 % of backup com... 3,36 GBof 7,32GE

You may close this wizard and the backup operation will continue to run in the
background.

< Previous Mext = | Close I Cancel




’.. System Recovery Options

+  Userecovery tools that can help fix problems starting Windows.
Select an operating system to repair,

If your operating system isn't listed, dick Load Drivers and then
install drivers for your hard disks.

x|

| Partition Size | Location

Windows Server 2008 B2

32665 MB {E:) Local Disk

Restore your computer using a system image that

BWinRE

ﬂ. System Recovery Options

Choose a rE:[':uw:_ﬁ,r tool
Ciperating system: Windows Server 2008 R2 on (E:) Local Disk

Check your computer for memery hardware errors

Open a command prompt window




.:._E! Re-image your compukter

Your computer will be restored from the following system
image:

Date and time: 2 3: 14 P

Computer: | Win2008R ZTemplate

Drives to restore: | WiWolume{07ab&736-68a4-11df-




