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PKI & Windows CA




PKI (Public Key Infrastructure) je
soustavou technickych a predevsim
organizacnich opatreni spojenych s
vydavanim, spravou, pouzivanim a
odvolavanim platnosti kryptografickych
kli¢u a certifikatu ©

Obvykle pod terminem ,,PKI" rozumime
instalaci CA a vydavani certifikatu ®



Otisk (hash)
Otisk je jednocestna funkce, nevyuzivaji se klice
MD-5, SHA-1, SHA-224/256/384/256..
Symetrické Sifry (Symmetric key algorithms)
Tajny klic
DES, 3DES, IDEA, RC2/4, AES, Twofish...
Asymmetric key algorithms
Verejny a privatni (soukromy) klic
RSA,
Diffie-Hellman (pro vyménu kli¢Q)
ECC - Elliptic Curve Cryptography



Public-key cryptographi refers to a cry[litographic system
requiring two separate keys, one to lock or encrypt the plaintext,
and one to unlock or decrypt the cyphertext. Neither key will do
both functions. One of these keys is published or public and the
other is kept private. If the lock/encryption key is the one
published then the system enables private communication from
the public to the unlockin%1 key's owner. If the unlock/decryption
key is the one published then the system serves as a signature
verifier of documents locked by the owner of the private key.

MD5: 216a41e1db96e6f973dd92beba5d180f
SHA1l: 73e38d9aeleb6defe5e09c869542d6b2f455¢c3077

MD5: 0cbc6611f5540bd0809a388dc95a615b

SHA1l: 640ab2bae07bedc4c163f679a746f7ab7fb5d1fa
SHA1: A94a8fe5ccb19ba61c4c0873d391e987982fbbd3|(test)




80 bit 2TDEA RSA 1024 ECDSA 160 SHA-1

112 bit 3TDEA RSA 2048 ECDSA 224  SHA-224

128 bit AES-128 RSA 3072 ECDSA 256  SHA-256

192 bit AES-192 RSA 7680 ECDSA 384  SHA-384

256 bit AES-256 RSA 15360 ECDSA 512  SHA-512

omparable Algorithm Strengths (SP800-57)
http://www.sevecek.com

 ————————————————————————————



http://www.sevecek.com/

Ulozeni na disk (roamingovy profil,
instalece dalsiho OS...)

Autentizacni kalkulatory (pro autentizaci
klienta, autorizaci dat...)

I:Iardwarové klice (USB, PCMCIA, SCSII...)
Cipove karty (kontaktni, bezkontaktni)
USB tokeny

HSM (Host Security Modul) - ,,cerna
skrinka s vybusninou")




Soukromy klic, verejny klic, certifikace
verejneho klice

Certifikat je verejna listina, podobna napr.
ob¢anskému prukazu

Strukturu certifikatu definuje nékolik
norem (X.509, EDI, WAP...)

Na Internetu se vychazi ze standardu
X.509 verze 3 (napr. RFC-5280)



Verze (Version)

,Poradove" Cislo (Serial
number)

Algoritmus podpisu
(Signature Algorithm)
Vydavatel (Issuer)
Platnost (Validity)
Predmeét (Subject): jméno,
adresa, URL, email..
Verejny klic (Subject
Publice Key)

Rozsireni certifikatu
(Extension): SAN, Cert.
Template name, AIA,
Biometric Information...
Elektronicky podpis
(Digital Signature)
Kryptograficky otisk
(Thumbprint)

-
Certifikat

| Obecné | Podrobnosti | Cesta k certifikatu

Zobrazit:j <Vse> v '

Pole Hodnota

~I|Sériové dslo

6170cb 498c5f984529¢e7 ..,

|2 ‘ Algoritmus podpisu shalRSA

‘ _"‘Podpisov\," algoritmus hash shal

; Vystavitel VeriSign Class 2 Public Primary ...
[=]Platnost od 1. fiina 1999 2:00:00

|Platnost do 17. cervence 2036 1:59:59

= ‘\-/.niginr:?r H.‘} =} F;Ajf IN4R Rite)

CN = VeriSign Class 2 Public Primary Certification Authority - G3
OU = (c) 1999 VeriSign, Inc. - For authorized use only

OU = VeriSign Trust Network

O = VeriSign, Inc,

C=US

{gpravit vlastnosti.. .‘ {&opirovat do souboru..,

Dalsi informace o podrobnostech certifikatu
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Odvolani
certifikatu

Zivotni cyklus certifikatu




Digitalni podpis (Digital Signature) pro
autentizacj uzwatelu nebo overeni integrity dat.
NEOPRAVNUIJE k ovéreni pravosti!

Neodvolatelnost (Non Repudiation) pro oveéreni
pravosti — nepopiratelné odpovednosti
Zakodovani klice (Key Enciphement)
Zakodovani dat (Data Encipherment)

Key Agreement

Encipher Only

Decipher Only
Podepisovani certifikatu (Key Certificate Sign)
Podepisovani CRL (CRL Sign)



Certifikacni politiky

Mapovani zasad

Omezeni vyuzivani certifikatu (Constrains)
Zakladni omezeni (Basic Constrains)
Omezeni jmen

Distribucni mista CRL

AIA



CA vydava certifikaty

RA vyrizuje zadosti o certifikaty (napr.
Service Desk) a zprostredkovavaji vydani
certifikatu.



Korenovy (self-signed) certifikat (pozor-
korenovy certifikat CA je neco zcela jineho) -
S jeho pomoci se vygeneruje take zadost pro
podpis na CA

PEM - orientovan na el. postu, Casty v Linuxu, dnes

se pouziva Base64

PKCS#10 - podnikova norma RSA

CRMF - obsahuje mnoho rozsireni

SPK - nestandardni od Netscape

Web enrollment - ActiveX, Java applet

CMC - vyuzivan i v AD CS napf. pro vice podpisu na

certifikatu



Aktivita Pokrocilé Karta Info

Vyberte politiku mnavoui&dostoc

Kvalifikované certifikaty

1=

pe:

() Certifikat zam&stnance
(") Systémavy certifikat organizace |
() Certifikat Fyzicke osoby

() Systémovy certifikat Fyzické osoby ﬂ

Komeréni certifikaty
() Certifikat zaméstnance
@ Certifikat technologické komponenty:
(") Certifikat skupiny osob
() Certifikat Fyzické osoby
() Certifikat komponenty Fyzické osoby
) Sifrovaci certifikat fyzické osoby

[ Prerusit ] | Zpet

— =

Nova adost o certifikst technologické komponenty
e s— i

Stat* E IC organizace* H ‘
N&zev organizace™® ]Acme Corp \ Rozlidujici org. jednotka {H \
Nazev komponenty* 550 \ Organizacni jednotka | cz |
E-mail | | Jiné méno |

E-mail | J

E-mail | J

Upozoméni: Pokud neni v cerifikatu uvedena e-mailova adresa, nelze cerifikat pouZit pro podpis
elaktranickad nnste

Fadost o certifikat: podpis SHAZSE - | délka Mice bitd
Misto uloZeni* ]C:\Users\Jan\Desl«op\Nova slozka \

* Hvézdicka oznacuje povinny Udaj.
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Seznam odvolanych certifikatd y

Zobrazit:| <Vie> ~| Obecné | seznam odvelant

Informace o seznamu odvolanych certifikati

Pole Hodnota
{5 ] 1dentifikator kiige pfedmétu  bf cd 30 eb 5 43 11 3¢}
&3] 1dentifikator kiige autority ID kiie =48 6 68 9 2

24 Distribuéni mista seznamu a:..  [1]Distribuéni misto CRL Pole Hodnota
i | Pousiti kiice Podepisovani certifikat] Verze Vi

{i] zakiadni omezen Typ predmétu=Certifik]
[ Algoritmus kryptografického. .. shal

Vystavitel Equifax Secure Certificate Authori. ..

Eo]eyphooraicey ofisk R Datum zadatku plat... 28, srpna 2011 11:23:00
=Pt aktualizace 7. ZAf 2011 11:23:00
| Algoritmus podpisu~ sha1RSA

|[1]Distribuéni misto CRL Podpisovy algoritm... shal
Nazev distribuéniho mista: . —
Jméno a pfijmeni:

URL=http:/jcrl.geotrust.com/crlsfsecureca.crl

Hodnota:
O = Equifax Secur|
0 = Equifax

|Upravit viastosti...| [Kopirovat| | | [C =S
|

11. unora 2011 19:42;17

Dalsi informace o podrobnostech certifikdtu 0a 09 13 11. listopadu 2008 10:5...
09 47 5¢c 7. fijna 2008 13:50:57 q
03 1e 33 15, kvétna 2002 15:06:11
Daldi informace o s2zn l
Polozka odvolani i
Pole Hodnota
Datum odvolani 11, dnora 2011 19:42:17

Odvolani certifikatu




CA si mohou
podepisovat
certifikaty vzajemné

(krizove certifikace,
mosty...)

(a dalsi)
WebTrust

(vyuziva Microsoft)

”
Certifikat

Cesta k certifikatu

=) GTE CyberTrust Global Root
5] Microsoft Internet Authority
-] Microsoft Secure Server Authority



https://www.ebca.de/
http://www.webtrust.org/

Obnoveneé certifikaty vs. dalsi
(naslednéeé) certifikaty

Renew (obnoveni certifikatu téehoz ver.
klice) vs. Rekey (obnoveni certifikatu s
vygenerovanim novych parovych dat



—\

CA
old
4 roky

CA
new

" Doba platnosti soukromého e ———

1. rok

Obnovovani certifikatt CA

klice CA
2. rok

3. rok

4. rok

5. rok

Bohumila
ICAnew

<> Prekryv

7




| cAold
T%ﬁ CAnew CAold =1 CAnew
U (s ) ) ) (oot )

| CAold

u I CAnew
LR | podpis
CAold

CAnew
Bohu-

mila

VF;odpis

i |

Pozn.: CRL bude vydavano pro oba platné certifikaty



Komponenta / Windows Server Windows Server
Funkce 2008 R2 Standard 2008 R2 Enterprise
NDES ANO

OCSP ANO

Sablony cert. v. 1-3  ANO ANO

Archivace priv. kli¢i ANO

Oddéleni admin. roli ANO

Omezeni pro ANO

enrollment agenta

icrosoft CA (AD CS)




Konfigurace muze byt ru¢né
publikovana v AD

CRL, Delta CRL a certifikat ca
muZe byt do AD publikovan
rucné

Vydavani certifikatd je mozné
provadét pomoci webového
rozhrani nebo rucné

Sablony certifikatd se
nepouzivaji

Certifikaty jsou vydavany
automaticky nebo po schvaleni -
ale vzdy na Urovni CA

Server nemusi byt v domeéné

Konfigurace CA je vzdy
publikovana v AD

CRL, Delta CRL, CA certifikat a
krizové certifikaty se do AD
publikuji automaticky
Vydavani certifikatld je mozné
provadéet pomoci webového
rozhrani, MMC, autoenrollment

PouZivaji se Sablony certifikatu

Pro kazdou Sablonu je mozné
o (o) V4 V4 s
nastavit zpusob vydavani

Vzdy na serveru v ramci AD



Verze 1
Nelze editovat, kompatibilni s W2000
Nepodporuji autoenrollment
Verze 2
Od verze W2003/XP
Podporuji autoenrollment i editaci
Moznost vytvaret vlastni Sablony (duplikaci)
Verze 3
Od Vista/W2008
Podporuji silnéjsi kryptografii (CNG, Suite B, SHA-2)



n..

Root CA _; ~
{StandAlone)

§5 b

Registraéni autority

nékdy poslouzi jedina Enterprise CA Iépe nez zbytec

ozita struktura.

Design hierarchie CA




Implementing and Administering Certificate Templates in Windows Server 2008:
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=3c670732-c971-4c65-be9c-
cO0ebc3749e24

Suite B PKI in Windows Server 2008:
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=6f319ffa-739e-4fe8-bac3-
92547baef7a9

Planning and Implementing Cross-Certification and Qualified Subordination Using Windows Server
2003: http://www.microsoft.com/downloads/en/details.aspx?FamilyID=64e63a75-3206-4036-
b836-40f2e721add0

TechNet Webcast: Deploying a PKI Solution with Active Directory Certificate Services:
https://msevents.microsoft.com/CUI/WebCastEventDetails.aspx?culture=en-
US&EventID=1032445999&CountryCode=US

Onrej Sevecek blog:
http://www.sevecek.com/Lists/Categories/Category.aspx?Categoryld=8&Name=PKI

Libor Dostalek, Marta Vohnoutova: Velky privodce infrastrukturou PKI a technologif
telektronického podpisu (http://www.alza.cz/velky-pruvodce-infrastrukturou-pki-d78078.htm)

Brian Komar: Windows Server 2008 PKI and Certificate Security
(http://www.microsoft.com/learning/en/us/book.aspx?ID=9549&locale=en-us)

RFC 3029: Internet X.509 Public Key Infrastructure Data Validation and Certification Server
Protocols (http://www.fags.org/rfcs/rfc3029.html)

Public key infrastructure on Wikipedia: http://en.wikipedia.org/wiki/Public_key infrastructure
http://csrc.nist.gov/publications/drafts/800-57/Draft SP800-57-Partl1-Rev3 May2011.pdf
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Windows Process Activation Service
(WAS) manages application pool configuration and the creation and lifetime of worker
processes for HTTP and other protocols. The World Wide Web Publishing Service
(W3SVC) and other services depend on WAS.

An Internet Information Services (IIS) application pool is a grouping
of URLs that is routed to one or more worker processes. Because application pools define
a set of Web applications that share one or more worker processes, they provide a
convenient way to administer a set of Web sites and applications and their corresponding
worker processes. Process boundaries separate each worker process; therefore, a Web
site or application in one application pool will not be affected by application problems in
other application pools. Application pools significantly increase both the reliability and
manageability of a Web infrastructure.

An Internet Information Services (IIS) worker process is a windows
process (w3wp.exe) which runs Web applications, and is responsible for handling
requests sent to a Web Server for a specific application pool.

An Internet Information Services (IIS) protocol adapter is a
Windows service that receives messages on a specific network protocol and
communicates with The Windows Process Activation Service (WAS) to route incoming
messages to the correct worker process.

The Internet Information Services (IIS) FTP Service enables the Web
server to be a File Transfer Protocol (FTP) server. If this service is stopped, the server
cannot function as an FTP server.


http://technet.microsoft.com/en-us/library/dd364237(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd364136(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd349285(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd364095(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd364152(WS.10).aspx

The Internet Information Services (IIS) Web
Management Service (WMSvc) enables remote and delegated management of a Web
server and its Web sites and applications.

The Internet Information Services
(IIS) ApplicationHost Helper Service (AppHostSvc) enables IIS configuration history and
application pool SID (security identifier) mapping. It enables the configuration history
functionality by saving the ApplicationHost.config file to separate configuration history
subdirectories at set intervals.

The Internet Information Services (IIS) IISAdmin service hosts the
IIS 6.0 configuration compatibility component (metabase). The metabase is required to
run IIS 6.0 administrative scripts, SMTP, and FTP.

The Internet Information Services (IIS) Hosted Web Core (HWC) is
a low-level component that is used to run Web applications without the Windows Process
Activation Service (WAS) or the built-in IIS configuration store (ApplicationHost.config).

The Internet Information Services
(IIS) World Wide Web Publishing Service (W3SVC), sometimes referred to as the WWW
Service, manages the HTTP protocol and HTTP performance counters.

An Internet Information Services (IIS) Web site is a unique collection of
Web pages and Web applications that is hosted on an IIS Web server. Web sites have
bindings that consist of a port number, an IP address, and an optional host name or
names.

Active Server Pages (ASP) enables Web servers to

dynamically generate Web pages and create interactive Web applications by using
server-side scripting technology.


http://technet.microsoft.com/en-us/library/dd364239(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd364239(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd364239(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd364269(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd364269(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd364269(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd364258(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd349227(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd349246(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd316022(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd364205(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd638618(WS.10).aspx
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C:\> appcmd list sites

SITE "Default Web Site"
(id:1,bindings:HTTP/*:80:,state:Started)

SITE "Sitel"
(id:2,bindings:http/*:81:,state:Started)

SITE "Site2"

(id:3,bindings:http/*:82:,state:Stopped)




Administrator: Windows PowerShell =[O x|

P8 C:sWindowsssystem32> New—Item iiz:sSites~PS5Site —hindings B{protocol="http";bhindinglnformation=":6HHA:PSSite"} —phyﬂlll
calPath c:=~P5Site

Mame ID State Physical Path Bindings

PSS ite 2 Started c:=~P55ite http :60BA:P5S5ite

PS C:“UWindowsssystemd2> dir iis:

Mame

Ss1Bindings

PS C:~Windowsssystem32» dir iis:-Sites
Physical Path Bindings

Started #»SystemDrivexsinetpubswmmroot http =:8@:
Started c=~P55ite http :68AA:PSSite

| Administrator: Windows PowerShell

iP5 C:sWindowsssystem32» Swebclient=New—0bject Het.WehClient
PS C:sWindowsssystem32> Swebclient.DownloadString{"http:/7localhost:=88-"2;
<*DOCTYPE html PUBLIC ''—»~-U3C--DTD XHTHML 1.8 Stricts~EN" "http: A wuuw.u3l.org-TR

Lhtml xmlns="http: 7 wvuw.w3 _ org 129?xhtml" >

d < head >
d<meta http—equiv="Content-Type" content="text- html; charset=izo—8852-1" ~>


http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/
http://learn.iis.net/page.aspx/433/powershell-snap-in-creating-web-sites-web-applications-virtual-directories-and-application-pools/

™k Internet Information Services (IIS) Manager

6@ [@ b UAGTEST P Application Pools

File  View Help

Q-8
-4 Start Page
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i€ Default Web Site

-8 WebMonitor

q’ﬂ Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are assodated with
worker processes, contain one or more applications, and provide isolation among different applications.

Filter: + ({160 ~ 5 Show Al | Group by: No Grouping <
Mame = | status | .NET Frame... | Managed Pipeli... | Identity | Applications
Eclassic .NET AppFool Started w20 Classic ApplicationPoollden... 0
@DehultﬁppPool Started v2.0 Integrated LocalSystem 13
@DomainHRAPool Stopped w20 Classic NetworkService 1
,@'Inb&rnalSit&Mnbile Started w2.0 Classic LocalSystem 1
@NonDomainHRAPnol Stopped w20 Classic MNetworkService 1
Eportal Started  v2.0 Integrated LocalSystem 1

Application Pools
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Start

Stop
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Lt B

Edit Application Pool
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Recyding...
Advanced Settings...

Rename

X
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G@ | @ » UAGTEST » Sites » Default Website »
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03 Server Certificates

Use this feature to request and manage certificates that the Web server can use with Web sites configured for 55L.

Import...

Create Certificate Request...

Name = | T T | Issued By | Expirati Complete Certificate Reguest. ..
Default Web Site Default Web Site 124312 Create Domain Certificate. ..
WMSvc-UAGTEST WMSwc-UAGTEST 12/10fz
Create Self-Signed Certificate...
Request Certificate 9 Help
COnline Help

= 1] Distinguished Name Properties

Spedfy the required information for the certificate. State/province and City locality must be spedified

Commean name: |obd’1od.ﬁrma.a

Organization: |Firma 5.1, 0.

Organizational unit: |1-r—

City locality IDstra\ra

State/province: IDstra\ra

onsros [ -

Previous | Mext I

Fimishy

ystavovani SSL certifikatu
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ij applicationHost.config Main IIS 7.0 settings

Web Site Administrators

P
quSitel

if‘,gj web.config é“ E%j e ol ] @“

;% web.config

AW —_—

uoneolddy

SJ0lRNSIUILPY

% web.config

\

Hierarchie konfiguraénich soubori




machine.config
l, ~ root web.config
— applicationHost.config

— web.config
~ web.config

— web.config

Hierarchy of Configuration Files



Vestaveny ucet “Internet User”
Staci zkopirovat soubory

Konfigurace IIS ve Web.config
XCopy pro kopirovani dat aplikace
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Konfigurace IIS
Centralni_soubor na file serveru - soubory
~Web.config
File System:
Pouzivaji se ,offline soubory"™ - Client Side
Caching (CSC)
Je mozné pouzit take , Distributed File System
Replication (DFSR)"



Jiz se nepouziva , Metabase ,,

Nazvy vlastnosti ale zustavaji stejné
jako v puvodni metabdzi
Hlavni centralni soubor:
ApplicationHost.config

Definovano schéma

Pouziva se ,,ASP.NET semantics"

Distribuovana konfigurace
Vychozi hodnoty v ApplicationHost. conflg
Nastaveni mohou byt delegovana



¢ Main configuration in
applicationHost.config

¢« Consistent with ASP.NET web.config

¢« Two main groupings of settings:
system.applicationHost
system.webServer

IIS 7.0 Configuration Concepts



/ <defaultDocument enabled="true" > \

<files>
<add value="Default.htm" />
<add value="Default.asp" />
<add value="index.htm" />
<add value="index.html" />
<add value="iisstart.htm" />

<add value="default.aspx" />

)

</files>

</defaultDocument>

\s

Section Groups




<system.webServer>

/ <defaultDocument enabled="true">
<files>
<add value="Default.htm" />
<add value="Default.asp" />
<add value="index.htm" />
<add value="index.html" />
<add value="iisstart.htm" />

<add value="default.aspx" />

</files>

\\ </defaultDocument>

N

)

</system.webServer>

Sections



<system.webServer>
<defaultDocument enabled="true" >

<files>

< <add value="Default.htm" />

<add value="Default.asp" />
<add value="index.htm" />
<add value="index.html" />
<add value="iisstart.htm" />
<add value="default.aspx" />
</files>
</defaultDocument>

</system.webServer>

Elements



<system.webServer>

<defaultDocument enabled="true" >

/ <add value="Default.htm" /> \

<add value="Default.asp" />

<add value="index.htm" />
<add value="index.html" />
<add value="iisstart.htm" />

<add value="default.aspx" />

K </defaultDocument> /

</system.webServer>

Collections



<system.webServer>

<defaultDocument Qnabled:"true'}

<files>

<add value="Default.htm" />
<add value="Default.asp" />
<add value="index.htm" />
<add value="index.html|" />
<add value="iisstart.htm" />
<add value="default.aspx" />
</files>
</defaultDocument>

</system.webServer>

Attributes



ﬂocation path="MyWebSite"
overrideMode="Allow">

<system.webServer>
<defaultDocument enabled="true" >
<files>
<add value="index.htm" />
<add value="iisstart.htm" />
<add value="default.aspx" />

</files>

</defaultDocument>

</system.webServer>

<J/focation>

Locations



¢ You can allow non administrators to:
Modify configuration properties
Override configuration properties

¢« overrideMode: Defines the lockdown state of
a configuration section

Locking Configuration Settings



¢ Defined in <configSections>
Use overrideModeDefault

/<configSections>

zsection name="defaultDocument"
overrideModeDefault="Allow" />

G}configSections>

Default Locking of Sections



ﬂ)cation path="MySite" \
overrideMode="Deny" >

<system.webServer>
<defaultDocument/>
</system.webServer>
</location>

<location path="YourSite"
overrideMode="Deny" >
<system.webServer>
<defaultDocument enabled="true">
<files>
<clear/>

<add value="default.aspx"/>
\ </files> /
</defaultDocument>

</system.webServer>
</location>

Locking <location> Sections




¢« Unlocking a section allows any part of it to
be changed by application or site owners

¢« With granular locking you can restrict
changes to specific elements or attribute

settings

¢ You can also restrict the type of change to
add, remove, or modify

Granular Locking



¢

Specifies attributes that are locked

<location path="MyWebSite" Q \
allowOverride="Allow" > 3

<add value="index.htm" />
<add value="iisstart.htm" />
</files>
</defaultDocument>

</system.webServer> /

</location>

lockAttributes &
lockAllAttributesExcept



¢ Limits what can be done to an
element

<location path="MyWebSite"
allowOverride="Allow">
<system.webServer>

</files>
</defaultDocument>
</system.webServer>

(/Iocation> /

lockElements add remove clear



¢ Locks a single item

<location path="MyWebSite"
allowOverride="Allow" >
<system.webServer>
<defaultDocument enabled="true">

‘\
- D

<add value="index.htm" lockItem="tfug¢ k :m

<add value="iisstart.htm" />
</files>
</defaultDocument>

</system.webServer> /

</location>

lockItem



en-us/library/dd364124%28WS.10

et/page.aspx/447/managing-iis-with-the-iis-powershell-snap

Zdroje a odkazy - IIS
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