ve Directory

Databaze
Obnova smazanych objekt@
Disaster Recovery (zotaveni z havarie)

Jan Zak

: Systems Administration
CERTIFIED | o gineering

: Trainer




Disaster Recovery je sada procesﬁ a
postupu spojenych s obnovenim provozu
sluzeb, které jsou pro organizaci klicove.
Risk Assesment - vyhodnoceni rizik.



Vypadek squeb (DNS AD DS...)
Selhdni trustu mezi doménami
Nedostupnost FSMO

Smazani nebo poskozeni objektu
Selhani radice domény

Ztrata celeho forestu

Selhani replikace (data, SYSVOL)
Poskozeni GPO

USN rollback

Lingering objects

Napadeni a kompromitace radice domeny
DupI|C|tn| SIDy

Virova nakaza klientu nebo serveru



Pouzivejte kvalitni hardware, provadéijte
pravidelné testy.

Vsechny zmény testujte na testovacim prostredi.
Pripravte, otestujte a nacviCte scénare obnovy.

Provadéjte Risk assesment (najdete napr.
»Single points of failure™).

Pouzivejte dodatecne DC.

Zalohujte pred kazdou zménou.

Zalohujte po kazdé zmeéne.

Planujte exporty objektd napt. do .Idf nebo csv.
souboru.

Nespoléhejte jen na jeden zpusob obnovy.



FSMO
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Schema Master
Domain Naming Master
PDC Emulator

RID Master
Infrastructure Master




Forests
jedinou
doménou?

Vsechny DC Global
catalogem?

lNe

Ano

Presunte vsechny role na
DC ktery neni GC

Ponechte vsechny role na prvnim DC
Nastavte vSechny radice jako GC

Definujte zalozni server (standby operations
master)

Ponechte vSechny role na prvnim DC

}

V kazdé child doméné ponechte PDC emulator,
RID master a Infrastructure master na prvnim DC

{

Definujte zalozni servery




o = [

Active Directory Users and Comput | Name
Saved Queries %, Administrz

W A% .n -

BL Delegate Contral...
Co Find...

il

<’ po  Change Domain...

Fo  Change Domain Controller...
Mz  Raise domain functional level...
Us Operations Masters...

Active Directory Users and Comput I Mame | Type | Description

ERREEEL T e rations Masters d b
=

3.53 acme. corp
7| Builtin | RID IF‘DC I Inflasin_ldurel

| Compu
= Domai The operations master manages the allocation of RID pools to other Domain
= Foreig Cortrollers. Onby one server in the domain performs this role.
| Manac

| Users Operations master:

IIIS.ac:‘ne.curp

To transfer the operations master role to the following
computer, click Change. as--

IIIS.ac:‘ne.curp




c:\WINDOWS>ntdsutil

activate instance ntds

ntdsutil:roles

fsmo maintanance:connections

server connections:connect to server <server>
server connections: g

fsmo maintanance:
- Seize domain naming master
- Seize infrastructure master
- Seize PDC
- Seize RID master
- Seize schema master




FSMO Mozné dopady

Schéma neni mozné rozsifit. Kratkodobé obvykle nebyva
Schema . v ., :

problém, vSechny DC maji repliku.
Domain Nelze pridat nebo odebrat doménu. Kratkodobé neni
Naming probléem.

Radi¢e mohou vytvaiet nové objekty, dokud maiji k dispozici
RID nepridélené RIDy. Nové objekty je mozné pridavat i na

jinych radiCich, doba akceptovatelného vypadku zavisi na
poctu pfidavanych objekta.

PDC Emulator

Je tfeba resit rychle. NT 4.0 BDCs nelze replikovat,
prestava fungovat synchronizace ¢asu, mohou se
vyskytnou problémy s GPO a zménami hesel uzivatelu a
pocitacu.

Infrastructure

Clenstvi ve skupinach nemusi byt aktualni. Neni problém v
prostredi s jedinou doménou.




FSMO Role Restrictions

Schema

Domain Naming Original must be reinstalled

RID

PDC Emulator

Can transfer back to original

Infrastructure

FSMO Role Administrator must be a member of
Schema Schema Admins

Domain Naming Enterprise Admins

RID

PDC Emulator Domain Admins

Infrastructure

 Pri vypadku musi byt k dispozici ucet s
dostatecnymi opravnénimi.

 Je vhodné predem znat nejvhodnéjsi server
(navrh replikace...).




C:\>repadmin /showvector
dc=whitepaper,dc=corp,dc=au
SYDO2.whitepaper.com.au
Sydney\SYDO1 @ USN 4023
Melbourne\MELO1 @ USN 4087

C:\>repadmin /showvector
dc=whitepaper,dc=com,dc=au
MELO1.whitepaper.com.au

Sydney\ SYDO1 @ USN 4018
Sydney\SYDO02 @ USN 5017

ProtoZze SYDO1 byl puvodni operation master, zajimaji nas
pouze USN (Update Sequence Number) pro tento server.
USN na SYDO02 (4023) je vyssi nez USN na MELO1 (4018),

proto ma SYD02 novejsi verzi dat nez MELO1 a je proto
vhodnéejsim kandidatem na presun role.



Zalohovani a obnovovani
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Rebuild (reinstalace)
reinstalace OS, povyseni serveru na DC, replikace
© Priblizna doba obnova i vysledek jsou znamy

Restore (obnoveni)
Pouziti zalohy pro obnovu pouzitelného stavu
systému, rucni oprava konfigurace, replikace

Repair (oprava)
Pouziti NTDSUTIL (ESENTUTL) pro obnovu

databaze, kontrola integrity
® Obvykle posledni moznost, nezname dobu

obnovy ani vysledek



Primary restore ;

Prostredi s jedinym DC, nebo ztrata vsech DC.
Zmeny provedene po posledni zaloze jsou
ztraceny.

Normal restore

Prostredi s existujicimi replikami, obnovujeme
system, ne smazane objekty. Obnovene objekty
jsou pri prvni replikaci aktualizovany.
Authoritative restore )
Vsechny objekty AD jsou obnoveny ze zalohy.
Vybrane objekty jsou oznaceny pro autoritativni
obnoveni - zvysi se jejich USN. Pri prvni replikaci
tyto objekty prepisi verze na ostatnich radicich,
neoznacene objekty jsou paopak aktualizovany z
kopil replikacnich partneru.



C:\Windows\system32>ntdsutil
ntdsutil: activate instance ntds
Active instance set to "ntds".
ntdsutil: set dsrm password

Reset DSRM Administrator Password: reset
password on server null

Please type password for DS Restore Mode
Administrator Account; ko

Please confirm new password; ¥k
Password has been set successfully.

Reset DSRM Administrator Password:quit



% Import - OpenOffice.org Calc

Soubor Ugra‘.vy Zobrazit Vlozit Format Nastroje Data Okno Napovéda

BarocEia [ esR 9= X BR-¢ AU v BMeopEQ D .
© g | Adial [z]{10 [z B 7 U ===&s L 7idE g W e | O -9 4 - g
cat ] fm = = |
I A ‘ B [ C l D | E | F [ 6
1 |dn sAMAccountName userPrincipalName telephoneNumber department userAccountControl objectClass
2 |CN=Amie Baldwin,OU=ImportOU.,DC=netdom,DC=ncm amieb amieb@netdom.ncm.cz 555-1234 512\user
3 |CN=Scott Culp.OU=ImportOU.DC=netdom.DC=ncm scottc scottc@netdom.ncm.cz 555-1236 Ucetni 512 user
4 |CN=Derek Graham,OU=ImportOU,DC=netdom.,DC=ncm derekg derekg@netdom.ncm.cz 555-1239 Ucetni 512 user
5 |CN=Stephanie Bourne, OU=ImportOU,DC=n¢g ° '
6 |CN=Matthew Dunn,OU=ImportOU.DC=netdo
7 |CN=Sherri Hart,OU=ImportOU,DC=netdom.[] . — — — 1 —
oot et dn: CN=Jane Doe,OU=Staff,DC=microsoft,DC=com

changetype: modify
replace: extensionAttributel
extensionAttributel: Staff

dn: CN=John Doe,OU=Staff, DC=microsoft,DC=com
changetype: modify

replace: extensionAttributel

extensionAttributel: Staff

ldifde -f exportOu.ldf -s Serverl -d "dc=Export,dc=com” -

p subtree
-r "(objectCategory=organizationalUnit)" -I
"cn,objectclass,ou”




repadmin /options ServerName
+DISABLE_INBOUND_REPL

repadmin /options ServerName
+DISABLE_OUTBOUND_REPL
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Edb.chk

Update the | T\\\
Write Request checkpoint | T

Commit the
transaction
Extensible Storage '
Transaction Engine (ESE)
is initiated Write to the
database on
X" disk
Write to _the Write to the ’{ Ntds.dit
transaction :
transaction
buffer > 2 log file

EDBllog|




Online defragmentace se spousti na
kazdem DC kazdych 12 hodin jako
soucast procesu ,garbage-collection®.
Online defragmentace pouze optimalizuje,
nezmensuje velikost databaze.

Offline defragmentace obvykle nebyva
zapotrebi, vytvori novou, kompaktni
databazi.



C:\Windows\system32>net stop ntds
C:\Windows\system32>ntdsutil
ntdsutil: activate instance ntds
Active instance set to "ntds".
ntdsutil: files
file maintenance: compact to C:\NTDS_TEMP
Initiating DEFRAGMENTATION mode...
Source Database: C:\Windows\NTDS\ntds.dit
Target Database: C:\NTDS_TEMP\ntds.dit

Defragmentation Status (% complete)

0O 10 20 30 40 50 60 70 80 90 100

It is recommended that you immediately perform a full backup
of this database. If you restore a backup made before the
defragmentation, the database will be rolled back to the state
it was in at the time of that backup.

Compaction is successful. You need to:

copy "C:\NTDS_TEMP\ntds.dit" "C:\Windows\NTDS\ntds.dit"
and delete the old log files:

del C:\Windows\NTDS\ *.log




set path <object> <location/folder>
backup
database
logs
working directory

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\NTDS\Parameters

move db to <path>
move logs to <path>



LSASS.EXE - System Error, security accounts manager initialization failed because of the
following error: Directory Services cannot start. Error status Oxc00002e1l.

Please click OK to shutdown this system and reboot into directory services restore
mode, check the event log for more detailed information.

Event ID: 700

Description: "NTDS (260) Online defragmentation is beginning a pass on database
NTDS.DIT."

Event ID: 701

Description: "NTDS (268) Online defragmentation has completed a full pass on database
'C:\WINNT\NTDS\ntds.dit'."

Event ID: 101

Description: "NTDS (260) the database engine stopped."”

Event ID: 1004

Description: "The directory was shut down successfully."

Event ID: 1168

Description: "Error: 1032 (fffffbf8) has occurred. (internal ID 4042b). Please contact
Microsoft product support services for assistance.”

Event ID: 1103

Description: "The windows directory services database could not be initialized and
returned error 1032. Unrecoverable error, the directory can't continue."



NTFS prava? (root, ntds)

Zména pismen disku?
NTDS.DIT je opravdu poskozena?
NTDS slozka je zkomprimovana?

TIP: NTDSUTIL - files - info



Prikazem integrity Ize detekovat poskozeni
databaze na binarni Urovni (nizko Urovnoveé).
Integrity cte jednotlivé bajty datoveho souboru
- Casove narocna operace.

Integrity take kontroluje spravnost hlavicek,
konzistenci a funkcnost jednotlivych tabulek.

Kontrola se provadi offline a vystup je zapsan do
logu.



Kontrola poctu odkazi (Reference count check). Pocita
vsechny odkazy z datové tabulky a porovnava s uvedenxm
poctem zaznamu (viz Active Directory Data Storage in t
Distributed Systems Guide of the

Tgltlf tgke zajisti, ze kazdy objekt ma GUID, DN a nenulovy pocet
odkazu.

Kontrola smazanych objektl (Deleted object check).
Kontrola pritomnosti data a ¢asu smazani, kontrola pritomnosti
specialniho DN.

Kontrola predchiidcd (Ancestor check). Kontrola aktualniho
poctu ,distinguished name tag (DNT)" - musj odpovidat pocty v
seznamech aktualniho objektu a jeho predchudcu.

Kontrola popisovacii zabezpeceni_(Security descriptor
zlagck) Kontrola platného popisovace a jeho poli, pritomnost

Kontrola replikaci (Replication check). Kontrola ,UpToDate
vektory" pro hIawckK directory partition — musi odpovidat pocet
kurzoru. Kazdy objekt také musi obsahovat vektor metadat.


http://www.microsoft.com/windows2000/library/resources/reskit/default.asp

DSRM, run NTDSUTIL - files — integrity
semantic database analysis - go
semantic database analysis - go fixup
Offline defragmentace

Pokud je k dispozici dalsi DC, odinstalace AD DS,
nove povyseni na DC

Pokud neni k dispozici dalsi DC, obnova z
posledni zalohy

Znovuvytvoreni domeny, ... ®



DSRM, NTDSUTIL - files - recover

nebo
esentutl /f <path>\ntds.dit

smazani (zaloha) *.log souboru

Import chybé&jicich objektu z .Idf soboru



Odstrafiovani objektu
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Kdyz je objekt smazan, neni odstranén z
databaze.

Objekt je po smazani oznacen pro pozdéjsi
odstranéni.

Tento priznak je replikovan na ostatni radice.
Teprve pozdeji je proces garbage collection
fyzicky odstrani z databaze.

Tyto objekty jsou nazyvany ,tombstones".
Garbage collection také maze nepotrebnée logy.
Nasledné proces spusti vlakno defragmentace.



Po zmene objektu na ,tombstone™ jsou
temer vsechny atributy odebrany.

ZUstavaji pouze objectGUID,
objectSid, nTSecurityDescriptor,
uSNChanged, sIDHistory.

Dalsi atributy mohou byt take ponechany,
je ale potreba hrubsi zasah do konfigurace

schématu.



tombstonelifetime

(cn=DirectoryServices,cn=WindowsNT,cn=Services,cn=Configurat
ion,dc=)

Pozn.:( <not set> znamend 60 dnd), W2003 SP1 zvysil TLS z
vychozich 60ti na 180 dnu

C:\>dsquery * "CN=Directory Service,CN=Windows NT,
CN=Services,CN=Configuration,DC=acme,DC=corp" -
scope base -attr tombstonelifetime

tombstonelifetime
180




Obnova posledni zalohy stavu systemu
obsahujici objekt, oznaceni objektu pro
sauthoritative restore".

Nalezeni radice, na ktery jeste nebylo
smazani replikovano, oznaceni objektu jako
autoritativni verze.

Odstranéni atributu ,isDeleted", zméena DN
objektu, obnoveni atributl napf. z
exportniho souboru CSV.

Integrace nastroje od jiného dodavatele.



Authoritative restore

LDF

LDP.EXE

ADRESTORE.EXE

,Lag DC"

AD snapshot

,Recycle Bin" (pouze W 2008 R2)
Dalsi nastroje tretich stran



Ochrana ,,OU=MyCompany" pridanim DENY ACE
(DELETE CHILD) pro skupinu Everyone — s ,This
object only™":

DSACLS
"OU=M\6ComBa y,DC=CONTOSO,DC=COM" /D
"EVERYONE:DC"
Pro OU=Users: DENY ACE pro Everyon s ,DELETE" a
+DELETE TRE"™ - s ,This object only"™:

SACLS

"OU=Users OU=M\&Com any,DC=CONTOSO,DC=
COM" /D "EVERYONE:SDDT

POZZ(I)\Idécotéi jako ,Protect object from accidental deletion" ve Win



Funkce
Provadi online zalohu AD
Plan automatickych zaloh

Backup life = hodnota tombstonelifetime
Default = 180 dnu
Zména hesla pocitate = 30 dnu
Password history = 2 (aktualni a predchazejici)

Pouzitelnost zalohy= TLS nebo 2*zmeéna hesla
pocitacCe
Aplikovani staré zalohy muze obnovit jiz smazané
objekty

Schema rollback neni podporovan !!!



=1

Connection  Browse  Miew  Options  Utilities  Help

= =5 ] II_F'l.l' I.I'-'IIILIII_F'I.I' l-".'I'.l'...
~DC=_ldap._tca| Getting 1 entries:
- DC=_ldap. _tc Dn: CH=Dexter\0ADEL:aadf3473-bac6-4654-0214-
- DC=_ldap._tc 2b9akafedbab,CN=Deleted Objects,DC=acme,DC=corp
- DC=_|dap._tc Modify
- DC=_|dap._tc
-~ DC=_ldap._tc DIM: I jab,CN=Deleted Objects,DC=acme,DC =corp
- DC=_|dap. tc
o ~Edit Entry
H.=_dap._ Attribute: IdisﬁnguishEdNamE
- DC=_|dap._tc
--DC=_|dap._tr Values: | CN=DexterCN=Users,DC=acme,DC=corp
--DC=_msdcs\0 Operation
- DC=ha52c7cE " add ¢ Delete {* Replace| [nsert ﬁlEI Enter
- CN=Dexter\Q,
- DC=DamainDr —Entry List
- DC=FarestDn Deletelisbeleted
_ elete]isDeleted:
DC_?'ZII'DADEL [Replace]distinguishedMame: CM =DexterCh =Users, DiC:
- DC =iisYDADEL
- CN=mama‘0A
- CN=tata\JAD —
-
] o
Edit Remaove
Ready _I _I
¥ Synchronous Close
W Extended

Run




s ————e = B SRR

. Denied RODC Password Replication G...  Security Group ...  Members in this group can...
;'_, Dexter Maorgan Liser

Administrator: Command Prompt - ntdsutil

C:xWindows*system3d2 >ntdsutil

ntdsutil: activate instance ntds

Active instance set to "ntds".

ntdsutil: snapshot

snapzhot: create

Creating snapshot...

Enaps?ut set L29f83343-7274-46a5-haf-Hchah5f3bB8c* generated successfully.
snapshot:

snapshot: list all
1: 2011-11-86:17:34 {29Ff83343-7274—46a5—haf7-HAchah5fIhH8c >
2: C: {73837 36-fBda—4a80—2413—-e878edf F5fha’

snapshot: mount 1

Snapshot {93837136—fAda—4a88-9413—-e878e4ff5fbha’ mounted as C:~5SHAP_2011116861734
_UOLUMECS~

snapshot:

_.

6'* ) fmey ~ Computer - Local Disk (C:) ~ L+ | | Search Local Disk (C:)

Organize *  Share with +  New folder

Favorites Name Date modified |Type

Pl Desktop 21/ $SNAP 201111061734 VOLUMECS 11/6/20115:35PM  File folder
& Downloads inetpub 10/30/20114:35FM  File folder



[+, Administrator: Command Prompt - dsamain -dbpath

c:swrdzamain —dbhpath "C:sNTDS_TEMPsntds.dit" —ldapport 18387 —allowupgrade

EUENTLOG <Informationall:

385

4

MTDS General ~ Service Control :
Microszsoft Active Directory Domain Servicesz startup complete, version 6.1.7680.16

18680

File  Acton View Help File Action View Help
&= | HE HE €= 25K 7 )i
| Active Directory | Name = ADSI Edit Mame | Class | Distinguished MName
% [ Saved Quer | & Administrato | £ § Defauit naming context [I1S.aa CN=Administrator user CN=Administrator, CN=Usei
= &4 acme.corp | 52 Allowed ROC ; DC=acme, DC=corp CH=Allowed RODC Password ... group CN=Allowed RODC Passwaol
* Builtin 52, Cert Publishe | = & Snapshot [localhost: 10389] CM=Cert Publishers group CM=Cert Publishers,CN=Us
* C':'mp!"t 5, Denied ROD. = DC=EEI‘I‘|E.|;)(-:=EDF|:I CN=Denied RODC Password ... group CM=Denied RODC Passwor
= D':'m'_a"-' 5%, DnsAdming E:ri""lhn ; “| CN=Dexter Morgan user CM=Dexter Morgan,CM=Lls
+ Foreign! | g DnsLipdatePs - ':'mp'_" = CM=DnsAdmins group CM=DnsAdmins,CM=Users,
+ Manage "JJD o Admi ClJ=Domain Controllers
Users y omain Ao VB SETalgieyll B C=Dexter Morgan Properties el

5%, Domain Com
5%, Domain Cont
52, Domain Sues
5%, Domain User
%, Enterprise A
5, Enterprise R
52, Group Policy
2 w Guest

2 , Jan

58 RAS and IAS
5%, Read-only D
5%, Schema Adm

CM=LostAndFound
CM=Managed Service £
CM=MNTDS Quotas
CM=Program Data
CHN=5ystem

+ CM=Users

Attribute Editor l Securihr]

Aftributes:
Attribute | Value -
accourt Expires (never)
badPassword Time (never)
bad PwdCount 0
cn Dexter Morgan
codePage 0
countryCode 0 ]
displayMame Dexter Morgan
distinguishedMame CMH=Dexter Margan CH=Users, DC=acme,DC
dSCore PropagationD... =)




12 Recovery Wizard x|

<
:{ % Select Recovery Type
_'_q,#{

Getting Started What do you want to recover?
e " Files and folders

You can browse volumes inclug

Select Location for Sys. .. ™ Volumes Recovery Wizard

Confirmation You can restore an entire volur
Recovery Progress ¢ aoplications
{+ System state

Getting Started
You can restore just the syster

Select Backup Date
Select Recovery Type

t Location for Sys...

Confirmation
Recovery Progress

More about performing recoveries

i i b i o b Bl ] E

y
- i; Select Location for System State Recovery

Where do you want to recover the system state of this Active Directory backup to?

& Original location

This option restores the system state. You must restart your computer at the end of
the recovery operation.

¥ Perform an authoritative restore of Active Directory files.

This recovery option will reset all replicated content an this Domain Controller induding
SYSVOL. Other replicated folders on this server will also be affected by this recovery.

™ Alternate location
This option copies the system state as a set of files to the location spedfied.

< Prewi
il Windows Server Backup E
@8 Mote: This recovery option will cause all replicated content on the
L ' local server to re-synchronize after recovery. This may cause
—  potential latency or outage issues,
- . 4
“A‘. A e —~ - ﬁ-—; - i = -— = -— ™ A‘ﬁq_q_p‘.\l_“_n—q—
ey e o — - — _t“‘ N o N A AN, L AT AT l\_z" \‘_“‘ l\___— - I




G

cinrntdsutil

ntdsutil: activate instance ntds

Active instance set to "'ntds'.

ntdsutil: awthoritative restore

authoritative restore: restore ohject "“"CH=Dexter,.CH=Users.DC=acme.,DC=corp"

SR
Authoritative Restore Confirmation Dialog Ed

9 Are you sure you want to perform this Authoritative Restore?
N

MHost recent datahbhase update occured at 11-86—11 21:32_32.
Increasing attribute version numbers hy 180888 .

Counting records that need wpdating...
Records found: GEEBBBEAHA1
Done.

Found 1 records to update.
Updating records...

Records remaining: BAABAAAHAR
Done.

Successfully wpdated 1 records.

The following text file with a list of authoritatively restored obhjects has been
created in the current working directory:

ar_201111806—222800_ohjects . txt
Mone of the specified obhjects have bhack-links in this domain. Mo link restore fi
le haz been created.

Authoritative Restore completed successfully.




2 Administrator: Active Directory Module for Windows PowerShell — - 18] ]

sers\Administrator et~ ptionalkFeature -Fxlter * -
DistinguishedName : CN=Recycle Bin Feature,CN=0ptional Features, CN=Directory S
ervice, CN=Windows NT,CN=Services,CN=Configuration,DC=train

ing,DC=local

’EnabledScoBes B2 ¢

?eature GUI : 766ddcdB-acdB-445e~-f 2b9-a7f 9b6744f 23
eatureScog : {ForestOrCoangurat1onSet}

iIsD1sablea le : False

M . Recgcle Bin Feature

ObJectClass : tionalFeatu

prectGUID : 8e44013a-74ad- 447d 3343 772b2763f S0b

RequiredDomainMode :

FequiredForestMode : Windows2008R2Forest

4 X Administrator: Active Derectory Module for Windows PowerShell . =10
' Administrator nab e-'lOptxonaIFeature ’Recycle Bin Feature’ ~5COope.-

o\
ForestOrConF1 uratxonSet -tar-et training. local
: \ nab a Recycle eature e
;'PN Partltlons F =Conf iguration,DC=training,DC=loca is an irreversible

actiont You will not be able to disable 'Recycle Bin Feature' on
g CN=Partitions CN=Configuration DC=training, DC=local’' if

Conf Lrm
Are you sure you want to perform this action?
Performing operatlion "Enable" on Target "RecIcle Bin Feature".

Yes Al Yes to All [N] No [L] No to A [S] Suspend (7?1 Help
(default is "Y"):y

PS C:\Users\Administrator>




&~

| 2 Administeator Active Dircctory Module for Windews PowerSholl

ers\administrator et~ f ct =-Searc .é e “CN=Del ete '“&.Jects.
ing, DC local" —ldaprlter '(obJectC ass=user)" -1ncludeDeleted0bJects

leted s T
TstingutihedNane: = CNatlmen $1mpson\GADEL : 1f 80c62d-6d61-4668~Bach~11dbbS8d0024
X CN -DeSeted bjects,DC=training,DC=local
" DEL: 1f B0ce2d-6d61-4668-8ach-11dbb5S8d0024
S

S ! user
D i 1f80c62d-6dE1-4668-8acb-11dbb58dB024

bjectC
G

a
bjectGUI

1
U

—\Q ‘.J.ﬂ

d ect -fil (Name - Lke !Homer Simpsonx"} -
bjects

SearchScope Subtree -1nc1udeDe1eted

Deleted : True

lDistinguishedName : CN=Homer Simpson\BADEL: 1f88c62d-6d61-4668-8acb-11dbb58d0024
,CN=Deleted BbJects DC=training,DC=local
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Lingering objects

Active Directory Distaster Recovery

—



When you restore AD from expired
backup, deleted objects re-appers
(lingers) on restored DC.

When your DC is offline for longer time
(more than TSL period), same thing can
happen.

NOTE: GC replicate read-only replicas with lower priority. GC is
often bridgehead - high replication load. When replication
interval is too short and many repl. partners, read-only replicas
can remain in the queue indefinitely. These conditions can result
in lingering objects on global catalog server.



Replication problems occur when the object on the
source domain controller is updated. In this case,
when the destination attempts to inbound-replicate
the update, the destination domain controller
responds in one of two ways:

If the destination domain controller has strict
replication consistency enabled, it recognizes that
it cCannot update the object and locally halts inbound
replication of the directory partition from that source
domain controller.

If the destination domain controller has strict
replication consistency disabled, it requests the
full replica of the updated object. In this case, the
object is reintroduced into the directory.



Event ID 1388 or 1988

Event Type:Error

Event Source:NTDS Replication

Event Category:Replication

Event ID:1388

Date:2/21/2005

Time:9:19:48 AM

User:NT AUTHORITY\ANONYMOUS LOGON

Computer:DC3

Description:

Another domain controller (DC) has attempted to replicate into this DC an
object which is not present in the local Active Directory database. The
object may have been deleted and already garbage collected (a tombstone
lifetime or more has past since the object was deleted) on this DC. The
attribute set included in the update request is not sufficient to create

the object. The object will be re-requested with a full attribute set

and re-created on this DC.

Source DC (Transport-specific network address):
4a8717eb-8e58-456¢c-995a-c92e4add7e8e._msdcs.contoso.com
Object:

CN=InternalApps,CN=Users,DC=contoso,DC=com

Object GUID:

a21aabd9-7e8a-4a8f-bebf-c3e38d0b733a

Directory partition:

DC=contoso,DC=com

Destination highest property USN:

20510

User Action:

Verify the continued desire for the existence of this object. To
discontinue re-creation of future similar objects, the following
registry key should be created.

Registry Key:
HKLM\System\CurrentControlSet\Services\NTDS\Parameters\Strict Replication Consistency



Event ID 1388 or 1988

Event Type:Error

Event Source:NTDS Replication

Event Category:Replication

Event ID:1988

Date:2/21/2005

Time:9:13:44 AM

User:NT AUTHORITY\ANONYMOUS LOGON

Computer:DC3

Description:

Active Directory Replication encountered the existence of objects
in the following partition that have been deleted from the local
domain controllers (DCs) Active Directory database. Not all direct
or transitive replication partners replicated in the deletion

before the tombstone lifetime number of days passed. Objects that
have been deleted and garbage collected from an Active Directory
partition but still exist in the writable partitions of other DCs

in the same domain, or read-only partitions of global catalog servers
in other domains in the forest are known as "lingering objects".

This event is being logged because the source DC contains a lingering
object which does not exist on the local DCs Active Directory database.
This replication attempt has been blocked.

The best solution to this problem is to identify and remove all
lingering objects in the forest.

Source DC (Transport-specific network address):
438717eb-8e58-456c-995a-c92e4add7e8e._msdcs.contoso.com
Object:

CN=InternalApps,CN=Users,DC=contoso,DC=com

Object GUID:

a2laa6d9-7e8a-4a8f-bebf-c3e38d0b733a



A deleted user or group account remains in the global address list (GAL) on
Exchange servers.  Therefore, although the account name appears in thé GAL,
attempfts to send e-mail messages résult in errors.

MultiPIe copies of an object aEpear in the object picker or GAL for an object that
should be unique in the forest. Duplicate objects sometimes appear with altered
names, causing confusion on directory searches. For example, if the relative
distinguished name of two objects cannot be resolved, conflict resolution appends
"*CNF:GUID" to the name, where * represents a reserved character, CNF is a
ccgpslga?t th?t indicates a conflict resolution, and GUID represents the objectGUID
attribute value.

E-mail messages are not delivered to a user whose Active Directory account appears
to be current.”After an outdated domain controller or global catalog server becomes
reconnected, both instances of the user object appear’in the global catalog. Because
both objects have the same e-mail address, e-mail messages cannot be delivered.

A universal group that no longer exists continues to appear in a user’s access token.
Although thé group no longer exists, if a user account still has the group in its
securlt?/ token, the user might have access to a resource that you intended to be
unavailable to that user.

A new object or Exchange mailbox cannot be created, but you do not see the object
in Active Directory. An error message reports that the object already exists.

Searches that use attributes of an ex_istinﬁ obgect incorrectly find multiple copies of
an object of the same name. One object has been deleted from the domain, but it
remains in an isolated global catalog server.



If a writable lingering object exists in your
environment and an attempt is made to update
the object, the value in the strict replication
conS|stency registry entry (type REG_DWORD)

HKEY LOCAL_MACHINE\SYSTEM\CurrentCo
ntrolSet\Services\NTDS\Parameters
determines whether replication proceeds or is
stopped, as follows:

1 (enabled): Inbound replication of the specified
directory partition from the source is stopped on the

destination.
0 (disabled): The destination requests the full object

from the source domain controller, and the lingering
object is revived in the directory as a new object.



repadmin /regkey <servername> +strict
repadmin /regkey * +strict

Note:
This apply on Windows Server 2003 SP1
only!



The object that you create is an operational GUID with the following name:

CN=94fdebc6-8eeb-4640-80de-
ec52b9cal7fa,CN=0Operations,CN=ForestUpdates,CN=Configuratio
n,DC=<ForestRootDomain>

Perform the following procedure on any domain controller in the forest to
add this object to the configuration directory partition.

You can use .ldf file:

dn:

CN=94fdebc6-8eeb-4640-80de—
ecb2b9cal7fa,CN=0Operations,CN=ForestUpdates,CN=Configuration, DC=<ForestRootDomain>

changetype: add

objectClass: container

showInAdvancedViewOnly: TRUE

name: 94fdebc6-8eeb—-4640-80de—ec52b9cal7fa

objectCategory: CN=Container,CN=Schema,(CN=Configuration,DC=<ForestRootDomain>



REI;ADMIN (W2003 version only) can be used
wit
/removelingeringobjects

Repadmin compares databse objects on reference DC
with objects on target DC (which is suspected to contan)
lingering objects

/advisory_mode only reports (to event log) existing
lingering objects

Example (Event ID 1946):

Active Directory has identified the following lingering object on the local domain
controller in advisory mode. The object had been deleted and garbage collected
on the following source domain controller yet still exists on the local

domain controller.

Object:

CN=SORCMM1250-HP Desklet 692C\OADEL:c809ed02-d78f-4938-9f51-
9335ba0776e7,CN=Deleted Objects,DC=am1,DC=mnet

Object GUID:

c809ed02-d78f-4938-9f51-9335ba0776e7

Source domain controller:
12034b03-56a9-47bc-b33d-6ae6a95d1ae7. _msdcs.mnet



SET G_EUDCO01=608E585F-4F95-4032-951D-EFB5CE4B4297
SET G_EUDC02=2C100092-82E7-43AE-9739-7E52D4B86054
SET G_EUDC03=74110BF1-03A8-4812-9324-6921BCC8AB1C
SET G_MCCOY=7BA54BCE-B7AA-407F-A463-19F6DF2F442D
SET G_MONROE=5F3376F6-05C2-4C15-9BD6-72455EF5CB4A
SET G_NADC01=748BOEF7-F605-4ADE-A2DC-EF2D4AFC5D36
SET G_NADC02=D33F4A12-099E-4F8F-BC89-1FB422E2B0OF3
SET G_APCD02=2D309905-8731-4FAE-8804-6B8A0340DAA0

rem Naming Context: DC=DomainDnsZones,DC=eu,DC=tieto,DC=com from EUDCO1
repadmin /removelingeringobjects %computername% G_EUDCO01 "DC=eu,DC=tieto,DC=com" /advisory_mode
pause

rem Naming Context: DC=tieto,DC=com from MONROE
repadmin /removelingeringobjects %computername% G_MONROE "DC=tieto,DC=com" /advisory_mode
pause

rem Naming Context: DC=ap,DC=tieto,DC=com from APDC02
repadmin /removelingeringobjects %computername% G_APDC02 "DC=ap,DC=tieto,DC=com" /advisory_mode
pause

rem Naming Context: DC=NA,DC=tieto,DC=com from NADCO02
repadmin /removelingeringobjects %computername% G_NADCO02 "DC=NA,DC=tieto,DC=com" /advisory_mode
pause

rem Naming Context: CN=Configuration,DC=tieto,DC=com from MONROE
repadmin /removelingeringobjects %computername% G_MONROE "CN=Configuration,DC=tieto,DC=com" /advisory_mode
pause

rem Naming Context: DC=ForestDnsZones,DC=tieto,DC=com from MONROE

repadmin /removelingeringobjects %computername% G_MONROE "DC=ForestDnsZones,DC=tieto,DC=com" /advisory_mode
pause

rem Naming Context: DC=eu,DC=tieto,DC=com from EUDCO1

repadmin /removelingeringobjects %computername®% G_EUDCO01 "DC=eu,DC=tieto,DC=com" /advisory_mode
pause

To get DC's GUID:
repadmin /showrepl <servername>



In DSRM, start REGEDIT

Go to

+HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control
\ProductOptions"

In ,ProductType", set ,ServerNT" in to Value data
Restart server and logon with DSRM password
Computer should behave as member server now

In
+HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S

ervices\NTDS\Parameter_s“
delete ,Src Root Domain Srv"

Run DCPROMO an install new temporary domain
Run DCPROMO again and remove temporary domain
Remove metadata in production domain



Odebrani DC

Odebrani DC z konfigurace po
neuspesném odebrani role AD DS

Odebrani domeény z konfigurace, pokud
doména jiz neni dostupna

Prejmenovani DC, domeény
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- Recovery manager for AD Forest Edition (Quest Software)
http://www.guest.com/recovery-manager-for-active-directory-forest-edition/

- Overall Solutions — RecycleBin
http://www.overall.ca/index.php?option=com_ content&view=article&id=40:adrecyclebin&catid=15:adrecyc
lebinexe&Itemid=64

- 4SYSOPS - Recycle Bin PowerPack for PowerGUI
http://4sysops.com/archives/free-powergui-active-directory-recycle-bin-powerpack/

- Removing orphaned domain
http://support.microsoft.com/default.aspx?scid=kb;en-us;g230306

- Renaming domain
http://technet.microsoft.com/en-us/windowsserver/bb405948.aspx

http://www.petri.co.il/windows 2003 domain rename.htm
http://dsg.port.ac.uk/~hx/rename domain/index.php

- Renaming DC
http://technet.microsoft.com/en-us/library/cc782761.aspx

http://www.petri.co.il/windows 2003 domain controller rename.htm

- DCPROMO - FORCEREMOVAL
http://support.microsoft.com/kb/332199

- Remove FRS a DFS objects if exists after forceremoval
http://support.microsoft.com/kb/296183/

- How to remove data in Active Directory after an unsuccessful domain controller demotion
http://support.microsoft.com/kb/216498/en-us

« How to rebuild the SYSVOL tree and its content in a domain
http://support.microsoft.com/kb/315457/en-us

« Lingering objects

e http://support.microsoft.com/kb/314282

s http://technet.microsoft.com/en-us/library/cc738018.aspx
s http://technet.microsoft.com/en-us/library/cc785298.aspx
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