Vyvazovani zatéze na topologii prepinacu
s redundandnimi linkami
Petr Grygarek, FEI, VSB-TU Ostrava

Transparentni mosty (dnes vétSinou piepinace) se propojuji do stromové struktury. Jestlize
pozadujeme redundandni popojeni obsahujici smycku, musi v siti fungovat algoritmus Spanning
Tree (IEEE 802.1d), ktery n€které porty automaticky zablokuje, aby vysledna topologie byla
stromova. Vypocet Spanning Tree probiha neustale, takze v ptipad€ vypadku nékteré linky (resp.
portu) je topologie rekonfigurovana a porty piepinact odblokovany, resp. zablokovany tak, aby
propojeni bylo stromové a pokryvalo vSechny linky (segmenty) sité. Proto se algoritmus nazyva
Spanning Tree — pokryvajici strom. Pfi vybéru linek pfednostné zahrnutych do stromu se berou v
uvahu administratorem nastavené ceny linek, aby vytvofeny strom byl stromem nejkratSich
(nejlevnéjsich) cest. Nejsou-li ceny linek nastaveny explicitné, uplatni se implicitni nastaveni, pii
némz je cena linky nepfimo umeérna prenosové rychlosti ptrilehlého portu.

V pfipadé€, Ze v siti aplikujeme virtudlni sit€¢ (VLAN), probiha v nejjednodussim ptipadé pro kazdou
VLAN samostatny a na ostatnich VLAN nezavisly vypocet Spanning Tree. Z divodu vyvazeni
zatéze na vSechny linky (redundandni) topologie je vyhodné, aby stromy riznych VLAN byly (ve
stavu bez vypadku) riizné, tj. aby linka, ktera je ve stromu jedné VLAN zablokovana, nesla provoz
jiné VLAN a opacné. Takovéto vyvazovani zat€Ze ma samoziejm¢e smysl jen na trunk linkéach, které
jeding nesou soucasn¢ provoz z vice VLAN.

Piedpokladejme topologii tfech pfepinact propojenych do trojihelnika pomoci trunk linek (obr.1).
Na kazdém z ptepinaci jsou konfigurovany dvé VLAN: VLAN 2 a VLAN 3.
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Z dtvodu rovnomérného rozloZeni zatéze na trunk linky chceme, aby strom pouzivany VLAN 2
obsahoval jednu z trunk linek k SW3, zatimco strom pro VLAN 3 druhou. MiZeme se rozhodnout
ovlivnit algoritmus Spanning Tree tak, aby stromy pro VLAN2 a VLAN3 vypadaly (v piipadé
funk¢nosti vsech linek) tak, jak ukazuje obr.2.
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Protoze Spanning Tree konstruuje strom vzdy jako strom nejkratSich cest z uréeného kotene ke
vSem segmentiim site, ovlivnime vyslednou topologii tim, Ze pro kazdou VLAN jinak stanovime

- prepinac, ktery mé byt pro tuto VLAN kotfenem stromu
« ceny jednotlivych linek (platné pro tuto VLAN)

Prepinac, ktery ma byt kofenem stromu, se ur¢i dohodou ptepinacti podle priority, ktera je kazdému
pfepinaci nakonfigurovana. Ciselné nizsi priorita je preferovana. Pokud neni zadéna, je u Cisco
pfepinaci implicitni priorita 32768. Pti shodé priorit rozhoduje hodnota Bridge ID, ktera je pro
kazdy ptepinac (a kazdou jeho VLAN) déna vyrobcem a je unikatni.

Ceny linek (resp. segmentt sité, pokud je do linky vloZen hub) se pfifazuji portim piepinact, které
jsou k jednotlivym segmentim pfipojeny. Kazdy segment pak bude do stromu pfipojen tou cestou,
uvazovat symetrické ceny linek, tj. na vS§ech portech ptipojenych k témuz segmentu bude
konfigurovana stejna cena (cost).

Pokud dojde k vypadku kotenového prepinace (root bridge), bude samoziejmé dynamicky zvolen
novy kotfenovy piepinac. Stejné tak pii vypadku linky s niz$i cenou bude aktivovana nektera
alternativni linka s cenou vyssi.

Konfigurace vyvazovani zatéze na prepinaci Cisco Catalyst 1900

Konfiguraci provedeme ve dvou krocich:
1. konfigurace priority pfepinace pro funkci root bridge pro jednotlivé VLAN
2. konfigurace ceny vsech trunk spoji pro jednotlivé VLAN

1. Uréeni root bridge

VétSina parametra algoritmu Spanning Tree (v€. priority pfepinace pro funkci root bridge) se
konfiguruji pomoci tzv. Sablon (templates). Lze definovat az 4 rtizné Sablony a kazdou ze Sablon
muzeme prifadit skupiné VLAN. Implicitné je Sablona 1 pfifazena vSem VLAN, kterym nebyla
explicitné pfifazena Zadna jina Sablona

Hodnotu parametru priority piepinace v Sablon€ S definujeme v globalnim konfigura¢nim rezimu
ptikazem



spantree-template <S> priority <HODNOTA>

Ptipomeiime, Ze niz$i hodnota (s vyjimkou 0) zvySuje prioritu volby pfepinace jako kofene stromu.
Hodnotou 0 bychom stanovili, Ze se piepina¢ nikdy nesmi stat kofenem.

Ptirazeni VLAN V do $ablony S provedeme piikazem
spantree-template <S> vlan <V>

Pii ptfifazeni miizeme uvést i seznam nebo rozsah VLAN.

2. Uréeni cen trunk linek pro jednotlivé VLAN

Na ptepinaci C1900 lze pro trunk linku definovat dvé alternativni ceny a pro kazdou alternativu
stanovit, kterych VLAN se tato hodnota ceny tyka. Urceni cen alternativ 1 a 2 a ptifazeni VLAN
témto alternativam se déje v rezimu konfigurace rozhrani trunk linky:

interface fastEthernet 0/26
spantree-option 1 cost 30
spantree-option 2 cost 20
spantree-option 1 cost vlan 2
spantree-option 2 cost vlan 3

Nejprve definujeme piikazem spantree-option <A> cost <C> cenu pfifazenou pro jednotlivym
alternativam (option). Implicitni cena je 10 (coz podle konvenci Spanning Tree odpovida rozhrani
FastEthernet s rychlosti 100 Mbps). Poté piikazem spantree-option <A> cost vlan <V> pro ob¢
alternativy stanovime, kterych VLAN se alternativa tyka.

Poznamka:

Pokud je hodnota ceny u alternativy implicitni (10), odpovidajici ptikaz spantree-option se v
konfiguraci nezobrazi. Stejné tak se zpravidla nezobrazi fadek spantree-option 1 vlan, protoze v
alternativé 1 jsou vzdy implicitné vSechny VLAN nezafazené explicitné do druhé¢ alternativy.

Poznamka:
Firmware C1900 pozaduje, aby cena u alternativy 2 byla niz$i, nez u alternativy 1. VLAN, které
maji byt na dané trunk lince zvyhodnény, tak budou vzdy zatazovany do alternativy 2.

Priklad

Dale uvedeme piiklad konfigurace tii ptepinaci C1900 propojenych podle obr.1, aby stromy pro
VLAN2 a VLAN3 vypadaly podle obr.2. Ceny linky na trunku SW1-SW2 jsou ponechany
implicitni, na ostatnich trunk linkéch jsou symetrické a v souladu s cenami vyzna¢enymi na obr.2.



SW1

hostname "SW1

!

vtp transparent

vlan 2 name "DVA"

vlan 3 name "TRI"

!

spantree-template 3 priority 30000

spantree-template 3 vlan 3

!

interface Ethernet 0/2
vlan-membership static 2

!

interface Ethernet 0/3
vlan-membership static 3

interface FastEthernet 0/26
trunk On
spantree-option 1 cost 30

! spantree-option 1 cost vlan 2
spantree-option 2 cost 20
spantree-option 2 cost vlan 3

!

interface FastEthernet 0/27
trunk On

SW2

hostname "SW2"

!

vtp transparent

vlan 2 name "DVA"

vlan 3 name "TRI"

!

spantree-template 2 priority 20000

spantree-template 2 vlan 2

!

interface Ethernet 0/2
vlan-membership static 2

!

interface Ethernet 0/3
vlan-membership static 3

!

interface FastEthernet 0/26
trunk On
spantree-option 1 cost 30
spantree-option 2 cost 20

! spantree-option 1 cost vlan 3
spantree-option 2 cost vlan 2

!

interface FastEthernet 0/27
trunk On



SW3

hostname "SW3"

!

vtp transparent

vlan 2 name "DVA"

vlan 3 name "TRI"

!

interface Ethernet 0/2
vlan-membership static 2

!

interface Ethernet 0/3
vlan-membership static 3

!

interface FastEthernet 0/26
trunk On
spantree-option 1 cost 30
spantree-option 2 cost 20
spantree-option 2 cost vlan 3

!

interface FastEthernet 0/27
trunk On
spantree-option 1 cost 30
spantree-option 2 cost 20
! spantree-option 1 cost vlan 3
spantree-option 2 cost vlan 2

Ovéreni konfigurace

Vysledek konfigurace miizeme pro jednotlivé VLAN ovéfit piikazem
show spantree <V>

kde V je ¢islo VLAN, pro kterou nds vznikly strom (Spanning Tree) zajima. Z vypisu se dozvime
zejména

- Bridge ID a prioritu vlastniho pfepinace
,,Bridge Identifier has priority <P>, address <BridgeID>*
- Bridge ID a prioritu root bridge
,Current root has priority <P>, address <BridgeID>*
« Port, kterym vede cesta ke koteni a cenu této cesty
»Root port is <PORT>, cost of root path is <COST>*
- Stavy zablokovani trunk portti (Blocking/Forwarding) pro jednotlivé VLAN
,»Port <PORT> of <VLAN> is <Forwarding/Blocking>*

Dale jsou uvedeny vypisy z ptikazii show spantree na vSech piepinacich pro VLAN2 a VLAN3:



SW1

SWl#sh spantree 2

VLAN?2 is executing the IEEE compatible Spanning Tree Protocol
Bridge Identifier has priority 32768, address 0003.6BOC.E701
Configured hello time 2, max age 20, forward delay 15
Current root has priority 20000, address 0030.80D7.E281
Root port is FastEthernet 0/27, cost of root path is 10
Topology change flag not set, detected flag not set

Topology changes 3, last topology change occured 0d00h22m29s ago

Times: hold 1, topology change 8960
hello 2, max age 20, forward delay 15
Timers: hello 2, topology change 35, notification 2
Port Ethernet 0/2 of VLAN2 is Forwarding
Port path cost 100, Port priority 128
Designated root has priority 20000, address 0030.80D7.E281
Designated bridge has priority 32768, address 0003.6BOC.E701
Designated port is 2, path cost 10
Timers: message age 20, forward delay 15, hold 1
Port FastEthernet 0/26 of VLAN?2 is Forwarding
Port path cost 30, Port priority 128
Designated root has priority 20000, address 0030.80D7.E281
Designated bridge has priority 32768, address 0003.6BOC.E701
Designated port is 26, path cost 10
Timers: message age 20, forward delay 15, hold 1
Port FastEthernet 0/27 of VLAN?2 is Forwarding
Port path cost 10, Port priority 128
Designated root has priority 20000, address 0030.80D7.E281
Designated bridge has priority 20000, address 0030.80D7.E281
Designated port is 27, path cost 0
Timers: message age 20, forward delay 15, hold 1

SW l#sh spantree 3

VLANS3 is executing the IEEE compatible Spanning Tree Protocol
Bridge Identifier has priority 30000, address 0003.6BOC.E702
Configured hello time 2, max age 20, forward delay 15
Current root has priority 30000, address 0003.6BOC.E702
Root port is N/A, cost of root path is 0
Topology change flag not set, detected flag not set

Topology changes 2, last topology change occured 0d00h25m19s ago

Times: hold 1, topology change 8960
hello 2, max age 20, forward delay 15
Timers: hello 2, topology change 35, notification 2
Port Ethernet 0/3 of VLAN3 is Forwarding
Port path cost 100, Port priority 128
Designated root has priority 30000, address 0003.6BOC.E702
Designated bridge has priority 30000, address 0003.6BOC.E702
Designated port is 3, path cost 0
Timers: message age 20, forward delay 15, hold 1
Port FastEthernet 0/26 of VLAN3 is Forwarding
Port path cost 20, Port priority 128



Designated root has priority 30000, address 0003.6BOC.E702
Designated bridge has priority 30000, address 0003.6BOC.E702
Designated port is 26, path cost 0
Timers: message age 20, forward delay 15, hold 1

Port FastEthernet 0/27 of VLAN3 is Forwarding
Port path cost 10, Port priority 128
Designated root has priority 30000, address 0003.6BOC.E702
Designated bridge has priority 30000, address 0003.6BOC.E702
Designated port is 27, path cost 0
Timers: message age 20, forward delay 15, hold 1

SW2
SW2#sh spantree 2

VLAN?2 is executing the IEEE compatible Spanning Tree Protocol
Bridge Identifier has priority 20000, address 0030.80D7.E281
Configured hello time 2, max age 20, forward delay 15
Current root has priority 20000, address 0030.80D7.E281
Root port is N/A, cost of root path is 0
Topology change flag not set, detected flag not set
Topology changes 6, last topology change occured 0d00h30m47s ago
Times: hold 1, topology change 8960

hello 2, max age 20, forward delay 15
Timers: hello 2, topology change 35, notification 2

Port Ethernet 0/2 of VLAN2 is Forwarding
Port path cost 100, Port priority 128
Designated root has priority 20000, address 0030.80D7.E281
Designated bridge has priority 20000, address 0030.80D7.E281
Designated port is 2, path cost 0
Timers: message age 20, forward delay 15, hold 1

Port FastEthernet 0/26 of VLAN?2 is Forwarding
Port path cost 20, Port priority 128
Designated root has priority 20000, address 0030.80D7.E281
Designated bridge has priority 20000, address 0030.80D7.E281
Designated port is 26, path cost 0
Timers: message age 20, forward delay 15, hold 1

Port FastEthernet 0/27 of VLAN?2 is Forwarding
Port path cost 10, Port priority 128
Designated root has priority 20000, address 0030.80D7.E281
Designated bridge has priority 20000, address 0030.80D7.E281
Designated port is 27, path cost 0
Timers: message age 20, forward delay 15, hold 1

SW2#sh spantree 3

VLANS3 is executing the IEEE compatible Spanning Tree Protocol
Bridge Identifier has priority 32768, address 0030.80D7.E282
Configured hello time 2, max age 20, forward delay 15
Current root has priority 30000, address 0003.6BOC.E702
Root port is FastEthernet 0/27, cost of root path is 10
Topology change flag not set, detected flag not set



Topology changes 10, last topology change occured 0d00h29m51s ago
Times: hold 1, topology change 8960
hello 2, max age 20, forward delay 15

Timers: hello 2, topology change 35, notification 2

Port Ethernet 0/3 of VLAN3 is Forwarding
Port path cost 100, Port priority 128
Designated root has priority 30000, address 0003.6BOC.E702
Designated bridge has priority 32768, address 0030.80D7.E282
Designated port is 3, path cost 10
Timers: message age 20, forward delay 15, hold 1

Port FastEthernet 0/26 of VLAN3 is Forwarding
Port path cost 30, Port priority 128
Designated root has priority 30000, address 0003.6BOC.E702
Designated bridge has priority 32768, address 0030.80D7.E282
Designated port is 26, path cost 10
Timers: message age 20, forward delay 15, hold 1

Port FastEthernet 0/27 of VLAN3 is Forwarding
Port path cost 10, Port priority 128
Designated root has priority 30000, address 0003.6BOC.E702
Designated bridge has priority 30000, address 0003.6BOC.E702
Designated port is 27, path cost 0
Timers: message age 20, forward delay 15, hold 1

SW3
SW3#sh spantree 2

VLAN?2 is executing the IEEE compatible Spanning Tree Protocol
Bridge Identifier has priority 32768, address 0030.80D7.CB41
Configured hello time 2, max age 20, forward delay 15
Current root has priority 20000, address 0030.80D7.E281
Root port is FastEthernet 0/27, cost of root path is 20
Topology change flag not set, detected flag not set
Topology changes 11, last topology change occured 0d00h33m33s ago
Times: hold 1, topology change 8960

hello 2, max age 20, forward delay 15
Timers: hello 2, topology change 35, notification 2

Port Ethernet 0/2 of VLAN?2 is Forwarding
Port path cost 100, Port priority 128
Designated root has priority 20000, address 0030.80D7.E281
Designated bridge has priority 32768, address 0030.80D7.CB41
Designated port is 2, path cost 20
Timers: message age 20, forward delay 15, hold 1

Port FastEthernet 0/26 of VLAN2 is Blocking
Port path cost 30, Port priority 128
Designated root has priority 20000, address 0030.80D7.E281
Designated bridge has priority 32768, address 0003.6BOC.E701
Designated port is 26, path cost 10
Timers: message age 20, forward delay 15, hold 1

Port FastEthernet 0/27 of VLAN2 is Forwarding
Port path cost 20, Port priority 128
Designated root has priority 20000, address 0030.80D7.E281
Designated bridge has priority 20000, address 0030.80D7.E281



Designated port is 26, path cost 0
Timers: message age 20, forward delay 15, hold 1

SW3#sh spantree 3

VLANS3 is executing the IEEE compatible Spanning Tree Protocol
Bridge Identifier has priority 32768, address 0030.80D7.CB42
Configured hello time 2, max age 20, forward delay 15
Current root has priority 30000, address 0003.6BOC.E702
Root port is FastEthernet 0/26, cost of root path is 20
Topology change flag not set, detected flag not set
Topology changes 11, last topology change occured 0d00h33m25s ago
Times: hold 1, topology change 8960

hello 2, max age 20, forward delay 15
Timers: hello 2, topology change 35, notification 2

Port Ethernet 0/3 of VLAN3 is Forwarding
Port path cost 100, Port priority 128
Designated root has priority 30000, address 0003.6BOC.E702
Designated bridge has priority 32768, address 0030.80D7.CB42
Designated port is 3, path cost 20
Timers: message age 20, forward delay 15, hold 1

Port FastEthernet 0/26 of VLAN3 is Forwarding
Port path cost 20, Port priority 128
Designated root has priority 30000, address 0003.6BOC.E702
Designated bridge has priority 30000, address 0003.6BOC.E702
Designated port is 26, path cost 0
Timers: message age 20, forward delay 15, hold 1

Port FastEthernet 0/27 of VLAN3 is Blocking
Port path cost 30, Port priority 128
Designated root has priority 30000, address 0003.6BOC.E702
Designated bridge has priority 32768, address 0030.80D7.E282
Designated port is 26, path cost 10
Timers: message age 20, forward delay 15, hold 1

Stavy zablokovani portd pro jednotlivé VLAN ziskané z vySe uvedenych vypist jsou zobrazeny na
obr.3 (F=Forwarding, B=Blocking). Pismenem R jsou oznaceny tzv. Root porty, kterymi vede cesta
z prepinace ke kofeni stromu.

VLAN 2 VLAN 3

SW2




Vsimnéte si, ze

« Dvoubodovou linku, kterd mé na jedné stran¢ blokujici port, miZeme povazovat za
zablokovanou. (Pokud by na lince byl pfipojen hub a stanice, byl by provoz smérovan zbyvajicim
forwarding portem.)

+ V blokujicm stavu je vzdy port, pies néjz nevede z daného segmentu nejkratsi (nejlevnéjsi) cesta
ke kofeni stromu.



