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Classification criteriaClassification criteria

•• Internal (IGP) / External (EGP)Internal (IGP) / External (EGP)
•• number of handled routes number of handled routes 
•• possibilities of routing politics specificationpossibilities of routing politics specification

•• Convergence TimeConvergence Time
•• DistanceDistance--vector / Linkvector / Link--statestate
•• ClassfullClassfull/Classless/Classless
•• Metric usedMetric used
•• Support for load balancing (equal or Support for load balancing (equal or nonequalnonequal cost)cost)
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ClassfullClassfull/Classless Routing /Classless Routing 
ProtocolsProtocols

•• ClassfulClassful routing protocol does not send subnet masks routing protocol does not send subnet masks 
in updates, presumes all networks are of A/B/C classin updates, presumes all networks are of A/B/C class

•• Classless routing protocol can carry subnet mask Classless routing protocol can carry subnet mask 
information in route advertisementsinformation in route advertisements
•• VLSM VLSM (RFC 1009) (RFC 1009) 

•• Various prefix lengths (subnet masks) for individual subnets of Various prefix lengths (subnet masks) for individual subnets of the the 
same networksame network

•• But resulting addresses need to be uniqueBut resulting addresses need to be unique
•• Subnets can be further Subnets can be further subnettedsubnetted for more efficient IP address for more efficient IP address 

allocationallocation
•• Control of Route SummarizationControl of Route Summarization

•• Smaller routing tablesSmaller routing tables
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VLSM AddressingVLSM Addressing
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DistanceDistance--vector Routing vector Routing 
Algorithms and ProtocolsAlgorithms and Protocols
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Distance Distance vectorvector algorithmsalgorithms

Why Why ““distance vectordistance vector”” ??
1.1. Routes are advertised as vectors ( vector has length Routes are advertised as vectors ( vector has length 

(=metric) and direction(=metric) and direction ((==nextnext--hophop))))
2.2. NeighboringNeighboring routersrouters exchangeexchange theirtheir „„vectorsvectors ofof

distancesdistances““ to to knownknown networksnetworks
(i.e. (i.e. routingrouting tablestables))
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DV DV AlgoritmsAlgoritms –– CommonCommon
CharacteristicsCharacteristics

•• PrinciplePrinciple: : DistributedDistributed BellmanBellman--ForFord (Fordd (Ford--FulkersonFulkerson) ) algorithmalgorithm
•• RoutingRouting tablestables constructedconstructed onlyonly based onbased on informationinformation fromfrom

neighboringneighboring routersrouters –– „„routingrouting by rumorby rumor““
•• HopHop--byby--hop hop updatesupdates
•• PeriodicPeriodic updatesupdates

•• (10(10--90 90 secssecs typicallytypically, , needneed to balance to balance convergenceconvergence timetime vs. vs. loadload))
•• BroadcastBroadcast ((sometimesometime multicastmulticast) ) updatesupdates

•• identity identity ofof neighborsneighbors not not knownknown
•• FullFull routingrouting table table updatesupdates

•• (except applying Split horizon rule)(except applying Split horizon rule)
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DV DV AlgorithmsAlgorithms -- TimersTimers

•• Update Update timertimer
•• Invalid Invalid (expiration) (expiration) timertimer

•• maintainedmaintained separatelyseparately forfor everyevery routeroute
•• typicallytypically 33--7 update 7 update timertimer periodsperiods. Reset every time a route is heard about.. Reset every time a route is heard about.
•• if expired, route is marked and propagated as if expired, route is marked and propagated as unaccessibleunaccessible (but still used (but still used 

by router itself).by router itself).
•• Flush (garbage collection) timerFlush (garbage collection) timer

•• afterafter expirexpirationation routeroute marmarkkeded as invalid as invalid (by invalid timer) (by invalid timer) areare removed removed 
from routing tablefrom routing table

•• HolddownHolddown timertimer ((willwill bebe discusseddiscussed nextnext))

Timers have to be set consistently across whole routing domainTimers have to be set consistently across whole routing domain
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Convergence TimeConvergence Time
(without triggered updates)(without triggered updates)

a b c d
R1 R2 R3 R4

NetworkNetwork aa just goes up, assume routing update period just goes up, assume routing update period 30s30s
•• R2 R2 learns about networklearns about network aa afterafter 30s30s ((maxmax) ) 
•• R3 R3 learns about networklearns about network aa afterafter 60s60s (max)(max)
•• R4 R4 learns about networklearns about network aa afterafter 90s = 1.5 min90s = 1.5 min (max)(max)
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HolddownHolddown timertimer

•• DDefinedefined as as followsfollows: : WhenWhen a a previously previously failedfailed routeroute is received is received 
again (with worse metric)again (with worse metric), , ignoreignore thatthat newnew informationinformation forfor a a timetime
equalequal to to thethe holddownholddown timertimer..
•• Commonly, routes from the router that was a nextCommonly, routes from the router that was a next--hop before route hop before route 

failed are accepted if propagated with original metricfailed are accepted if propagated with original metric
•• Stated another way: if the routeStated another way: if the route’’s metrics gets worse, do not s metrics gets worse, do not 

accept other routes for a whileaccept other routes for a while
•• PreventsPrevents routesroutes to to failedfailed networksnetworks beingbeing rere--introducedintroduced by by 

routersrouters thatthat havehave not noticed the failure yet.not noticed the failure yet.
•• Helps to combat against countHelps to combat against count--toto--infinity probleminfinity problem
•• Example topology: triangle with a just failing stub network in Example topology: triangle with a just failing stub network in 

one vertexone vertex
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HolddownHolddown timer timer 
usage exampleusage example

HHolddownolddown timer applied ontimer applied on R4:R4:
•• R3 R3 reports networkreports network aa as unreachable as unreachable (using (using triggeredtriggered

update)update)
•• HolddownHolddown timer startedtimer started

•• R1 R1 offers route tooffers route to aa viavia 3 3 hopshops
-- do not do not belivebelive R1 if R1 if holddownholddown timertimer in progress !in progress !
(maybe R1 is still not informed about network (maybe R1 is still not informed about network aa
unreachabilityunreachability))

a

R1 R2

R3R4
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Triggered updatesTriggered updates
((FlashFlash updatesupdates))

•• IfIf a a metricmetric ofof a a routeroute changeschanges ((upup oror downdown), ), 
infoinformationrmation isis sentsent immediatelyimmediately withoutwithout waitingwaiting forfor thethe
nextnext update periodupdate period

•• Greatly reduces CountingGreatly reduces Counting--toto--Infinity problem (but does Infinity problem (but does 
not eliminate it completely)not eliminate it completely)

•• Possibility to transmit only changed information (not Possibility to transmit only changed information (not 
whole routing table)whole routing table)

•• 11--5s pause between triggered updates5s pause between triggered updates
•• (reduces broadcast storms and flapping)(reduces broadcast storms and flapping)

•• Implemented in both RIP versions (RFC 2091), IGRP, Implemented in both RIP versions (RFC 2091), IGRP, 
……
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Split HorizonSplit Horizon

•• Solves problem of routing loops Solves problem of routing loops occuringoccuring due to due to 
updates passing each other over a single link updates passing each other over a single link 
•• Count to infinity problemCount to infinity problem

•• PoissonPoisson reverse reverse –– information not only filtered information not only filtered 
by Split horizon, but intentionally sent with by Split horizon, but intentionally sent with 
infinite metricinfinite metric
•• largerlarger updatesupdates
•• safetysafety againstagainst corruptedcorrupted informationinformation
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Counting to infinity problemCounting to infinity problem
(even with Split Horizon applied)(even with Split Horizon applied)

•• ExampleExample topologytopology: : rectanglerectangle ofof 4 4 routersrouters andand
oneone additionaladditional in in thethe cornercorner whichwhich failsfails..
•• Counting to infinity solves a problem of routing Counting to infinity solves a problem of routing 

loops loops occuringoccuring due to updates passing each other due to updates passing each other 
over alternate pathsover alternate paths

•• See See 
http://websrv.cs.fsu.edu/reference/itl/labs/countinhttp://websrv.cs.fsu.edu/reference/itl/labs/countin
f/countinf.htmf/countinf.htm
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Route Route PoissoningPoissoning

•• Little mess in terminologyLittle mess in terminology
•• Cisco definition: Cisco definition: ““WhenWhen a distance a distance vectorvector routingrouting

protocolprotocol noticesnotices thatthat a a particularparticular routeroute isis no no longerlonger
validvalid, , itit has has twotwo choiceschoices. . OneOne isis simplysimply to to quitquit
advertisingadvertising aboutabout thatthat subnetsubnet; ; thethe otherother isis to to advertiseadvertise
thatthat routeroute, , butbut withwith anan infiniteinfinite metricmetric, , signifyingsignifying thatthat
thethe routeroute isis badbad. . RouteRoute poisoningpoisoning callscalls forfor thethe secondsecond
ofof these these optionsoptions, , whichwhich removesremoves anyany ambiguityambiguity aboutabout
whetherwhether thethe routeroute isis stillstill validvalid””
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DVA DVA –– AAdvanceddvanced issuesissues

•• PassivePassive InterfacesInterfaces
•• ActiveActive andand PassivePassive pparticipantsarticipants

•• Problem of update synchronization Problem of update synchronization –– periodic network congestion. Possible periodic network congestion. Possible 
solution: timing jitter of update periodssolution: timing jitter of update periods

•• UnicastUnicast updates: if neighborupdates: if neighbor’’s IP address configured explicitly. s IP address configured explicitly. 
•• Reduction of broadcasts, but requires to maintain list of valid Reduction of broadcasts, but requires to maintain list of valid neighborsneighbors

•• Router may Router may ““consumeconsume”” more than 1 hopmore than 1 hop
•• (offset lists define consumed hops on interface for incoming/out(offset lists define consumed hops on interface for incoming/outgoing RIP going RIP 

updates)updates)

•• Unnumbered interfacesUnnumbered interfaces
•• DV algorithms on dialDV algorithms on dial--onon--demand circuitsdemand circuits
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Advantages of DV routing Advantages of DV routing 
algoritmsalgoritms

•• SimpleSimple implementationimplementation ((goodgood interoparabilityinteroparability))
•• SimpleSimple configurationconfiguration, no , no complicatedcomplicated planningplanning
•• Ease of route filtering (incoming or propagated)Ease of route filtering (incoming or propagated)
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Routing Information Protocol Routing Information Protocol 
(RIP)(RIP)
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RIP OverviewRIP Overview

•• A long history A long history -- since ARPANET (1969), implemented in since ARPANET (1969), implemented in 
various network architectures (various network architectures (IP, IP, IPX, AppleTalk, IPX, AppleTalk, ……))

•• Simple metric (hop count)Simple metric (hop count)
•• suitable for equalsuitable for equal--bandwidth lines and small networks (hop count 16 = bandwidth lines and small networks (hop count 16 = 

infinity)infinity)
•• Simple implementation and configuration, widespread usage, Simple implementation and configuration, widespread usage, 

interoperable implementationsinteroperable implementations
•• RIPv1: RFC 1058 (Hedrick, 1988 (!) )RIPv1: RFC 1058 (Hedrick, 1988 (!) )
•• RIPv2: RFC 2453 (+ RFC 1723)RIPv2: RFC 2453 (+ RFC 1723)

•• RIP RIP versionsversions cancan bebe differentdifferent on on differentdifferent interfacesinterfaces
•• UDP, port 520 (both source and destination)UDP, port 520 (both source and destination)
•• Support Support forfor eequalqual--cost load balancingcost load balancing ((somesome implementationsimplementations))
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RIP version 1RIP version 1

• Classful routing protocol
• Does not include subnet mask information.
• Automatic summarization at major network boundaries.
• Updates sent as broadcasts by default.
• Next-hop is the sender IP address (source of IP/UDP packet)
• Max 25 entries (update length max. 512B)
• Entry has 5x4B: 

Address Family Identifier, IP address, metric, unused
(inefficient)
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RIPv1 RIPv1 PacketPacket FormatFormat

0                   1                   2                0                   1                   2                3 33 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 80 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 19 0 1

++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++
| command (1)   | version (1)   |      must be zero (2)   | command (1)   | version (1)   |      must be zero (2)   ||
++------------------------------++------------------------------++--------------------------------------------------------------++
| address family identifier (2) |      must be zero (2)   | address family identifier (2) |      must be zero (2)   ||
++--------------------------------------------------------------++--------------------------------------------------------------++
|                         IP address (4)                  |                         IP address (4)                  ||
++------------------------------------------------------------------------------------------------------------------------------++
|                        must be zero (4)                 |                        must be zero (4)                 ||
++------------------------------------------------------------------------------------------------------------------------------++
|                        must be zero (4)                 |                        must be zero (4)                 ||
++------------------------------------------------------------------------------------------------------------------------------++
|                          metric (4)                     |                          metric (4)                     ||
++------------------------------------------------------------------------------------------------------------------------------++
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RIPRIP v1v1 and subnet masksand subnet masks

•• RIP is RIP is classfullclassfull –– no masks in routing updatesno masks in routing updates
•• Assumes consistent (constant) Assumes consistent (constant) subnetsubnet mask for mask for 

all subnets ofall subnets of oneone major (i.e. classmajor (i.e. class--level) networklevel) network
•• If some routerIf some router’’s interface is connected to the s interface is connected to the 

subnet of a major network subnet of a major network andand receives a receives a 
routing update, router will routing update, router will useuse receiving receiving 
interfaceinterface’’s mask for the advertised subnet. s mask for the advertised subnet. 
OthewiseOthewise the class the class defaultdefault mask is usedmask is used
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Handling of constant subnet mask Handling of constant subnet mask 
in in classfulclassful routing protocolsrouting protocols

R1 R2 R3

172.16.1.0/24

172.16.3.0/24 172.16.4.0/24

172.16.2.0/24

172.16.2.0

172.16.2.0, but with what mask ?

I will count with mask placed
on the receiving interface !
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Aggregation and subnet continuity Aggregation and subnet continuity 
requirementrequirement

•• Subnets are advertised only on interface Subnets are advertised only on interface 
belonging to the same major network as those belonging to the same major network as those 
subnetssubnets
•• Subnet summarization (subnet hiding) at the Subnet summarization (subnet hiding) at the 

boundary of boundary of classfulclassful networksnetworks

•• The previous implies a need of contiguous The previous implies a need of contiguous 
subnetssubnets
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DiscontiguousDiscontiguous subnets problemsubnets problem

R1 R2 R3

172.16.1.0/24

10.0.0.0/30 10.0.0.4/30

172.16.2.0/24

172.16.0.0 172.16.0.0?
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RIPv1 RIPv1 CommandsCommands

•• Update Update RequestRequest (on router (on router bootupbootup))
•• Full table request/specific route requestFull table request/specific route request

•• Update (Update (solicitatedsolicitated oror unsolicitatedunsolicitated))
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RIP version 2RIP version 2

•• Classless routing protocolClassless routing protocol--includes subnet masks in includes subnet masks in 
updatesupdates

•• Allows disabling of automatic summarization at major Allows disabling of automatic summarization at major 
network boundaries (do it for discontinuous subnets !).network boundaries (do it for discontinuous subnets !).

•• Allows updates as multicasts (224.0.0.9)Allows updates as multicasts (224.0.0.9)
•• Support for route tagsSupport for route tags ((markingmarking ofof externalexternal routesroutes))
•• Support for authenticationSupport for authentication
•• Explicitly defined nextExplicitly defined next--hop for each propagated routehop for each propagated route

•• 0.0.0.0 if matches the update sender0.0.0.0 if matches the update sender’’s IP addresss IP address
•• UsefulUseful forfor routeroute redistributionredistribution betweenbetween routersrouters on on thethe sharedshared

networknetwork



28© 2005 Petr Grygarek, VSB-TU Ostrava, Routed and Switched Networks

RIP v2RIP v2 PacketPacket FormatFormat

0                   1                   2                   0                   1                   2                   3 33 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 10 1

++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++
| command (1)   | version (1)   |      must be zero (2)      | command (1)   | version (1)   |      must be zero (2)      ||
++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++--++
| Address Family Identifier (2) |        Route Tag (2)       | Address Family Identifier (2) |        Route Tag (2)       ||
++--------------------------------------------------------------++--------------------------------------------------------------++
|                         IP Address (4)                     |                         IP Address (4)                     ||
++------------------------------------------------------------------------------------------------------------------------------++
|| Subnet Mask (4)Subnet Mask (4) ||
++----------------------------------------------------------------------------------------------------------------------------++
|                         Next Hop (4)                       |                         Next Hop (4)                       ||
++------------------------------------------------------------------------------------------------------------------------------++
|                         Metric (4)                         |                         Metric (4)                         ||
++------------------------------------------------------------------------------------------------------------------------------++
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RIPRIP v2 Authenticationv2 Authentication

•• CleartextCleartext password (RFC standard) password (RFC standard) 
•• MD5 hash (Cisco proprietary) MD5 hash (Cisco proprietary) 

•• (RFC 2082 (RFC 2082 –– RIPRIP--2 MD5 2 MD5 AuthenticationAuthentication))

•• AuthenticationAuthentication infoinfo aappendedppended rightright behind RIP behind RIP 
header as route entry with AFIheader as route entry with AFI==FFFFhFFFFh andand
RouteRoute TagTag actingacting as as AuthenticationAuthentication Type. Type. ThenThen
16 16 octetsoctets ofof AuthenticationAuthentication Data Data 
((passwordpassword/hash/hash) ) followsfollows..
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RIP TimersRIP Timers

•• Update Update timertimer 30 s30 s
•• Invalid Invalid timertimer: 6x30s=180 s : 6x30s=180 s 

((startsstarts whenwhen no no infoinfo aboutabout routeroute forfor 180s)180s)
•• FlushFlush TimerTimer: : 240240s: s: AfterAfter Invalid Invalid timertimer expiresexpires, , 

routeroute metricmetric isis set to 16set to 16; ; afterafter 240240s s itit isis flushedflushed
outout ofof routingrouting table table completelycompletely

•• Hold Hold downdown timertimer ((ifif HolddownHolddown featurefeature
implementedimplemented))
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Default Default routeroute in RIPin RIP

•• propagatedpropagated normallynormally as 0.0.0.0 networkas 0.0.0.0 network
•• IfIf a a routerrouter receivesreceives multiplemultiple defaultsdefaults, , itit chooseschooses

the best the best basedbased on on smallersmaller metricmetric ((oror loadload
balancesbalances) ) 
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Interior Gateway Routing Interior Gateway Routing 
Protocol (IGRP)Protocol (IGRP)

•• Cisco proprietaryCisco proprietary
•• Hop limit 255Hop limit 255
•• UnequalUnequal--cost load balancingcost load balancing
•• Composite metricComposite metric
•• Slower timingSlower timing
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LabsLabs
•• DiscontiguousDiscontiguous subnets subnets –– RIP1RIP1

chain of 3 routers, side routers have chain of 3 routers, side routers have ethernetsethernets addressed with subnets of class C networks, connecting lines araddressed with subnets of class C networks, connecting lines are e 
class A.class A.

•• Migration to RIP2 Migration to RIP2 
•• router riprouter rip

version 2version 2
no autono auto--summarysummary

•• Propagation of default route (from one of side routers)Propagation of default route (from one of side routers)
•• router riprouter rip

defaultdefault--information originateinformation originate
(redistribute static // on some IOS versions)(redistribute static // on some IOS versions)

•• RIPv2 authenticationRIPv2 authentication
•• KeyKey chainchain jmjméénono

KeyKey 11
KeyKey--stringstring hesloheslo

iintnterfaceerface s1s1
iip p riprip authenticationauthentication keykey--chainchain jmjméénono
iip p riprip authenticationauthentication mode md5 mode md5 

•• (Connect into triangle), look at multiple routes in routing tabl(Connect into triangle), look at multiple routes in routing table. Set hope. Set hop--offset on some interfaceoffset on some interface
•• router riprouter rip

offsetoffset--list <routelist <route--prefixprefix--ACL#> in | out <ACL#> in | out <hopcounthopcount--offset> <interface>offset> <interface>
•• route filteringroute filtering

•• router riprouter rip
distributedistribute--list <ACL#> in | out <interface>list <ACL#> in | out <interface>
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