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Zadani:

BGP pro IPv6. Ptiklad a konfigurace na Cisco routerech, lze-li tak Linux (Zebra).

Popis:

Cilem projektu bylo mezi dvéma autonomnimi systémy (AS) zprovoznit smérovaci
protokol BGP na IPv6. Oba autonomni systémy musi obsahovat alespoii jeden smérovac
Cisco a alespon jedno PC, na kterém bézi software Zebra. Jako hrani¢ni routery jsme zvolili
routery Cisco. Na kazdém routeru jsme definovali Loopback, ktery mél simulovat pfipojenou
lokalni sit’. Kazdy autonomni systém byl tedy tvofen dvojici routert cisco-zebra. Jak jsme
zjistili, konfigurace BGP s IPv6 se od IPv4 nepatrné 1isi, a to pfedev$im v nutnosti ruéné
definovat id-routeru a rucné aktivovat vSechny peery. V§e se ndm podafilo uspésné zapojit a
zprovoznit. Konfigurace routerti (Cisco, Zebra), obsahy smérovacich tabulek a dalsi
informace pfikladdme vetné komentari.
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Rozhrani AS 2 AS 3
s0 Serial 0 RH Cisco 1721 RI Cisco 4600
fa0 FastEthernet 0 Zebral PC se softwarem Zebra Zebra2 PC se softwarem Zebra
lo0 Loopback 0
Pozn:

RH = Cisco 1721 — I0S: C1700 - bnr2sy7 — mz.122-11.T.bin — verze=12.2(11)T
RI = Cisco 4600 — 10S: C4500 - js — mz.122-2.T4 — verze=12.2(2)T4

Konfigurace:

RH (Cisco):
enable
configure terminal
line vty 0 4
password cisco
login
exit
enable secret cisco

hostname RH
ipv6 unicast-routing
int fa0
ipv6 address 2000:200::

no shutdown
exit

...umoznéni vzdaleného pristupu

...pojmenovani routeru

...umoznit IPv6 routing

...konfigurace rozhrani k Zebra 1
1/32 ...adresa IPv6 rozhrani



int Loopback0 ...konfigurace loopbacku
ipv6 address 2000:300::1/32
no shutdown

exit

int sO ...konfigurace seriového rozhrani k RI (Cisco)
ipv6 address 1000::2/32
clock rate 64000
no shutdown

exit

router bgp 2 ...konfigurace bgp routeru s cislem autonomniho systéemu (AS),do kterého patri
no bgp default ipv4-unicast ...wrazeni IPv4 adres pro BGP
bgp router-id 10.0.0.1 ...pFifazeni 32-bit. ID routeru (jen tehdy kdyz router nemd Zdadnou

1IPv4 ze které ID odvodil)
neighbor 1000::1 remote-as 3 ...prifazeni adresy k sousednimu smérovaci spolu s cislem jeho AS
(externi BGP - EBGP)

neighbor 2000:200::2 remote-as 2 ... (interni BGP - IBGP)

address-family ipv6 ...specifikuje IPv6 address-family a vstup do jeji konfigurace
neighbor 1000::1 activate ...umozni sousedovi vyménu prefixii pro IPv6
neighbor 2000:200::2 activate
network 2000:300::/32 ...propagovana sit
network 2000:200::/32
no synchronization ...jen propaguje vnitini smérovaci protokol(nechci synchronizovat IBGP s

NON-BGP routery)
exit
exit

RI (Cisco):
enable
configure terminal
line vty 0 4
password cisco
login
exit
enable secret cisco
hostname RI

ipv6 unicast-routing

int ethO
ipv6 address 3000:200::1/32
no shutdown

exit

int Loopback0
ipv6 address 3000:300::1/32
no shutdown

exit

int s1
ipv6 address 1000::1/32
no shutdown

exit

router bgp 3
no bgp default ipv4-unicast
bgp router-id 10.0.0.2
neighbor 1000::2 remote-as 2 ... (externi BGP - EBGP)
neighbor 3000:200::2 remote-as 3 ... (interni BGP - IBGP)



exit

address-family ipv6
neighbor 1000::2 activate
neighbor 3000:200::2 activate
network 3000:300::/32
network 3000:200::/32
no synchronization
exit

Z.aklady prace se zebrou:

ZEBRA je oznaceni balikl programt (jeden z nich je pod stejnym oznacenim zebra), z nichz
pouzijeme daemons, zebra, bgpd.

Program zebra samotny umoziuje pouze zakladni funkce jako napft. pfifazeni adresy na
rozhrani, program bgpd je pak pro protokol BGP. V souboru daemons se nastavuje jaké
programy z baliku ZEBRA spustit.

Pro nas ptipad bude soubor daemons vypadat nasledovné:

Pro

# This file tells the zebra package

# which daemons to start.

# Entries are in the format: <daemon>=(yes|no|priority)
# where 'yes' is equivalent to infinitely low priority, and
# lower numbers mean higher priority. Read

# /usr/doc/zebra/README.Debian for details.

# Daemons are: bgpd zebra ospfd ospf6d ripd ripngd

zebra=yes ...chceme spustit zebra
bgpd=yes ...chceme spustit bgpd
ospfd=no

ospféd=no

ripd=no

ripngd=no

nas ptipad jsme konfiguracni soubory ZEBRY umisténé v adresari /etc/zebra zkopirovali

do adreséfe /etc/quagga a tam s nimi dale pracovali. Tomu odpovidaji i pfislusné zmény cest
v konfiguracnich souborech a restartovani ZEBRY. Obecné muze byt ulozeno v jinych
adresatich (pak analogické Upravy v nadchézejici ¢asti).

ZEBRA I (Linux):

a) zkopirovat adresar /etc/zebra do /etc/quagga
b) provést tyto upravy:

- daemons
... Viz vyse

- zebra.conf
odkomentovat password zebra  ...nastaveni hesla pro piistup telnetem
zmenit log file /var/log/zebra/zebra.log na log file /var/log/quagga/zebra.log ...vystup log souboru



- bgpd.conf
odkomentovat password zebra
zmenit log file /var/log/zebra/bgpd.log na log file /var/log/quagga/bgpd.log

C) spustit:
/etc/init.d/quagga restart

d) telnet localhost zebra
enable
conft
interface ethO
ipv6 address 2000:200::2/32
no shutdown
exit
interface lo
ipv6 address 2000:100::1/32
no shutdown
exit
exit
exit

e) telnet localhost bgpd
enable
conft
router bgp 2
no bgp default ipv4-unicast
bgp router-id 10.0.0.3
neighbor 2000:200::1 remote-as 2
address-family ipv6
neighbor 2000:200::1 activate
network 2000:100::/32
no synchronization
exit
exit
exit

ZEBRA 2 (Linux):

a) zkopirovat adresar /etc/zebra do /etc/quagga
b) provést tyto upravy:

- daemons
... Viz vyse

- zebra.conf
odkomentovat password zebra
zmeénit log file /var/log/zebra/zebra.log na log file /var/log/quagga/zebra.log

- bgpd.conf
odkomentovat password zebra
zmeénit log file /var/log/zebra/bgpd.log na log file /var/log/quagga/bgpd.log



f) spustit:
/etclinit.d/quagga restart

g) telnet localhost zebra
enable
conft
interface ethO
ipv6 address 3000:200::2/32
no shutdown
exit
interface lo
ipv6 address 3000:100::1/32
no shutdown
exit
exit
exit

h) telnet localhost bgpd
enable
conf t
router bgp 3
no bgp default ipv4-unicast
bgp router-id 10.0.0.4
neighbor 3000:200::1 remote-as 3
address-family ipv6
neighbor 3000:200::1 activate
network 3000:100::/32
no synchronization
exit
exit
exit

Vypisy po zapojeni a nakonfigurovani routertii:

RI (Cisco):

Vypis bgp tabulky:
RI#show ip bgp

BGP table version is 9, local router ID is 10.0.0.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>2000:100::/32 1000::2 02i
*>2000:200::/32 1000::2 02i
*>2000:300::/32 1000::2 02i
*>i3000:100::/32 3000:200::2 0 100 Oi
*>3000:200::/32 :: 32768 i
*>3000:300::/32 : 32768 i

Vidime zde BGP tabulku routeru RI, ktera obsahuje informace, které protokol BGP §ifi, o
sitich (Network) a ptes jaké rozhrani (Next Hop — adresa hrani¢niho smérovace, ktery
propagoval cestu) se mizeme do prislusné sité dostat. Nasleduji parametry (napt. Path —



obsahuje seznam autonomnich systému, které musime projit, abychom se dostali do prislusné
sité ; LocPrf, Weight — preference cesty k ptislusné siti (preferuje se to s vétSim ¢islem)).

Vypis smérovaci tabulky:
RI#show ipv6 route

IPv6 Routing Table - 11 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
Timers: Uptime/Expires

L 1000::1/128 [0/0]
via ::, Serial1, 01:15:10/never
C 1000::1/32 [0/0]
via ::, Serial1, 01:15:10/never
B 2000:100::/32 [20/1]
via FE80::209:43FF:FE91:2C56, Serial1, 00:49:32/never
B 2000:200::/32 [20/1]
via FE80::209:43FF:FE91:2C56, Serial1, 00:09:45/never
B 2000:300::/32 [20/1]
via FE80::209:43FF:FE91:2C56, Serial1, 01:11:47/never
B 3000:100::/32 [200/0]
via 3000:200::2, Null, 01:00:23/never
L 3000:200::1/128 [0/0]
via ::, Ethernet0, 01:17:34/never
C 3000:200::1/32 [0/0]
via ::, Ethernet0, 01:17:34/never
L 3000:300::1/128 [0/0]
via 1, Loopback0, 01:16:35/never
C 3000:300::1/32 [0/0]
via :;, Loopback0, 01:16:35/never
L FE80::/64 [0/0]
via 1, NullO, 01:17:42/never

Vypis bgp sousedii:
RI#show ip bgp neighbors

BGP neighbor is 1000::2, remote AS 2, external link
BGP version 4, remote router ID 10.0.0.1
BGP state = Established, up for 01:14:02
Last read 00:00:02, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(new)
Address family IPv6 Unicast: advertised and received
Received 83 messages, 0 notifications, 0 in queue
Sent 81 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Default minimum time between advertisement runs is 30 seconds

For address family: IPv6 Unicast
BGP table version 9, neighbor version 9
Index 1, Offset 0, Mask 0x2
3 accepted prefixes consume 204 bytes
Prefix advertised 3, suppressed 0, withdrawn 0
Number of NLRIs in the update sent: max 1, min 0

Connections established 1; dropped 0
Last reset never
Connection state is ESTAB, I/O status: 1, unread input bytes: 0



Local host: 1000::1, Local port: 179
Foreign host: 1000::2, Foreign port: 11000

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)

Event Timers (current time is 0x4C9814):
Timer Starts Wakeups  Next

Retrans 81 0 0x0
TimeWait 0 0 0x0
AckHold 83 22 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GivelUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0

iss: 3539177573 snduna: 3539179319 sndnxt: 3539179319 sndwnd: 16096
irs: 1871505956 rcvnxt: 1871507815 rcvwnd: 15982 delrcvwnd: 402

SRTT: 300 ms, RTTO: 303 ms, RTV: 3 ms, KRTT: 0 ms
minRTT: 20 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: passive open, nagle, gen tcbs

Datagrams (max data segment is 1440 bytes):
Rcvd: 148 (out of order: 0), with data: 83, total data bytes: 1858
Sent: 104 (retransmit; 0, fastretransmit: 0), with data: 104, total data bytes: 5913

BGP neighbor is 3000:200::2, remote AS 3, internal link
BGP version 4, remote router ID 10.0.0.4
BGP state = Established, up for 01:04:02
Last read 00:00:02, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(new)
Address family IPv6 Unicast: advertised and received
Received 68 messages, 0 notifications, 0 in queue
Sent 81 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Default minimum time between advertisement runs is 5 seconds

For address family: IPv6 Unicast

BGP table version 9, neighbor version 9

Index 2, Offset 0, Mask 0x4

1 accepted prefixes consume 68 bytes

Prefix advertised 6, suppressed 0, withdrawn 1
Number of NLRIs in the update sent: max 1, min 0

Connections established 1; dropped 0
Last reset never

Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Local host: 3000:200::1, Local port: 179
Foreign host: 3000:200::2, Foreign port: 1026

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)

Event Timers (current time is Ox4E1994):

Timer Starts Wakeups Next
Retrans 74 0 0x0
TimeWait 0 0 0x0

AckHold 68 16 0x0



SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GivelUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0

iss: 1167805630 snduna: 1167807395 sndnxt: 1167807395 sndwnd: 5760
irs: 1140344859 rcvnxt: 1140346248 rcvwnd: 14996 delrcvwnd: 1388

SRTT: 300 ms, RTTO: 303 ms, RTV: 3 ms, KRTT: 0 ms
minRTT: 0 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: passive open, nagle, gen tcbs

Datagrams (max data segment is 1440 bytes):
Rcvd: 142 (out of order: 0), with data: 68, total data bytes: 1388
Sent: 90 (retransmit: O, fastretransmit: 0), with data: 90, total data bytes: 5372

RH (Cisco):

Vypis bgp tabulky:

RH#show ip bgp

BGP table version is 9, local router ID is 10.0.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>i2000:100::/32  2000:200::2 0 100 Oi
*>2000:200::/32  :: 32768 i
*>2000:300::/32 :: 32768 i
*>3000:100::/32  1000::1 03i
*>3000:200::/32  1000::1 03i
*>3000:300::/32  1000::1 03i

Vypis smérovaci tabulky:

RH#show ipv6 route

IPv6 Routing Table - 12 entries

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
[1-ISIS L1, 12 -ISIS L2, IA - ISIS interarea
Timers: Uptime/Expires

L 1000::2/128 [0/0]

via ::, Serial0, 01:12:14/never

C 1000::/32 [0/0]

via ::, Serial0, 01:12:17/never

B 2000:100::/32 [200/0]

via 2000:200::2, Null, 00:47:01/never
L 2000:200::1/128 [0/0]

via ::, FastEthernet0, 00:16:20/never
C 2000:200::/32 [0/0]

via ::, FastEthernet0, 00:16:23/never
L 2000:300::1/128 [0/0]

via ::, Loopback0, 01:12:16/never

C 2000:300::/32 [0/0]

via ::, Loopback0, 01:12:16/never

B 3000:100::/32 [20/1]

via FE80::C46:3E88:5, Serial0, 00:57:32/never
B 3000:200::/32 [20/1]



via FE80::C46:3E88:5, Serial0, 00:06:16/never
B 3000:300::/32 [20/1]

via FE80::C46:3E88:5, Serial0, 01:08:19/never
L FE80::/10 [0/0]

via i1, Null0, 01:15:23/never

L FFO00::/8 [0/0]

via i1, NullO, 01:15:23/never

ZEBRA 1 (Linux):

Vypis bgp tabulky:

bgpd# show bgp

BGP table version is 0, local router ID is 10.0.0.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*i2000:100::/32  1000::2 100 O02i
*i2000:200::/32 1000::2 100 02i
*i2000:300::/32 1000::2 100 O02i
*>3000:100::/32  :: 0 32768 i
*>i3000:200::/32  3000:200::1 100 Oi
*>i3000:300::/32  3000:200::1 100 Oi

Total number of prefixes 6

ZEBRA 2 (Linux):

Vypis bgp tabulky:

bgpd# show bgp

BGP table version is 0, local router ID is 10.0.0.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>2000:100::/32 0 32768 i
*>j2000:200::/32  2000:200::1 100 Oi
*>i2000:300::/32  2000:200::1 100 Oi
*i3000:100::/32 1000::1 100 03i
*i3000:200::/32 1000::1 100 03i
*i3000:300::/32 1000::1 100 03i

Total number of prefixes 6



