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Uvod:

EhterChanel a jedna z jeho konkrétnich implementaci protokol LACP (Link Aggregation
Control Protocol) je protokol pro agregaci spojui na druhé vrstvé ISO/OSI modelu pro zvySeni Sitky
pasma.

Norma IEE802.3ad specifikuje principy agregace spojti, které dosud fesili vyrobci sitovych
zafizeni kazdy po svém (Cisco - PAgP). Agregace je vhodna pro sdruzeni vice fyzickych spoju,
typu Ethernet nebo FastEthernet, pfipadné GigabitEthernet, do jediného logického spoje.
Vysledkem je nejen zvySeni Sifky pasma, ale i zvySeni spolehlivosti pro pripad poruch na nékterém
spoji LAN.

Norma se tyka nejen pfepinacu, ale i sitovych karet (NIC). Typicky pfipad komunikace mezi
prepinacem a serverem dnes mnohdy prevySuje Sirku pasma nékolik set Mbit/s. Pri pouziti vice
karet v serveru chrani pred poruchami jak na jednotlivé karté, tak na kabelu.

EtherChannel:

Protokol EtherChannel, jak jiZ bylo feCeno vySe, umoZnuje agregaci nékolika fyzickych
spoju v jeden spoj logicky. Napriklad eth0, ethl muZou byt agregovany v jediny logicky adaptér
eth2. Tento adaptér pak dostane prirazenu IP adresu a 1ze s nim pracovat jako s jakoukoliv jinou
sitovou kartou. VSechny adaptéry v EtherChannelu, stejné jako vysledny logicky adaptér, maji
prifazenu stejnou MAC adresu. Na vnéjsi pohled se tvari jako jediné sitové rozhrani a pro vyssi
vrstvy je tedy agregace zcela transparentni.

Nejvétsi vyhodou technologie EtherChannel nebo také IEE802.3ad je, Ze virtualni kanal
disponuje pfenosovym pasmem, které je souctem pasem vSech kanala, které se na agregaci podileji.

Podpora EtherChannel na prepinacich Cisco:
EtherChannel a IEE802.3ad agregace je povolena na nasledujicich Ethernet adaptérech:

10/100 Mbps Ethernet PCI Adapter

Universal 4-Port 10/100 Ethernet Adapter

10/100 Mbps Ethernet PCI Adapter 11

10/100/1000 Base-T Ethernet PCI Adapter

Gigabit Ethernet-SX PCI Adapter

10/100/1000 Base-TX Ethernet PCI-X Adapter
Gigabit Ethernet-SX PCI-X Adapter

2-port 10/100/1000 Base-TX Ethernet PCI-X Adapter
2-port Gigabit Ethernet-SX PCI-X Adapter

Pouze zakladni funkcionalita (v modu "standard" nebo "round-robin") je podporovana na
téchto Ethernet adaptérech:

e PCI Ethernet BNC/RJ-45 Adapter
e PCI Ethernet AUI/RJ-45 Adapter



Adaptéry, které patii do EtherChannelu musi byt pfipojeny k jednomu prepinaci, ktery
povoluje na svych portech spustit protokol LACP (PAgP). Jednotlivé porty musi byt manualné
konfigurovany jako porty, které tvori jeden EtherChannel.

Sitovy provoz je rozdélovan mezi porty na zakladé algoritmu round-robin (pakety jsou
rovnomérné posilany pres vSechny porty), 1ze také pouZit load balancing a to podle zdrojové nebo
cilové MAC adresy, na vysSich verzich pfepinacu napf. i podle typu sluzby nebo podle protokolu 4

VIStVy.

Konfigurace EtherChannelu:

Konfiguraci EtherChannelu je mozno provést manualné nebo pouZit protokol Port
Aggregation Control Protocol (PAgP - proprietarni reSeni od Cisca) nebo, od Cisco IOS verze 12.1
EW, standardizovany LACP (Link Aggregation Protocol). Tyto protokoly umoznuji vytvorit
EtherChannel z portii se stejnou konfiguraci (rychlost, full-duplex...)

Mody porti pro EtherChannel:
Mod Popis

auto PAgP mod, ktery nastavi LAN port do pasivniho stavu, ve kterém port odpovida na
PAgP pakety, které prijme, ale sam neiniciuje spojeni

desirable  PAgP mod, ktery nastavi LAN port do aktivniho stavu, ve kterém port iniciuje
spojeni s ostatnimi LAN porty posilanim PAgP paketii

passive LACP mad, ktery nastavi LAN port do pasivniho stavu, ve kterém port odpovida
na LACP pakety, které pfijme, ale sam neiniciuje spojeni

active LACP mad, ktery nastavi LAN port do aktivniho stavu, ve kterém port iniciuje
spojeni s ostatnimi LAN porty posilanim LACP paketu

PAgP umoznuje automatické vytvoreni EtherChannelu vyménou PAgP paketii mezi LAN
porty. PAgP pakety jsou posilany pouze mezi porty v auto a desirable modu. Podobné jetoi s
protokolem LACP.

LAN porty mohou vytvorit EtherChannel v téchto pFipadech (plati obdobné i pro LACP):

e LAN port v desirable modu muze vytvofit EtherChannel s jinym portem, ktery je také v
desirable modu

e LAN port v desirable modu muze vytvorit EtherChannel s jinym portem, ktery je v auto
modu

e LAN port, ktery je v auto médu nemuze vytvorit EtherChannel s jinym portem, ktery je
také v auto modu, protoZe Zadny z portii neiniciuje spojeni



LoadBalancing:

EtherChannel muize provadét vyvazovani zatéZe algoritmy, které urcuji, ktery z portu se
pouZije pro pfenos daného paketu. Jako kritérium lze pouzit MAC adresy, IP adresy (u L3 switchti)
a Cisla portu.

Konfigurace prepinace CiscoCatalyst 2950:

Switch(config)# interface fastEthernet 0/1
Switch(config-if)# channel group 1 mode active
Switch(config-if)# switchport mode access
Switch(config-if)# no shutdown
Switch(config-if)# end

Timto je nakonfigurovan port 1 pro piijem i vysilani LACP paketu. Takto byl
nakonfigurovan i port 2 a to na obou smérovacich CiscoCatalyst 2950.

SW4#show running-config
interface FastEthernet0/1

switchport mode access
speed 100
duplex full

channel-group 1 mode active
/

interface FastEthernet0/2
switchport mode access
speed 100
duplex full

channel-group 1 mode active
/

interface FastEthernet0/3
!

monitor session 1 source interface Pol
monitor session 1 destination interface Fa0O/11

Jak 1ze vidét s vypisu konfigurace, jako monitorovaci port byl konfigurovan port Fa0/11,
kam smérovac zrcadlil veSkery provoz na EtherChannelu (zde oznacen jako Pol). Tento port byl
pouZit pro méfeni rychlosti a kontroly funkcnosti na Etherealu. (Tato konfigurace neni nezbytna pro
spravnou funkci EtherChannelu, pouZita pouze pro ladici ucely). Pokud se jako zdroj pro
monitoring zvolil fyzicky port (Fa0/1 nebo Fa0/2) EtherChannel se rozpadl, je tedy nutno zvolit
pFimo rozhrani Pol.

Oba porty musi byt pro spravnou funkci nastaveny jako full-duplex, half-duplex neni
podporovan.



Kontrola konfigurace portu:

SWd4#show interfaces fastEthernet 0/1 etherchannel

Port state Up Mstr In-Bndl

Channel group = 1 Mode = Active Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index =0 Load = 0x00 Protocol =  LACP

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags  State Priority Key Key Number  State
Fa0/1 SA bndl 32768 0x1 0x1 0x1 0x3D
Partner's information:
LACP port Oper Port Port
Port Flags Priority Dev ID Age Key Number  State
Fa0/1 SA 32768 0005.dcd2.2040 1b5s 0x1 0x1 0x3D

Age of the port in the current state: 0d:00h:07m:08s

Jak 1ze vidét, port FastEthernet 0/1 je soucasti EtherChannelu. Obdobna konfigurace je i pro
port FastEthernet 0/2. Na téchto portech bezi protokol LACP a porty jsou v aktivnim modu
(priznaky S a A). Sumarizované informace o celém EtherChannelu pak vypadaji takto:

SW4#show etherchannel 1 detail
Group state = L2
Ports: 2 Maxports = 16
Port-channels: 1 Max Port-channels = 16
Protocol: LACP
Ports in the group:

Port state Up Mstr In-Bndl

Channel group = 1 Mode = Active Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index =0 Load = 0x00 Protocol = LACP

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags  State Priority Key Key Number  State
Fa0/1 SA bndl 32768 0x1 0x1 0x1 0x3D

Partner's information:



LACP port Oper Port Port
Port Flags Priority Dev ID Age Key Number  State
Fa0/1 SA 32768 0005.dcd2.2040 Os 0x1 0x1 0x3D
Age of the port in the current state: 0d:00h:08m:14s
Port: Fa0/2
Port state = Up Mstr In-Bndl
Channel group = 1 Mode = Active Gcchange = -
Port-channel = Pol G = - Pseudo port-channel = Pol
Port index =0 Load = 0x00 Protocol = LACP

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper
Port Flags  State Priority Key Key
Fa0/2 SA bndl 32768 0x1 0x1
Partner's information:
LACP port Oper
Port Flags Priority Dev ID Age Key
Fa0/2 SA 32768 0005.dcd2.2040 1s 0x1

Age of the port in the current state: 0d:00h:04m:12s

Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 0d:02h:17m:38s

Logical slot/port = 1/0 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— i T e T HEE

0 00 Fao/1 Active 0

0 00 Fa0o/2 Active 0
Time since last port bundled: 0d:00h:04m:13s Fa0o/2

Time since last port Un-bundled: 0d:00h:04m:38s Fao/2

Port Port
Number  State
0x2 0x3D
Port Port
Number State
0x2 0x3D

Sumarizovany vypis popisuje konfiguraci obou portt, které se acastni EtherChannelu (viz.
vyse), pak také vypis konfigurace samotného virtualniho kanalu (Port Channel), kde je vidét jeho
nazev (Pol), pocCet portu, které se EtherChannelu ucastni, konkrétni ¢isla porta a mod, ve kterém se

nachazeji.



Konfigurace L.oadBalancingu:

Prepinac CiscoCatalyst 2950 umoZnuje vyvaZovani zatéZe pouze podle zdrojovych a
cilovych MAC adres.

Switch(config)# port-channel load-balance src-mac (nebo dst-mac)
Switch(config)# end

Testovaci zapojeni pro ovéreni L.oadBalancingu:

EtherChannel
PC3
PC1 10— 1 1 10
SW1 2 2 SW?2
11

11

Pe: e

Nasleduji vypisy z jednotlivych rozhrani, na kterych byla testovana rychlost a
LoadBalancing EtherChannelu. Jako zdroj datovych toku byl pouzit flood ping. Nejdiive jsou
uvedeny podminky, pfi jakych byl test provadén, poté vypis stavu portil (zvyraznény jsou datové
toky - rychlosti a pocet paketii) a nasleduje zhodnoceni daného méfeni.



Flood ping ze stanice PC1 na stanici PC3 (neni zapnut LoadBalancing):

SW4#show interfaces fastEthernet 0/2
FastEthernet0/2 is up, line protocol is up (connected)
Hardware is Fast Ethernet, address is 0005.dcd2.2302 (bia 0005.dcd2.2302)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 8/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, media type is 100BaseTX
input flow-control is unsupported output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:22, output 00:00:00, output hang never
Last clearing of "show interface" counters 00:01:10
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 3741000 bits/sec, 4583 packets/sec
30 second output rate 1000 bits/sec, 2 packets/sec
224571 packets input, 22906157 bytes, 0 no buffer
Received 3 broadcasts (0 multicast)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, O frame, 0O overrun, 0 ignored
0 watchdog, 3 multicast, 0 pause input
0 input packets with dribble condition detected
10 packets output, 1087 bytes, 0 underruns

SW4#show interfaces fastEthernet 0/1
FastEthernet0/1 is up, line protocol is up (connected)
Hardware is Fast Ethernet, address is 0005.dcd2.2301 (bia 0005.dcd2.2301)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 10/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, media type is 100BaseTX
input flow-control is unsupported output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:04, output 00:00:02, output hang never
Last clearing of "show interface" counters 00:01:22
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 0 bits/sec, 0 packets/sec
30 second output rate 4218000 bits/sec, 5168 packets/sec
55 packets input, 4350 bytes, 0 no buffer
Received 46 broadcasts (0 multicast)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, O frame, O overrun, 0 ignored
0 watchdog, 46 multicast, 0 pause input
0 input packets with dribble condition detected
302775 packets output, 30883272 bytes, 0 underruns

Lze videét, Ze poZadavky na echo prochazi jednim rozhranim a odpovédi rozhranim druhym



Flood ping ze stanice PC1 na stanici PC3 a soucasné flood ping ze stanice PC4 na PC2 (neni zapnut
LoadBalancing):

SW4#show interfaces fastEthernet 0/1
FastEthernet0/1 is up, line protocol is up (connected)
Hardware is Fast Ethernet, address is 0005.dcd2.2301 (bia 0005.dcd2.2301)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 13/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, media type is 100BaseTX
input flow-control is unsupported output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:05, output 00:00:06, output hang never
Last clearing of "show interface" counters 00:01:02
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 0 bits/sec, 0 packets/sec
30 second output rate 5114000 bits/sec, 6267 packets/sec
42 packets input, 3199 bytes, 0 no buffer
Received 36 broadcasts (0 multicast)
0 runts, 0 giants, O throttles
0 input errors, 0 CRC, O frame, O overrun, 0 ignored
0 watchdog, 36 multicast, 0 pause input
0 input packets with dribble condition detected
407085 packets output, 41522737 bytes, 0 underruns

SW4#show interfaces fastEthernet 0/2
FastEthernet0/2 is up, line protocol is up (connected)
Hardware is Fast Ethernet, address is 0005.dcd2.2302 (bia 0005.dcd2.2302)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 11/255, rxload 24/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, media type is 100BaseTX
input flow-control is unsupported output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:14, output 00:00:03, output hang never
Last clearing of "show interface" counters 00:01:09
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 9522000 bits/sec, 11668 packets/sec
30 second output rate 4385000 bits/sec, 5372 packets/sec
827565 packets input, 84411659 bytes, 0 no buffer
Received 3 broadcasts (0 multicast)
0 runts, 0 giants, O throttles
0 input errors, 0 CRC, O frame, O overrun, 0 ignored
0 watchdog, 3 multicast, O pause input
0 input packets with dribble condition detected
393702 packets output, 40157697 bytes, 0 underruns

Lze vidét,Ze nyni jsou datové toky prepinany vnitfim round-robin algoritmem, na venek se
subjektivné prepinani jevi jako ,nedeterministické — nahodné*.



Flood ping ze stanice PC1 na stanici PC3 a soucasné flood ping ze stanice PC4 na PC2 (zapnuty
LoadBalancing):

SW4#show interfaces fastEthernet 0/1
FastEthernet0/1 is up, line protocol is up (connected)
Hardware is Fast Ethernet, address is 0005.dcd2.2301 (bia 0005.dcd2.2301)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 12/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, media type is 100BaseTX
input flow-control is unsupported output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:15, output 00:00:03, output hang never
Last clearing of "show interface" counters 00:03:00
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 4852000 bits/sec, 5947 packets/sec
30 second output rate 0 bits/sec, 0 packets/sec
1182580 packets input, 120620093 bytes, 0 no buffer
Received 100 broadcasts (0 multicast)
0 runts, 0 giants, O throttles
0 input errors, 0 CRC, O frame, O overrun, 0 ignored
0 watchdog, 99 multicast, 0 pause input
0 input packets with dribble condition detected
28 packets output, 3197 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE output
0 output buffer failures, 0 output buffers swapped out

SW4#show interfaces fastEthernet 0/2
FastEthernet0/2 is up, line protocol is up (connected)
Hardware is Fast Ethernet, address is 0005.dcd2.2302 (bia 0005.dcd2.2302)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 23/255, rxload 11/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, media type is 100BaseTX
input flow-control is unsupported output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:20, output 00:00:08, output hang never
Last clearing of "show interface" counters 00:03:05
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 4353000 bits/sec, 5335 packets/sec
30 second output rate 9280000 bits/sec, 11373 packets/sec
1045284 packets input, 106619283 bytes, 0 no buffer
Received 9 broadcasts (0 multicast)
0 runts, 0 giants, 0 throttles
0 watchdog, 9 multicast, O pause input
0 input packets with dribble condition detected
2260168 packets output, 230537363 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE output
0 output buffer failures, 0 output buffers swapped out



V poslednim méreni jsme provedli LoadBalancing dle zdrojové a poté i cilové MAC adresy,
v obou pripadech byly datové toky podobné, vypis vyse ukazuje LoadBalancing podle zdrojové
MAC adresy. I zde se, naproti oekavani, jevi vyvazovani datovych toki mezi jednotlivé kanaly
EtherChannelu subjektivné spiSe jako nahodné.

VyuZiti monitorovaciho portu:

Pro odchytavani komunikace nelze pouzit HUB, jelikoz umoziuje pouze half-duplex
provoz, pri kterém nelze provozovat EtherChannel. P¥i pouZiti monitorovaciho portu je
pravdépodobné, Ze se na néj neposilaji pakety, které maji za ukol sestavit EtherChannel, ale pouze
servisni komunikace na jiZ sestaveném EtherChannelu. Sestaveni se tedy (standarni cestou) neda
odchytit.

Odchycené LACP z monitorovaciho portu (Ethereal v. 0.10.10):
No. Time Source Destination Protocol Info

1 0.000000 Cisco_d2:20:41  Slow-Protocols LACP Link

(pl‘O[OkO]y, které HeVySiIaji Aggregation
vice neZ cca jeden paket za
sekundu) Control

ProtocolVersion 1.
Actor Port =1
Partner Port = 1

9 0.039693 Cisco_d2:23:02  Slow-Protocols LACP Link
Aggregation
Control
ProtocolVersion 1.
Actor Port =2
Partner Port = 2

Zaver:

Podle provedenych méFeni se z hlediska LoadBalancingu ,,nejlépe choval® provoz, ktery Sel
pouze jednim smérem. V tomto pripadé dochazelo k rovnomérnému rozloZeni zatéZe mezi obé linky
tvorici EtherChannel. Konfigurace LoadBalancingu nesplnila o¢ekavani a zatéZ linek se rozdélila
(ze subjektivniho pohledu) nahodné.

Pri simulovaném vypadku jedné linky doSlo okamzité ke smérovani veSkerého provozu do
redundantnich spojt.

Nutno vyzdvihnou jednoduchost konfigurace EtherChannelu.

Vyborné poslouzil i monitorovaci port, kde 1ze odchytnout pomoci sitového analyzatoru
pakety LACP.
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